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zSecure Audit for RACF DRSREZ L TW 3G, 7025 LT SMF 7 — X DR ERIGENRDH D £7,
SMF 57— &%, 947 SMFF—& «+t vy hE/IESMFRZ « A M) —202 5153223, IFASMFDP £
721X IFASMFDL 7’1 75 L2 2 U TE S N ER SMF 7 —& - v v 15852 dTEET, Z
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zSecure Audit 1Z. RACF REPORT WRITER % /-1% IRRADUOO SMF 7> u— F « 7025 A2 &k o TIERK X
NBEELUISMF 7 7 A VBT X EH A,

CKFREEZE 7—4® - v k
zSecure Audit for RACF 1X. DASD 7 — X 2L £33, ZD7F—&XIiX. zSecure Collect IZ & » TIVE X
. CKFREEZE ¥— % « b v MicEXHINE T,

zSecure Collect 7R Z"S LNy F « a7 LTETEIN, TRTOFYIA4 DAY 2 — 4 HER
(VTOC), VSAM RV 2 —2A4 « F—& « & v b (VWDS), H&xuZ, ERXNX5H5F—% ++vy b (PDS) 7
4 L7 PY—RFHARD, BREINEBEICA A= - LRLBEIETF—&X £y b« LRALTFIXIL
BARHELES, 777013 ZOITRTDOFT— X% CKFREEZE 77— & « kv MMZEZIAAE T,

zSecure Admin B X ¥ zSecure Audit for RACF 1Z. z/OSHilfliZay 27 - 5 — X AL £9, zSecure
Collect iX, DASD 7 — X DIUEFHCZ DT — X bINE L £F, APFFFARERfFHL T, flo7 FL X -
AR=A L AR IFEINTHLEA ML =67 —XEWMOHBLET, e Xy F-aLrvay
WKED, T—ZRONETDYE—F « SATLEZ TR TEET,

zSecure Admin B X ¥ zSecure Audit for RACF D A1t v 2 EELE T, HlIZIX. 125Dty vHBF3A4 7
RACF 7 — X DADP LR EINE Z b H 5, Aoty b235 47 RACF 7 — & & CKFREEZE 7 7 £
NEFHLEST, X5Zhloty b2, 7>u— RN RACF 7 —&, CKFREEZET—X - kv b, B
FOEBDOSMFF—% « £y F2EHLES, ISPFERETIEIANEY F2UIDEZ 32N TEXET,

DE=F + F=2LVAFDOIL—F1 25

zSecure Admin B8 X U zSecure Audit Ti, L R— b BIORREZERTI2BOANTLLTYE—b - T—
Rty bFEHTEES, YAFIRATL - FR—FEMINE ZOBRERFHT 2, B—kv g
VTHEHEDI AT LA MEBLOEHETEX T, /2. ZOHAEEIX. zSecure Admin T® zSecure #— ¥
A ¥ 721X RACF V E— MEEHEE RRSF) Y —E A ZfH L/ RACF 2~ FDIL—F 4 7DV K- 1
YHREENTVET,

VE—}F « F—REMEHLEZLE—-FOERIZ. 7077 ANV EREREITHE T 2R L R — MMERLEE
T BET, 2L, 20727225 RE, EF 2V T4 — « T—ER—2AL(K, F7213 CKFREEZE 7
—Z by RO EZPIEL TEIBERZCWHE L TCVWETA, ZHUE. KEDVE—F « T—ZAD7T
7 220%, FARBREODREODO—H)L « T—RXADT7 72 XD SRR 2H22720TT,

RNAVF AT B R— bEREAT I, CHEHAORET, HROYF—NR— - T RL A+ AR—ZATH
fTENTWDB 7274 772 zSecure Server WAE T, ZDH—nN—F, ax>yFDL—T4 7k,

RACF ¥ —&X~X—2Z, SMF A1 7 7 4 /L. CKFREEZE ¥—& + v b, BXULZOMOERFTAT —X -
Y PADTZEADEDDYE—F « SRATLLDEEICHELEEERZETLE T, L& TIBM
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LUFOFIE%#ET LT, zSecure Admin and Audit 7 7V o — a ¥ % BilfH s 5 77k . RACF F—X % F
B — b IR AN BRUOEHET R OVWTEELET,

DUTOfERICET 2 NADGE SN TV T,
I = AV N = V4
c Y — IN—F BIUTF—X -ty VHDRACF 7u7 7 A LDFRR, B, BIOHEF
« 772 AMEROEH
o FURVAFHEICE T 3 LR — MERK
o 2—YP DK

R B0
BIAT AHNC, TSOUZF Y « RSRX—XR—YHEAEI 7+ —~v P2 HERLE T,

zSecure Admin B X ¥ zSecure Audit for RACF Z{# 3§ 22, Z ZTHE S 2 FIEICHE- TL 7ZE W,

TSORZFy « NS R—K—
TR REXZDHEBIA X TTSOREZ AL L TWVWAZ e ZHERLTLEEIV, X2 UT4—D5
W% BAtA T 3 OIS EY) R fEIR Y 4 X D (EIZ 256 MB T3, D 3 WIEKED SMF F— X 72137
XA FZR— T=REMTE5E, DERYAAE IR LD KD 3, 512 MB ThHith
LTL7ZXW, JEHIFRE— R TRACF 702 7 7 A LDFRDAZITIEES. BELYAL Fzh LD
BPWNELBDET, EXaVFg— - FT—EZR—ZDH A X, BEUOBENERT 2BMDL Y 7
7y TIEHROBICE > TERED FITH, 64MB 2723 5BICK->TIE32MBTH ol bbb %
T, 72 L. 2D XS/ XWEERTIX. TFullACL) B XNACL EFFECTIVE a~ > RZ2FHTE X
WZEeENRHHET,

Wi 7+ —=<v b
zSecure Admin and Audit for RACF D %3 UE. 24 fTORZXLEHCHEHAINE T, 24 THHZED
SHERANCHH T 21213, WD ISPF S LD a~< > R{TT PFSHOW OFF =< > REZ AL E 9,
Enter 2 L. ISPF R HIHE DRZED 11TE 721X 2 TICHEIMNIZER R T % PF ¥ —DEREWM T IEFRRIC
LEd, PFXF—EREMHEICT 5121, PFSHOW ON 2~ > REEHL £,

DA

AP AL VA= L. UTDX T %2%E{TL T, zSecure Admin and Audit 7 7V & — a > % BitA
L. BEDRRAIZFZITT 200 LET,

FIE
FltAT 512id. ROFIETITVWE T,

1.1AT7>a>) 7ic6Z AL, Enter Z# L TTISPFa~>Y F « Yz L2l x5,
2.2 K CKRZ AN L. Enter 2L TL &\,

Zoa<xy FIZ ko T, zSecure Admin 3 X Uf zSecure Audit for RACF 235 & X =8 F2Ba L £ 3,
A Y REANLEE. 6 R—VDOMAITRT EIBRAL VA2 —DHEE T,
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Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Main menu

Option ===>

SE Setup Options and input data sets

RA RACF RACF Administration

AU  Audit Audit security and system resources
RE Resouzrce Resource reports

AM Access RACF Access Monitor

EV Events Event reporting from SMF and other logs
CR Command review Review and run commands

CO CARLa Work with CARLa queries and libraries
IN Information Information and documentation

LO Local Locally defined options

X Exit Exit this panel

Input complex: Active backup RACF data base

Product/Release
5655-N16 IBM Security zSecure Admin 2.4.0
5655-N17 IBM Security zSecure Audit for RACF 2.4.0

4. zSecure Suite - X > X a1—

ZDNRANMZHD T Aoz T, FEIEIRF TS a VOARFRRINET,
3LREWIGCT, A7 a Y SE.RZMHFHLT, SNTOREET 74V ERKEICYELY FLET,
4. F 7 a vEIBERTZICE,. a~ Y MTI 2 XFOEBEE A1 LT, Enter 2L £3,

BIREIN2A T2 a IZIE T, Ama—DEH LU TR A 7Y a VBFRREINDE . ROERD -
DOV T A= a—RRREINFET,

HEOEAENEF 2 . YSKENOTEEDOMD RRAINCEES ¥ T 5300 vy 7 - a<y
FXZHoTEL eRIODZAHDET, TIT. XIF SR IDTY, FIZIE. FEDRASHIL
(RACFEH) T, a~>Y =62 ANT 3T, RAG 4L (CKGRACF 2 L7227 — 7 &) 12
Sy I TEET,

RDZZRXY

TFDtryaryTid, MEMNPIELLSKEAEST 2 Z L 2R T 272012, —HDOFRTBERER I § 2 773
DOWTEHHL 3, ANIEBETD RACF F— &2 R—2BHHINE T, @HE. BEHHD RACF 7 — & X
— 2 ¥ —HEI1Z zSecure AL TH. EBENCHI - 7223 EC FH A,

RACF 707 7 1 JLDIRF
a7 7 ANDOMEERFRRLTHhS, RFTIDDEERTLZIL T, RACF 77 7 AL BRFTEZE
T,
CDRARIICDOWVWT

707 7 A VFHRAR NI, TR EEIRF RN T 2720DD 74—V K (T4 1&Z— 2 HFHEN D)
BHYET, T 74V FTIE, ITRTHEIRINT, MBI TOZT A, ERHAIZSET 21203,
UTDRAT Yy THRFITLET,

FIE

1. XA Y X=a2—T, 'FF>a> | {TICRA(RACF &) ¥ AJ1L. Enter LT, RACF 7 — & ~X—2
DERBELOMRTFDODF T a v RRLET,

2.TAFSay | fFIZG(INN—TF) E AT L. 2SHIIZNT R — R —% A1 TIZ Enter 2 L 3,

3.7 74 - Fur ST, Enter ML E 5,

6 AX—F+T7w T «HATF



22U DEER

Z OFIEAFELT L=, zSecure Admin 3 X U zSecure Audit for RACF 1%, »$3 )L DHEREIZ R 2 RACF &7
—ZR—=ZANDITRTDOER (ZDFITEIN—T - a7 7 A VER) 2R LE T, BRI —&Z—
FREBHANRTIA =R =" 1O 2 EE TR LICEo T, RANCEREINE T —ZOEBZHIFT %
ZEMTEET,

EYbh:La—FLNILERTFORALL A o<y FEHEHA LT, a~r FEBITRROITRTO 1 7
FAMEHAT I RIBEETEE T, NIX—X—%HELLRWEGE, EARa~<> F FORALL Ti, 2
2V REANTEBZRADRETRINE T, FORALL 2~ RCHEEaAVY FEANTAZ LB TEET,

ZORITIX, BEIH D RACF 7 — X X—X 2 LT, BEH D RACF 57— X X—ZAT®D zSecure Admin
and Audit OFEEB X QIETHHICETA2TEV A L —Ya V2 TVE T, 51—V IF— & DB

g Tk, 77— K& RACF 77— AXR—ZADIERIZOWTH A FLES, 7¥Rr—FENT7—X
N—=2F, AEDOTFFAMBLIUOHICHEHALET,

RDRARXY

zSecure Admin . Z1—7 LN, 2—H— - LN, BIUOHE—Z Y ) — - LJLTOTR T 7
ANDEFIHKIEET, IV —TBIU2—F—-—DfErRZBELL B0 L. ZHAOMHEHE IS
WTHERZEEHIT I ENTEET,

AR =T z—RADHEHAELE a~Y NOEBEAEREE LRI, — RV MRSTHRE. MRE2REL -
(F721FIEEHRD) £R5F. B L SRHRMER DA B AT — RORESFEFEHAGEICL T, ALV« TR
TIEEERE S 7 VT2 HERZ2UVE T,

A—H— - 7O7 71 ILORT

FIE

1. XA YR =2 =DV TWARWES, PF3ZMILTXA Y X=a2—IZR) £T,

2. [F 7> 3> {712 RA (RACF EFHE) ¥ A1 L. Enter Z# L T, RACF ¥ — ZR—ZADFREB X IRF
DD T areRRLET,

3.TRAI X=a =5, AFYar U(a—¥—) Z#ERLET, Enter 25, T2 —F—FR <%
ADFHEE T, 8R—IDH 5 ESHML TL XN,
Z DRI, RDEHEE DS VEREH O —EB R I N ThE T, ZHUIRDOES TR X
NnEI,
« Add new user or segment
o EIRELAE
» Output/run options
WENDLDA T a YORENS 1)) Z21E LU GER UGB IRFEAE S 213 H N/ EIT AT a itk -T
W, BIREEZ X OIHEET 27D DFID A NDBRREINEZ D HD FT,

4. FBIRZEITo 7%, PF3 LT N2 —% —38IR | S3ILIZRE S 0, Enter 2L TIREE2EITLE I,
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Menu  Options Info Commands  Setup

zSecure Admin+Audit for RACF - RACF - User Selection

Command ===> _ start panel

Add new user or segment

Show userids that fit all of the following criteria

Userid . . . . . . ___ (user profile key or filter)

Name . . . . . . . (name/part of name, no filter)
Installation data . (data scan, no filter except *)
Owned by . . . . . ________ (group or userid, or filter)

Default group . . . ________ (group or filter)

Connect group . . . ________ (group or filter)

Additional selection criteria

Other fields _  Attributes _  Segment presence _ Absence
Output/run options
_  Show segments _ All _ Specify scope
Show differences
Print format Customize title Send as e-mail
Background run Full detail form Sort differently Narrow print

K5 Fa—H—&R; R

5. T2—H%—1ID|] 74—V FKIZ, 2—HF—IDZASNLET,
k> b BIEIRIA 7S 2 >k TPrint format) 7 4+ —)L FIEENL X TV 3355120 Aff Al HE
T TDT74 =N REIEHET 2121, [Printformat) # R 74— Fic / ZANLET,

6. Enter L 3,

zSecure Admin and Audit for RACF I3 RACF 7 — A RXR—2Z R L, 8 R—YDR 6 ITRT ko7
—H— - Tu 7 A NHESILVEFREE T,

Line command Commands Modifiable fields Message

z8ecure Admin+Addit for RA

1s elapsed 8.2 s CPU

Command ===>__ ¥ I=== (@
Users like IBMUSER* J Apr
User Complex Name DfltGrp Owner SOAR gC CK MF
TBMUSER TES IBM DEFAULT USER SYS1 IBMUSER

t*ﬁt*ttt*tt*ﬁt*ttt*tt*tt*ttt*tt*tBDTTo” OF DATA**tt*tt*ttt*tt*tt*ttt**t*tt*ttt**t

K 6. FBREINcI—HF—DBEDRT

NRANVDHE EDITICFRREINDE X vEe—2iF, BEoFEfTJicEHINREREBLX T ety ¥ —
2 RS T7+—< R BRTT,

COMERIRICIE, BREIN ST — - 707 7 A AR LT TERRINE T, [HRENZWVIGE
1. ETFEAICRZa— L L CEINERZEZRTE X7,

—%®74—wb{uﬁ%f% Bz T4 PIOEEREDREE L E T, ISPFA T a VREB

KRR A A& > TiE, RE EH) AffER 74 — L R, 7YX —2a7—TREN3D, it
u%%f%&m74—wF BZIE, T2—F—) 74— F O ZERZATEREINTET, &
AIRET7 4 — L FIZH LWER AN T3 2. zSecure Admin 370 7 » A L% ZDH L WEIRE ‘E?%
M TBAA T4 7D RACFa~y FE2AERL T,

7. A7 a Y : UTOFIEEFEHTZI2ICE> T IEL ALY DKL D ISPFORROEZEHETEE T,
A XA=a— N=05 [FFrary) BFRLET,
b) (A7 ary) X=a—06, TLE BERLET,
c) N—n75 [Colors) ZiERL T,
d) 2. CUA attributes | = #R L £ 3,
e) ZHEIEE L=, Enter 2L TEENEZHEAL T,
ZHEANBRIROBREZFEITT 2 ZITHEMARD £5,

8 AX—F+7w T «HAF



10.

TR I 7 ANRTRDITRIUINEIR—IJDR2ITRT LI ICEHINTVET,
R2.7OT771ILKRTRSANILDEA

F )V Bz

RIRP Ta7 7 AP REDHEL). TEETZ 74 7). REIRF ), 7213 P (1)
DENTDHEIDERTTIZT + 74 —F

SOAR ROEHEDFERTLUE T, S K. 0 (3R1F). A BEEE). B XU R (ROAudit)

gC g (IN—THRPFHET 2) BLU C(F 7 AMERDPEFEET ) ZRLET

CcX ROGHEDETH LIPS DERLET,

o 2—H—EEHEZ RO (C)
« N7 — FHBHHRYINTH % (X)

MF M %iZ. BN ZEEILEE (MFA) B Z DL —HF — ID I L TIFEELTWS
CeERLET, 2FED, ZO2—H—1IDIE. 77 T4 7 MFAEZ R 5T
WT. PROTECTED Z—#—ID TIEHRWVWEWS Z & T3, FHllE. MFA #—n
—EHTERVIGERICSRA Y — REREFIRSZATL—ZAAND T 5 =Ny I

AFAENE 2Rl ET,

IHHD 74—V REBHIE, ISPF £ V& —7 = — AT EHATBER K ETID AL T « 3205 B FH
TEFET, IFLAYD I TIE, 285 s LANL e AALTBIR 74— E - LARJL - ALFRZT
T ATEET, NP ALTBIXUT7 4 =V FEEFEOANLTIX, La—F - LB XOEE L
NLVDWH T, TRTDEF2VT4— + T—REXR—AFRICBWTHHAEET T,

« 74 —JLE - ANLTIZOWTIE, BIROHZ 74— L FNICH—YILEBEBWTPFLZHLET,

o« XFI e ANLTIZOWTIE, a~vy FfTIeh—Y L EBWTPFL 2L %75,

B> b :zSecure DZ LK DT —XFRIT80ITLDIENIALS D ET, AFRFECAIZO—LT 51
X, PFI1 BX U PFI0 ¥ —%2fEHL %3,

IR T 7 A NVOFMEERERRT 212 MTORTy F2RITLET,

A fTa~yF 74— L FHNOERINTWVWE T 7 » L UATORIEICH— Y L 2B L T, Enter
EHLES,

b) RDWEFNHDHEEMFH LT, I ANOIEHZERL %75,
cfTa~r P 74— RICH—VILZEE, Enter 2L 5,
«Sav Y RKEANLT, Enter BfIL 7,
C(at—)DHIR) kroBMoffa~y RHHHMEETT, Zhobpa~<ry Rk, BTHRVE
ER
Y b
cBEDTT T 7 A NMICOWTHHARERITa~ Y FRSH LR WEES. ] ¥ A1 LT Enter 2# L
F3, ZO772avilEoT, BHARERINTOTa~YY RERINAADHE LT,

e La—F -« LNJLERTFORALL Ao~ FEFH LT, TR ROIXRTHOTa 7 7 L2
av Y FEREHATEE T, RF7XA—X—%2EELEWVES, FORALL Ko< Flida~v>r F
AT BEDDANFINVNEERRLET, FORALL 2< > FCHEHBEa<Y F2ANT AL TXE
5,

A= BIRRROUICR ST, PR3 ML E 3, FFHMIEZFRRL TWA5E1E. PF3 % 2 [E#f L

X9,

iz, dOPLHAVWERIEZR L TAE T, FIZIX T2—F—1ID) 74— FIT SYS* ¥ AJIL T,
SYSx TIRE 2 ITRTDL—H— - T T 7 A NV ERRTI2HEZETLE T, rnshica—¥—-
T 77 ANDITEREIRL T, 25D 12— —DFFEREMETE L3, RACF 77— X XN— 22N
T3 MUIRMERZ OGS, ANV D 74—V NEZRELTINOD 74 =L FDEZL REHTE
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F9, IILWEZIEET 2 . zSecure EAFRIC XA EHEZERT 3 7-DICHEBEZITVWET, Z0fl
T, BHEEZMZZWTL ZEW0,

I 74— FICEREERZIEE S 2B HAXFDOT AR YR () BIO $—k Y M iLE (%) Z2ff
MTEx9d,

A—H—FRNRILDEER

CDRAIXIICDOWVWT

2 —HFSEIRASITVEULTOE 7S a ZHEINTVWET,

e D7 a v EFHALTZ—Y—%1F X F2EMLET,

2FHODODEZ arEMHEHLT, &b~ X 2 RACF B OEINFEELIEE L 9,

« 3FEHDE I a i 1 FLALDES. L DINRINIHEIRFEAEZFH L T RACF 77— &2 RX—2 BT
ZLR— b RERT 358 R L £3, #lz1X. SPECIAL JE1t ¥ OPERATIONS B2 >3 RTD
I—HF— a7 7 A NICETELR-FR2ERTEE T,

e BEPSLDEROH T EHIAEZA XTBI2E, 4FHOE 7 a v Z2HEHLEST, HlziE. "Show
differences] 74 — L FIZ J L AJIL T, 22O0DANY —AZBHETEET,

ZOHEEITS 1213, SETUP FILES C7 2733y » a~wy REHHLTHRELER—ZA54 Y A% 1
D, BXUSETUP FILES S 77> ay - a~xY FEFHALZEEAAL vy 2D H 1 OER
TEHERERDD FT,

L <&, TIBM Security zSecure Admin and Audit for RACF: 2 —%— + Y 7> L YA +v=a 7| %
ZIBLTL N,

FIIE

1 IRREINEIREE GFEHOE 7 a V) BIXUHBITDOIAZRA X AHFZEHDE I a ) I2oOWT T
4 — IV REBEIRT 2I12E, 74—V FOMIZ/ ZANLET, Enter 2L 73,

HiRNxLDAFZFHDOE I a v DIFL ALIX. TPrintformat) 74— RO REiIC / & AJI LT Enter
PHTILICEoTID T4 =L FZEIRLIZGEICOAEZETE %S, ISendasemaily 7> 3~
ZEAT 511X, SMTP BRI X — X —%2f5E L TBLDEXH D FF, 58 R—ID [E X—)LH
HDSMIP A7 a >y TOFRFIE->T, Ty b7y 7| ODHINEFBSLXNTNRTI X —R—"IEE
LEd, ZZTlE. Printformat] + 7Y a v 2 EREFIHITLE T,

zSecure 1¥, 2 —HF — BRIV AN EIN-REIC—HTIZ23ITXRTOL—F— - T a7 7 LE2FRR
LET. MEDT7 4 =V RTMBIFE LR oT5E. 2D 7 4 — L RIFMBEFICEAINE T, B
D74 —NKT /[ ZHEHTEZET, /OEKI 2047 a rERIN, fEESINTRRTX—X
— (BN IC—BTE270 7 7 A NADRERENDS (F/I3EBMMOBIRARRXNADBERENB) VWS Tk
TFo 72 FLAED 74—V RTEIRA TS a v FEIET 200D S a~vy RHHHTEXET,
T3 7F, T ANEERT BRI, 20T a v ERINE I EEKRLET,

il zZ 11X, TAttributes] 74—V RT /AT 2L, 11 R—VDK 7 ITRENTWD [User
Attributes] S IUHDBHE F T,

10 AX—b+7w 7 « HAF



Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - RACF - User Attributes
Command ===>
All users
Specify groups of criteria that the userids must meet:
Systemwide and group authorizations

OR _  Special _  Operations _ Auditor _ RO-auditor
Group-special _ Group-oper _ Group-audit _ Class auth

Logon status

OR _ Revoked _ Inactive _ Protected _ Passw expired
Revoked group _  Certificate  _ Pass phrase _ Phrase expired
When day/time _ ID mapping _ Passw legacy _ Phrase legacy

User properties
OR Has RACLINK Restricted _ User audited _ Mixed case pwd

CKGRACF features
OR _  Queued cmds Schedules Userdata _  MultiAuthority

Connect authority . __ _ 1. Use 2. Create 3. Connect 4. Join

7. TUser Attributes) /N=)L

AT A EROMREROINTOL—Y— - Tu 7 7> A LEFRRT 5121E, Systemwide and group
authorizations] 27> 2 > ® Operations| 7 1+ —/L RIZ [ Z AL ET, KT, Enter 2 L £ 5,

COEEIZE D, AT A REKOBIEHERZE O TR TOL—F— - Tu 7> A ABERRINET,
. [Connect authority] 7 ¢ —)L R T, $5E INZFHERICH OV T2 — %8R L 5,
BERAERICEA SN T WA EEE TR T 7L — 7 #5271 oF->TWbd a2 —3%—0
AVRFREINET, 11 R=—IVDEIITRIN TV AHLBEHE T ZHEHL T X0,

# 3. TConnect authority] 71— )L FDLEBEEF

T G|

< RSN 7 27 & ZHER X b Ew

<= fBESINT 7 AR X DIRWD, RETH) ZhLFHT
> feEEN 7 7 AMR & D&

>= HEIN7 7 AR LD EVL, RIKTD) ZheFL
= IETEIC—3T % 7 7 & AHERR

~= ¥l < fEE XN 7 7 & ZHEBRLA D T T

b > b :zSecure Admin B X T zSecure Audit for RACF 1%, BICIEEDRWVIED., fEE LT RTDS
OXF4—% AND By ZTHELET,
| BT 21E2IC, xxx Y BEONFHHTEES, JV—THNDANI 74—/ KT, AND HE 1%
BELTYBIUNDERZFEHTZ2ZICX-T, Y OEREINEZEBEZFEDL. N TEIRIAT-WTR
DEELF RN —ERERTEET,

lLogon status | £ 27> 2> ® [Revoked| + 7> aid, BHERDEINATWI2I—F—%2HREL F
ER

lPassword interval] 74 —)L FiZ., 2V — FHAHRTINICE I NROL—F —%2F v 7 LET,
ZD7 4= FiX, TRAUJ 241D Otherfields] 7+ —/L RINT / ZHE LI L ZITEKRINB N
AINVTHHTEES, 2074 — L NZERL R, Enter 258, 72 2BIRT 200N
EE T2 TUser Attributes ] 2SR UDEHE F3, 27— FAEABYIN T S SSHMER 2> 2. — ¥ —
ERRT 50, SRV — FDHRUIN TR CIBIEERZR O —F -2 MR LET, 20L53 k2 —¥
—ZHH L7256 (B3F 5 IBMUSER THWL—H =), 2—HF —DBZD XS WCERIN-HHZHE
TEIHGELHD ET,
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Aoy LT, TSpecifyscope) 74—/ RIiZ / ZANLT, BlOL——1ID /I 7V —7 D HiH
NOTO 77 A VERBETZZENTEET, ZOFFYare2 BRI, 2—F—1ID /7L
— 7 IDEIEET 570D DX E T,

T2 IIL2—DEeE
ANT =R BIRE RN T 272D 7 4 VR —FHEERIEET 5120F, ITOHA R4 iciE-oTK
VAR=1 AN
ZLDRINDAN 74—V EFTIE, T—ROERTZEBBMC T4 NVE—RHHTEZT, ZNHD7
A NR =1, RITRTEEDIANRI— R XFEEDDZIENTELAN) VI TT,
%
FETS DL XFITHYLET,
*
H—2 ) Y ZTHOEEROLT (Ky A ICHE L, FIZIZHE—DF—X - £y NAERiTF 7213
AR EHFHELET,
*%

707 7 ANVHDOREBIZD ZIEEROEHiTITHE L 3,

LHIOWENC D 2HE SN F MR LE TN, 7 7R FERIBT—X -y MEMiFIIMRL $8
Ao

zSecure Admin 3 X U zSecure Audit for RACF Tld. RACF DL FR G4 (EGN) E— R TH B0 E 52U
b 53, EGN Bl ZHHL £3,

SRR(OF.
SEXERMECHN B L CHMEZIEET 5103, UTOHA4 B4 Vit TLRES W,

WL ODDFERT 4 — LV NIZHNZEKRLET, SEIFXREHEHEFZ/HATEEY, 2L, IXT
DEDEIT AMTIEET 2LEL DD T, 12 R=Y DK 412, HIHEROEL EETOHZRL X,

£ 4. BHRROEBEFOHI

(3 Ik

= 04jul2004 200447 H 4 H

< 04jul2004 2004 7 A 4 HX DHTOERDO HAY
= never HIfORER L

= today SHFEE LG

= today-3 SH» 5 3 HAl

< today-30 30 HLLHT]

> 01jan2005 20054 1 A 1 H&X D ROEREDOHAT

i DUMPDATE 12 & 2 Hf}Z. RACF F—&ZRX—Z2237ru— K& h-HN T3, BEFD RACF 57— &~
— 2B LTW53545, /B DUMPDATE 248 E 35 Z £ id. fETODAY Z2H T2 2 ¢RI TT,

HiHMZBER7 s — L RICANT A&, HEFII2 XFO/PNXWAS 7 4 — L FIZHEE L. HiFOfHEIX
REWT 4 =V RIZHEETH2RDENDD T,

TIVr=oay - 2IAY FORR
FIE

1. 2—H— T I7 740D 7 TV r—ay « I RAVMERRTICNE. 77V 75— ay -k X
VIERERRTAIWMRDOZ—Y—ID & [User Selection] »SKRILICFHEEL £3,

12 AX—+7w 7 « HAF



2.2 —H— - FuT 7 AADFIZT I ay c AR Y RSEZANLET, 2O —F—IIHNLTEHRX
N7V r—ay T AV EFDYVRAMEEOLARLDHEEE T,

EYFSET7 v ay -avy FEHEHATZRODIC, 22— —Z LD TOutput/run options |
t 27> a» T, I'Showsegments| DFIIC / ZANTEET, ZD7 7> a»iZk->T lUser
Segments| SIUDEHE, BT 27X M EfEETEX ¥, [Additional selection criteria) 2
> a > T IShow segments| ¥ —%iC [Segment presence] *EIRL/25E, £ X PO YA M
BORIAPHET T, XY MERICESWTEZ A Y F 2B L, BMOBREELZIEETE X
T, FlIZIE. TSO XY POWHAFRECHE SO WTL—F -2 ERTE X T,

JIV—7 - 7a771ILORT

CDRRXIICDOWVWT
DT arTiR, =7 a7 AN EFRRBIVCBETZFIEICOWTHAL 3,
IN—F « T T 7 AN EBFRRTBINE. UTORTy F72ETLET,

FIE

1.End 721 Enter ML TX AL U X =2 —I2REY F7,
22RAX=a—05, 7> ay G(A—7) &KL, Enter Z# L T. Group Selection] >4/ %[
EEIEN

13 R=Y DR GITRINTWVDE ZDRANE, =T« Ta7 7 A VCHEHAINS, &HHEEICfH
HEN2:ERO—Hz2RM L 3, T2 -9 —BIR SV EFERIC. ZORINVICHLTDORI > =
YBHY FT,

- Add New Group or Segment

o MmO FEIRELE

- Additional selection criteria

« Output/run options

| XFRFEHAUTERL . BIMOEREE S 7213 /FEITA TS a i k- TE, EBIREERZ X 512
HBETAEDDOHDARINADBEREINE T,

Menu Options Info Commands  Setup

zSecure Admin+Audit for RACF - RACF - Group Selection
Command ===> _ start panel

Add new group or segment

Show groups that fit all of the following criteria
Group id . . . . . ________ (group profile key or filter)
Owner . . . . . . . ______ (group or userid, or filter)
Subgroup of . . . . (group or filter)
With subgroup . . . ________ (group or filter)

Installation data . (data scan, no filter except *)

Additional selection criteria
Profile fields _  Connect fields _  Segment presence _ Absence

Output/run options

Show segments _ All _  Expand universal _ Specify scope
Show differences
Print format Customize title Send as e-mail
Background run Full detail form Sort differently Narrow print
Print connects Print names Print subgroups

B8 TJIL—7&R =)L
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3.VON—7ID) 74—V RIZ, T4 « InN—T%, FHREIV—TEZDA M) IR ANLET,
BIZIE, ABRY T TC2MCx ) THREZIRTDIN—TF - a7 7 A LDFEEX TNV —FID) 74
—JLRIZ TC2MC*] 2 AL 9,

4.Enter L TRACF 7T —AR—RAZ KT D, V=7 777 L VEWD [Group Overview |
PRIZERRENE T,

FTRHNE (14 R—YV DX 9 #5R) 1Z, BRINZFINBERZZ e, 22—V — - T 77 L TkL
TN—"" 707 7 ANAPFRREINDE I EZRVT, [2—F 3R] OME LTV T,

Line commands Sfualr%glﬁ,sm Superior group # of sub groups _# of connected users
| . C#MC ' |
zBecure Admin+Audit for RFTCF GROUP Overview 1 s elapsed, 0.4 s CPU
Command ===> Scroll===> CSR
liike ¥#MC* . v 3 Apr 2016 00:50
Group Complex SupGroup X Owner Grps Users Conn U
_¥ C#mMC YESTERDY CR CR 161 159
___ CHMCDEMO YESTERDY  CHMC CHMC 1 15
__ CH#MCDEM2 YESTERDY  CHMCDEMO C#MCDEMO
__ CHMCNG YESTERDY  CHM CH#M 65
_ C#MCURS  YESTERDY  C#M C#M <) il
____ CHMOWGRP  YESTERDY  CHMC CHMC
_ CHMCXCNG YESTERDY  CH#MC CH#MC
__ CHMCXGRP YESTERDY  CH#MC [ #MC 4 4 arm
_ CEMCXX YESTERDY CR 115l > 160ct2001
***-k3\:*-k**********t**t****WovOM OF DATA ***ﬂmf**i*******t**t**t***
Modifiable fields

9. TGroup Overview) /X)L

ARBTIN—TF
FARTDRACF 70 7 7 A VIR AKIA XDBDHD T35, IXRNTOEHFAL—Y —DOFEIERIT. B
DIN—=T « a7 74 NVIKHEAEINET, D2FED, I—7 - Ta7 74 VIERTE 21—V —Dix
KEOBTFET 2 e BBRIORLTVE §, AN 6000 21— —TF, KZEWRACF 7—&XN—2
DEE. ZOHTE A TRVWZI DY FET, ZoOHIRY, AZV—7 BPFEET 2HHTT, ABE
WRIN—TF - Ta 77 A NME DB TERD ., 7740 O —% — (USE MR T 7L — 71z ke
L. #2272, 21— a7 A VIREIhER A, ZV—7 SPECIAL, 71—
OPERATIONS 7z ¥ O#Eht/E . F7/21X USE il 2 2 EHER1 D 2 12— — DA, -7 - Fnr»
AMREINE T,

NHIZNV =T DR, EHIROB DL - -2 TE, 0 —7 - Tu 77 A VDORKYA RIZFEE
TERZEDBRNVWIELTT, Lo T, AL RACF 7 — A R—XIZBWT, KRELIILVL—T%5EF
ZRABEE RSB DE LT, RERIN—T 2 5ET 255, Zv—7Dav—%2/ERL., BIlO—9%
— R ZOPHIN—FITEH L ET,

WHIN—=TDRENZ, IN—=T - TaT77 A VERRLTH IV —F IR L TWS 22— —2H5T
ERWIETY, CONHIV—T R L TWE2—F -2 {HOF 5123, IXRTOI—H%— - Fr7
7 ANERKRT ZREDDD £, zSecure Admin B X Uf zSecure Audit Tid. Expand universal] £%
REEHHLTZoMBEZHEELTE %9,

I ZOMBEZ RS 2 L8207 — ZAR—AFAMD 2175 T e BIEENCHTE T 5 7| JEERH2K
MEIER S 5 AlREMED D D £ 97

IN—7 7177400 UNIVERSAL B2, T Z v—7") ¥ TExpand universal) ® 2 DD 7 4
— IV EDEELEST, 7727400 74— L FODRNC/ ZANTEL, 156 R—IY DX 10 ITRTH
MK U T2 2 L 5B & £ 5,

14 RRX—=+ 7y 7 - AR



Menu Options Info Commands  Setup
zSecure Admin+Audit for RACF - RACF - Group Selection

Command ===>

All profiles

Show groups that also fit all of the following criteria:

Selection by date

Creation date . . . (date: yyyy-mm-dd/ddMMMyyyy/
DUMPDATE/DUMPDATE-nnn/
TODAY/TODAY-nn/NEVER)

Miscellaneous fields
Complex . . . . . . ________ (complex name or filter)
# connected users . __ o (operator: < <= > >= = <> = =)
# subgroups . . . . __ o
Enter "/" to specify selection criteria
Universal group
Queued commands
Userdata

B 10. 7I—"7 - 7O7 70 « 71 —JL RBRINRIL
WHIZNV—THEEEZ T 2 12iE. LTownwsThhorrsa v 2T LET,
¢« I5R=Y DK 10 IR TNAT, HWHINVN—=T ) 74—V FRIZ /ZATILET,

ZDFRTIE RACF 7= ZR—ZXDNHIN—TDHEBRERLET,
« 13 R—Y DX 81Z/~rT [Group Selection| »<4/L®D TExpand universal] 7 1 —/L NIiZ / ZASIL &

=R
ZOBICE 5T, T740 AN OEFZ—F 13T EBHREINATVWEITRTOIZ—F — 233
WEICERRENET,

b b: TExpand universal] 47> a YOKEERHMT 212, WHIZ V-2 2EV X LET,
ZZT. BNEA T a YEFEHABRICREL T A—2 Y XML, RIZAHTY a v &2 ERHARICEE
LTON—72YVAFLET, ERINTVWEZ2—HF—DV R MOERIZFHLE T,

A—H—0EHS & UHIBR
I—P =B I —F IR T 212, UTOWL OO HERD DY £3,
« IN—T T T 7 ANEREZLI—HF— - T T A NDMEAAFXNLTCOITa~ Y F 6 2RITLE

3,
e IN—F - Fu T ANFREFI—H— - T 7 AIILDFHARINICBNWT, Z—HF—H3\WF 7L —
T O E0ITOIHT, C(a—) £721E D HIBR) offa~y FEEHT %,
s ERIERE EDITORITEZRE (LEX) T2, 207273 rTlE. ANWEIAEHFLWEIZOWTD
FlEGia~ Y FAERIN, FEXIN-HOHIRa~Y FRAERINET, BiIlRa~> FE2ETLE
{BWEEIXK, a~y PRIV »LHIRa~ Y REHIBRL 2%, Enter 2# L 3,

I—Y— T Ty ANEREFITN—T - Tu T ANTITa~v Y FCOZEHT 2L, 16 R—J DX
11 WCRT XD RBEHRAXADHET T, L —7 - Ta 774 VDA, ZK10 22— —F TOEGE
1EORETENTEET,)
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Menu Options Info Commands Setup

zSecure Suite - RACF - Add connect
Command ===>

Create new connect

Userid . . . . . . . . CRMCKF1
Group . . . . . . ... (group or filter)
Optional connect attributes
Authority . . . . . . . ________ (USE ,CREATE ,JOIN or CONNECT)
Default UACC . . . . . ________ (N/R/U/C/A)
Connect owner . . . . . ________
Future revoke date . . ___ (MM/DD/YY)
Future resume date . . ________ (MM/DD/YY)
Revoke _  Norevoke
Special _  Operations _ Auditor

Enter a group for a single connect.
Leave the field blank or enter a filter (e.g. IBMx) to get a selection list.

X 11. TAdd/copy connect] /XF)L

e 2—HF—RHDIN—AITHHT BI12E. 2000 (16 R—YDOX 11 250 #HHLET, 2o
IV TE, T2—=F—1ID] 74— L FERZEETEEHA, ZJV—7 - Tuar7>4 0L TCOa~<x K
ZRITT2HEAE. ZORDDIC (FN—F%) 74—V RELETEEEA,

« AT a T, ARNVD T THEEEEIEETEET,

cCOa~x Y FORbhiza—Y— - T I 7 A NEREFINVL—F - 0774 VDOFHEM AR L TITa~
FCEfEHTZE, MLa—¥—%HlorN—FIcEiTtEEd, £/ loa—F—%2FLCIL—
WHT 228 dTEET, HEHSAND TZ—HF—1ID] 74— K [A—F | 741 —)L K% [
CEHELT, MOoa—F—%2RDO7N—A 1R T2 TEET,

T—=2-tybk - FO771IDLEa—

FIE

T—R ety b TOIT7ANERRTZINE. UTORT Yy 7Z2FEITLET,
1. X4 X =2 —IZKR%12iE. [Group Selection] »$3x LT &7 ) (PF3) 2L £,
2. 77 a v D %EEIRL T Dataset Selection] SFLEHEF T,

HREDIREIX,. RACF O 7R NLDEFTT, ZDORRIL A7 R—IJ DX 12 #5[8) 13, #EH

BF7F—& -ty b FTRIT A INOVWTHRETIGEFHIN, FHAFEZZI—Y— - TurrA
b AL EIRIERIC T,

16 AX—+7v 7 « HAF



Menu Options Info Commands  Setup

zSecure Admin+Audit for RACF - RACF - Data set Selection
Command ===>

Add new DATASET profile or segment

Show dataset profiles that fit all of the following criteria
Dataset profile . .

Owned by . . . . . ________ (group or userid, or filter)
High level qual . . ________ (qualifier or filter)
Installation data . (substring or x)
Additional selection criteria
Profile fields _ Access 1list _ Segment presence
Output/run options
_ Show segments _ A1l _ Together _ Enable full ACL
Show differences
Print format Customize title Send as e-mail
Background run Full detail form Sort differently
Print ACL Resolve to users Incl operations

12. TData set Selection] /N%IL
. 74—V B RBEREIZHEY UTIRETEET,

_ start panel

1 1 EGN mask
2 Exact
3 Match
4 Any match

Absence

Specify scope

Narrow print
Print names

T4 = RIZMHANI LWL, FDT 4 =L RETFT—ZRXR—AMBAIGEIRE - IIBREOREEY LT
R ERA, MHEREIEEETICEnter 2T, IRNTOMFOT—X -y b TurrA4

ABFRE I, HIET — X HETE BRI T,

[F—& «kw b+ 7B 7740 X DatasetSelection] IV TERDEEL 74 — L FTT, HL
TW3 707 7 L VDEGHID T > TWBE5E, Exact) ZEETEX T, £/ 7ur77 41280
TEGNmask) Z48EL 77D, Match) 2ffHLCF—%X -ty r 207077407 —R -ty
NED Y F T EA TN, T EZITRTOTR 7 7 A VLD (TAnymatch)) T2 Z 2 23T

TET, FIZIE. RDESIADET,

a.SYS1.%* ¥ AJJL. TEGNmask) ##£F 1) DA, OFTRTO7 4 — L FZEHICLE T,

EGN Tld. &RiSZ —2 SYSL.%x (FA&X Y RZ 1)1, SYS1 DEAICH—BMiF2IHFOFTRTD
RN —HT A ZEOVH LTIV, SYSL.«+x(7 AKXV XY 22) LIEELLHEE. ZOHE
1% SYS1 DEAIEEOBDBHi T2 OLRNCHE L3, BlZIE, SYS*.%x W5 7 4 LR —
PHHATZ2Z2ICXk 5T, SYS THREAITRTOI O I 7 A LERDITEZZeNTEET,

b. Enter L %5,

ZORFITIE, SYSLTIHRELZTRTDTFT—X by b - TUT7 7 A NEBRRTINXADHEETT,

ZDpIE, 18 R—TV DX 13 IR ISR DT,

55 2 T B 17



zSecure Admin+Audit for RACF DATASET Overview 1 s elapsed, 0.2 s CPU

Command ===> Scroll===> CSR_
like SYS1.*% 8 Apr 2005 00:25

Profile key Type UACC Owner S/F W
__ SYS1.ACDS GENERIC NONE___ SYSPROG_ U_R _
__ SYS1.BRODCAST GENERIC UPDATE_ SYSPROG_ __R _
~ SYS1.CMDLIB GENERIC READ___ SYSPROG_ U_R _
__ SYS1.COMMDS GENERIC NONE___ SYSPROG_ U_R _
__ SYS1.C#M.LINKLIB GENERIC NONE___ SYSPROG_ U_R _
~ SYS1.CSSLIB GENERIC NONE___ SYSPROG_ U_R _
__ SYS1.DFQLLIB GENERIC NONE___ SYSPROG_ U_R _
__ SYS1.DGTLLIB GENERIC NONE___ SYSPROG_ U_R _
~ SYS1.DUMPx*. %% GENERIC NONE___ SYSPROG_ R_R _
—_ SYS1.HASPACE GENERIC NONE___ SYSPROG_ R_R _
__ SYS1.IBM.PARMLIB GENERIC NONE___ SYSPROG_ U_R _
~ SYS1.IBM.PROCLIB GENERIC NONE___ SYSPROG_ U_R _
__ SYS1.ICEDGTL GENERIC NONE___ SYSPROG_ U_R _
__ SYS1.ICEISPL GENERIC NONE___ SYSPROG_ U_R _
~ SYS1.ISAMLPA GENERIC NONE___ SYSPROG_ U_R _
__ SYS1.ISPx GENERIC NONE___ SYSPROG_ __R _
__ SYS1.JESCKPT*. %% GENERIC NONE___ SYSPROG_ R_R _
~ SYS1.LINKLIB GENERIC NONE___ SYSPROG_ U_R _
. SYS1.LOCAL.LINKLIB GENERIC READ___ SYSPROG_ U_R _

SYS1.LOCAL.VTAMLIB GENERIC READ___ SYSPROG_ U_R

X13. F—R2 v bk -O771)

DIMITR T b BIREE D T E £ 9,
o FolE—H KR
a) 7—X -ty MEEEZKT LT ldataset Selection] »SA MR S1ZIE, PF3 2L £3,

by [F—& kv b-TO774)0] 74 —JLFIZ, SYSL.DUMPOO ¥ AFJL T, I—8 2F£T 3 %iE
RL. Enter Zf L £ 9,

18 R—Y DX 14 IR TNAND X D L3 B =, SYS1.DUMPOO Xl d —E T 23707 » 4
AMFREINET,

zSecure Admin+Audit for RACF DATASET Overview 1 s elapsed, 0.4 s CPU

Command ===>

Scroll===> CSR_

exact match SYS1.DUMPOO
Profile key
__ SYS1.DUMPx*. %%

8 Apr 2005 00:25
Type UACC Owner S/F W

GENERIC NONE SYSPROG_ R_R _
kok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kkkkkkkkkkk BOTTOM OF DATA skokokokokokokokokokok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

X 14. &E—HOIER
s TRTO—HDHER
a) F—& + by MIEAH T LT ldataset Selection] »$SFVICE3121E. PF3 ZH L £9,

b) [ F—& ¥y b TFa7740] 71 —)LFiESYS1.DUMPOO DED £ £iZ L. TAny match) %
£3 4% FIRLTEnter 2L 3,

18 R—Y DI 15 TR T NAND KD B RV BH Z, SYSL.DUMPOO IZ—HF 5T RTH T 7
FANNDRRRINET, MOBEA LT 07 7 A VFHIEITICERRINE T, X5 EHD T r 7
7 AADHIREINIGE, VY =R —HT 2AREMHNDH 5. BHEDRNT a7 7> L AHRFRREH

£73,
zSecure Admin+Audit for RACF RACF DATASET Overview 1 s elapsed, 0.5 s CPU
Command ===> Scroll===> CSR_

any match SYS1.DUMPOO
Profile key

__ SYS1.DUMP*.**
SYS1.*. %%

8 Apr 2005 00:25
Type UACC Owner S/F W
GENERIC NONE___ SYSPROG_ R_R

GENERIC NONE SYSPROG_ U_R _

Kk kkkkkkkkkhkkkkkkkkkkrkkkkkkkxxx BOTTOM OF DATA *kkkkkkhkkhkkkkhkkkhkkkhkkkkkkkkkkkx

X 15 §RTHO—HDIER

18 AX—+7w 7 « HAF



s RRZBIUORy FUERT T a v oftuz, HloEREESHEHTEET, Zhs oM, F
EDRATDTF—& kv b TRT7ANERBTILZWRELEET, HIZAE. XRDOXS512iD
EJC
a) PF3 Z#f L T. [data set Selection] »S*/LICED £9,

b) [Additional selection criteria) TEIH®D 072740 74— R/ EANLET, ZOT77 >
2 VX THID S AP &, X HIERREELIEETEE T,

EEE-FTOTO771ILDY R MRR

CDRARXZIZDOWVWT

EBEE—FTIE., IRTOT7 7 ERAMBELIHFITINETH, 727 2AC K> TEFILENIET 25812
BEX v —IPRITEINET, BEE—RNIE, TRrI7 740 Lo THIN—ZINET—X - vy Maxt
TR2ERDT 7> a YT 5720, @HIEEHUEFHRTY, BET—-FO7n7 7 12 FXTY
ZAFFTBI2E UToRTy 72EITLET,

FIE

1. "'Warning mode | 7 1+ —/)L KOMIZ / BEIET 5 Z & 2R L. 'Nowarning) 7 1+ —/)L K OB DIER
(/) #f@BR LU £ 3, Enter 2L £3,

ZEET-PFOIRTOTBIZ 7 A ADV A FRREINET, HEKIE. HLQ=PAYROLL &t EEHEE— FRY
PHEALT, S5KRNETEZT,

2. PF3 ##f L T [Data set Selection] S WICED £,

3.[F—=R ko b TR 774)0] 74 —ILFIZPROD.**x £/ THHDA V2 b — L FEAREICBWL
TEH®DHZ7—2% AL, TUACC £/ ID(*)) i#IR7 1 —L FiZ = 3(READ) Z ANTL ¥,
D74 =R, BNCESEE—RFZERLIZO LR SAUIIHD £F,

4, HUEH ABIAAEL 7> 2 > D TNowarning] 7+ —)L FOMIZ / ZF#EH LT, Enter 2L £3,
D772 arTi, IRTOLI—F —DiitANE N TELZRET—X -y FDY R MDERX
nNEd,

5.PF11 2L £,

D72 >arTik, '"ERASE] (E) 74 — /LR EYDEBM®D T 4 =V EBRFRREINET, Tr7741
\Z RACF @ TRMRBFICHE (E0S)1 BUAREINTWAHE, 7u7 7 A VX > TIHR#ESN ST
RTDTF—R - £y NI, HIFRENZ & X227 — X OEENEHER T 2 7-DICWENICHEEINE T,

6.81Ta~Y FEEHT 20, RRENTVET—XITOXRBIIA—Y LV EZBEIL T, ZORED TR T

7 A NVOFMERZIGE L £ 9,

T BREINTVARITOZL BEBAEETYT, TORIID 74 —NLFIZSEANT I, BHIDT 4 —
LRI H =Y NLEZBNTEnter 2L £ 75,

B7A7 71ILOERS

Fla

1. [Data set Selection] »SA MR D 5,

2.1F=& by b TBI7740] 74N FZHELET,

3. TAdditional selection criteria] £ 27 > a2 > @ [Profile fields] DFi{IZ/ 2 AN L FE T, Enter 2L
KRS

4.TUACCorID(*)) 74 —L RIZfIBIEEIN TRV I L ZHERL 35

5. [Data set Selection] 2% ® AR 27> a iz / BTV TWBE Z e Z2HERLE T,

6. lGeneric selection] 74—V F» 5 / ZHIFRL £3, ZOMOEIRFEIITNTZDOEFICL T,
Enter 2 L £3,

D77 YaryTiE. EOITXRTOERTFT—X -ty b - 70774 0DY A MBERINE T,
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k> b :zSecure Audit for RACF TIXER 70 7 1+ —% IR 32 £ = AND BHECE (i3 2 Z ¢ 2w
HLTL7ZE W,

7o XFHY X k (ACL) DRT

CDRATZICDOWVT

ROFIETIE, 7—X v b TuI774 LDV A EEET, FFEO TR 77 A VEFEIRLT, 7
7 2 Y 2 b (ACL) R, ACL DIEHICEE U =16, Z OR 2 ¥ 0 S H = BUS L ¥ 3, RACF
T — RN —2ANTEBOBEENREHHF 2O e gho TR T —X kv b - 077 L%
RLUEST, VANV KD — FXFRMEHLUCGERREEZIEETE 3, UTOHITIE. ARTDORE—2H

SYS1.%*x & —H T 27 —X -ty b Tur>4 %0l UCGERLE T, ZHEHADA VR =LA
BRIBICIO U AR Z — 2 H L TL XV, ldata set Selection] »SF VAT, ROFIETITVWET,

Fla

1LIF=& v b TRB7740 74 =N RZTaT77 A NVEHEATTLET,

2. [Output/run options] 27> 2 > ® [Enable fullACL] 7 4+ — /L ROHMEIZ / AT L E T,
3.Enter 2L T, —HFT2IRXTOTR 774 LDY R MEHEET,

4. VA MrOROEMRT -2 -y b TR 77 A VEERLET,

5. ZDITIZSITa~Y REANILE T, Enter 2L £ 5,

zSecure Admin+Audit for RACF DATASET Overview Line 1 of 33
Command ===> Scroll===> PAGE
any matching SYS1.PROCLIB 6 Oct 2009 03:31
_ Identification SYS1
Profile name SYS1.PROCLIB
Type GENERIC
Volume serial list
_ Effective first qualifier SYS1 MOST SUPERIOR GRO
_ Owner SYSPROG SYSTEM PROGRAMMIN

Installation data

User Access ACL id  When RI Name Df1tGrp
_ -group- ALTER  SYSPROG
_ -group- READ SYS1

Safeguards Other permissions

Erase on scratch No Allow all accesses WARNING No
Audit access success/failures U R Universal access authority READ
Global audit success/failures ___ Resource level 0]

User to notify of violation
Days protection provided #

X 16. @& D ACL

20 R—TVODXE 16 5. ZOWTIEZACLIZZ N —FTHHDANESENT WS Z EPERTEXFT,

TI2CLAFHIAMDT A= v b
RACF Tlix. VY —RIZX L TEENER -1 WERO 7 7 AMBEHEHFICR O Z e TEET, Hlz
. I —TENLTT—X -ty b XXXIZWHTE2HAWMDMEBEEEEODZ e TEE T, Tl XXX T
T RHEPMEREZFEORD N —F BT TEX T, RACFIE. 2D X5 REHOWHERDHFTHEEL
BROEWT 7R LAV EI—F IG5 LET, LIl Tld, 22— - 3ZEFERER> Z ik
hET,

T FFED - —Fa X %3, RACF TIRERD 7 7 & ZHERZER L T 0 5 2 HER %
AL F73, zSecure Admin and Audit TIEEIIEADMERZ FRRTE T T2, BHET 2 TRTOMRZFRR
THRAINMERD LR TEFT T, RIRBADMRZ I, VY —ZXAND7 7 AR ENE5T 27280
WERBINET, BEVZAMI, 2—F =230 Y —RWZMNTRHEDL LD 7 7t MR ZHoMi %
P 2 ETCARAIRTS, T 740 FTld. zSecure Admin and Audit 137 7 & Xl V 2 + %2, RACF T

20 R&X—Vt7v 7« HA R



77 RAHMHAY R P EFRRT B LICRRLETH, =T ID /i3I~ — ID I ko TEFAHT
L. A—%— ID, Jurso~x—% BIOA VAL T-XE2EDET,

IS XN N —TICEREINTVWEZITRTOL—Y -, OEBETHEITZ2EHSOEREOL—F
—DYRAMEBFRRT DI, 2~ F{TIZ ACLEXPLODE ¥ 721X ACL X AN LET, Zoa~<wr FiZk
D, 2O T 7 ANANDT 7L AMREROL—F -2 RITEHINZVANPHEET (—V—Db7
DEBUATICR2ZdHDET), IR RTE, 22— -1 T2 77 2H#HV A NEEZ D7 2
2 LRAVERLET,

FeR by FADT I ZAMEREFHOTARTOL—F =2, 2—F -0/ —Fr HICHERINE
T, 21 R—VDX LT #BB LTIV, YATFTALLEKBI LIV —7D OPERATIONS Ik 37 7 &
AHER B RENFE T,

zSecure Admin+Audit for RACF DATASET Overview Line 1 of 63
Command ===> Scroll===> PAGE
any matching SYS1.PROCLIB 6 Oct 2009 03:31
_ Identification SYS1

Profile name SYS1.PROCLIB

Type GENERIC

Volume serial list
_ Effective first qualifier SYS1 MOST SUPERIOR GRO
_ Owner SYSPROG SYSTEM PROGRAMMIN

Installation data

User Access ACL id When RI Name Df1tGxp
_ C#MBERT ALTER SYSPROG BERT JOHNSON SYSPROG
_ C#tMBERT READ SYS1 BERT JOHNSON SYSPROG
_ CRMBFT1 ALTER-O - oper - FRANK TRATORRIA SPEC. SYSPROG
_ CRMBFT1 ALTER SYSPROG FRANK TRATORRIA SPEC. SYSPROG
_ DEPT2 READ SYSi1 USR =QA OW=DEPT USR =QA CN

DFHSM READ SYS1

17. BRI N7- ACL

21 R—=Y DX 1712, ULTDITRHH 5,

_ CRMBFT1 ALTER-O - oper - FRANK TRATORRIA SPEC. SYSPROG

FEOHNE. 2 —F —ICREERDR D 272D, 77 EARTFAEINTVWAE I ZRLTVWET, UTDIT
. 2—H— DEPT2 37— SYSL I X, 7—&X kv b 777 A MK LTREAD 77+
AR ZH > TWBRZ e B RLTVET,

DEPT2 READ SYS1 USR =QA OW=DEPT USR =QA CN

2—H =%, FACLT—X -ty b - Ta77 A MIHLTERZ A AZBHTERD 7 7t MR 2 Hon]
BEMDRDHD ET, 1 201TE. 2 —F—DZNFND T 7 AMERB LS — T2 R L TOVE T, f
ZI1E. 21 R—Y DX 17 TRT X IIT, 22— — C#MBERT 1Z 2 DDHIDITICRRINTWETH, T
CDI—H =27 —7 SYSLITHERHR INTREAD 7 7 AR EZH > Fic, 22— —n71—7
SYSPROG 2 % 5t X1 C ALTER 7 7 £ AMER 2 D72 T3,

B b :EXPLODE 4 7> a VA LRWTL XV, —fRNZHHADEEIE SORT 4 7> a VA il T
7,

2 — P —DFORE L RILDAFRT HI2E. ROACLa~ Yy REFHLET,

« 2< > F{FIZ ACL RESOLVE (R) ¥ AHL %3,

BaA—P—DFOT7 7 AR E IR T 12— =570 1HHEF I ZEH#H T2V A MBRFEREN
T4, R L. YATLALHRENB XL —7D OPERATIONS B2 L7 7t AMERIZ. fiEk
BAMEDFRRICIIEENLZVI LICHEELTLE XN,

« 2~ F{TIZ ACL EFFECTIVE (F) Xt AL %5,

55 2 T BARRME 21



Ba—F 07 2 AR EHICRT. 1 2—F =57 b 1 HALF2THT 2V 2 MHEFREA
T3, L. ZTDV R MIIX, OPERATIONS B Z2FE ST 2 L WHOEHHTY 7 AMREFO 2 —%
—bEFENZE T,

+ 2% F{TIZ ACL SORT ACCESS X A1 L %7,

TR LNLVDEIET, 2—F—IDHNCT 7R - LRALZD7 7 AHMHY 2 2RTY X b
DFRRENET, 22R—JDH I8 ZBML TL X\,

zSecure Admin+Audit for RACF DATASET Overview Line 1 of 44
Command ===> Scroll===> CSR
like SYS1.*% 8 Apr 2005 12:17
_ Identification DEMO
Profile name SYS1.PROCLIB
Type GENERIC
Volume serial list
_ Effective first qualifier SYs1 MOST SUPERIOR GRO
_ Owner SYSPROG SYSTEM PROGRAMMIN
Installation data
User Access ACL id When RI Name InstData
_ C4#MBERT ALTER SYSPROG BERT JOHNSON
_ C4MBMR1 ALTER SYSPROG M RONTEL AAAAAAAAAA
_ R#HESLIN ALTER SYSPROG BERT JOHNSON SPEC.
_ SYSPSTC ALTER SYSPROG STC USER SYSPROG
_ CNRUNL READ SYS1 JUST A USER TO BE US
~ DEPT READ SYS1 USR =QA OW=SYS1 USR =QA CN
_ DEPT1 READ SYS1 USR =QA OW=DEPT USR =QA CN
DEPT2 READ SYS1 USR =QA OW=DEPT USR =QA CN

DFHSM READ SYS1

X 18. B¥7% ACL

ACL EFFECTIVE 2~ FlE., AT ABIU N —T#HEXELTO 7 7t A% G2 —% — D
DR T 7 AMREZRRLE T, £/, FTEHE. BifiF. 71327V —7 SPECIAL ZfiH L TFrA&
MERR & & 2354 . ACL SCOPE 35 X LN ACL NOSCOPE 2~ > FAEMHLTA Y /A 72Dz Bz v
TEFET, 77 AERB X OFTEMEER 2 ICERRT 2 D3REAFRRT 555, ACL EFFECTIVE DX
HDIZACL TRUST ZH85E L F7,

By b BREART 212, 2~y MTICBELT. PRTEANLET, Zoa~vy N, HEDOERE
FIRIL £ 3, LAR— FOLWIE (EEN 2 —F —DlEE XD BIEWVIGEELRDD ). BXULZID %L
WEBZEFTOLEMLNLVDERPEENE T, HRIZNZZHINZISPFLIST 7 —& - v MZEEINE
T, ISPFET T2 X, ZO7—X -ty bESNTICHR L TL 72X W, ISPF #4178 312 ISPF

LIST 7 — & - & v F AT 385E1E,. a~> FIAZLIST ¥ A L. FRENZ K IVATHIRIA 7>
a VEIEIRLET,

T7oER < VX FDORTEE

R e BRI 2 Z OB WHIIZEELZFHEEZ R L TWA 0, HEXTBEBWTL XV, 727+ X HlH
VAMDLAT7Y NI, UTORETEETEES,

Ty b7y T RANVDF T ay 5 EFHLT ISetup View) Xx T 7R AT 5,
s 77 XHIEY R FFRRD A~y FIET SET £ AT %,
« 77 XHIEY R FFRDa~< > FiTACL RESOLVE, ACL EXPLODE. ¥ 7-!% ACL EFFECTIVE a2~

Y REANT S,
BOID 2 oD FRIF. FERFEHT22DCHLVE—FEZELE T, REBROAHFREZ, REORRELHE
TBEDATT,

TR YR PFNERBEDETEHEIZOWVWTIELIE, UTE2SHBLTLFX W,
e 23 R—VD Ty + 7y FTRRRIATDT 7R - YR FFRRFEDEH]
e 23 R—TD by :F 7y« RALTO7 7R+ YR NERFEDEH]

22 RX—t+7v 7« HA R



Y b YTRENRILTOTIER « VA MRTEEDEE

FIiE
1. 2~ F47C SETUP VIEW ¥ A 1L T, 23 R—Y DK 19 12777 [Setup View »$r L% B % F 5,

Menu Options Info Commands Setup

zSecure Suite - Setup - View

Command ===>
Access list format . . . . 2 1. No 3. Explode 5. Effective
2. Sort 4. Resolve
ACL/Connect sort . . . . . 2 1. Id 2. User 3. Access
Show 0S-specific options / z/0S _z/VM
Add user/group info to view (uses additional storage, normally on)
Add summary to RA displays for multiple RACF sources (normally on)

Add connect date and owner to RA.U/RA.G connects section
Show complete subsystem class information for RA.S (reads entire CKFREEZE)
Application segments in RA.Q (normally off)

|

Select view

3 1. View only profiles that you are allowed to change (administrator view)
2. View all profiles that you are allowed to change or list
3. View all profiles (normal view)

19. TSetup View] /INFIL

2. lAccess listformat; 7+ — /L RFT, 7> a3 5 #2EELET,

3.PF3ZM LT, FHILWHEZEZIFANE T, ZOfEIZ. XKEMEEE2FEITTZ L ZICEMIRDET, 2N
Vs, 12— =570 1177 0RFTRENE T, TOfTEBZL—F—DEMR T 7R - LRLER
L%,

RELTRRFEZZBHADFR R ANNVZEET 2 FTEMNTT, Setup View) <3 i My b7y
T RXFNDLDOTT, ZOXRIVIE, Ty b7 T | X=a—00b 77 RATEET,

EYRTPYT - NRXLTOTIER « VXA FRRHEDEE

FIE

LPE3ZFEHALTAA Y X=a—IZRD T,

2.7 ay ISE| (y b7y 7)) BERLE T,

3. 47y ar 15) (FR) Z#RL £7,
bybhb:chbnavy FEANTARbDIC, 2~ FFIZ=SE.5 £ AJ1 T3 ¥, [Setup View| <
AINMZTICBETE T,

4. 727 RHHY) A D7+ —<v b V=1 IZRTITIE, [Access listformat | 7+ —/L FiZ 2 %
ANTLET,

'Y—1b) 77—~y ME—BRWRERICRDELEZ7+—~y N TS,
5.PF3 2L T, XA LZKTLZET,

771X - ARV RZERLIEV Y —ZANDT7 7 ADRE

CDRAXIICDOWVWT
I Zoa<r Fix zSecure Admin E DALY LT,

77 ABEERAL £33 7 Ve AFEARKa<w Y FEFHL T REDL—HF —F 0NV —T0B7 7€ AT
X235 Kby FERIFZYVY—R(BLUFERACF U774 L) 2R RTEXFET, LUTOIFRMBIEEZIN

55 2 T AR 23



b, 77RAKEEZ., VY —REIN=F2T07 740, BLXUHRe L Ta—F-—nEN1577
 ZHERRICB S 2Rl R It L £ 5,

« 2—H%—1D

c VY= T FR

« TR eky L VYR, FRE TR T A LE

Menu Options Info Commands  Setup

zSecure Admin - RACF - Access Check
Command ===>

Id . . . . . . .. IBMUSER_

Specify profile for Access Check
Class . . . . . . DATASET_ (DATASET or class)
Profile . . . . . SYS1.LOADLIB (EGN mask)

20. TAccess check entry] /N2

Fla

1.M1d) 74—V Rz, 2—F—ID &7V —TIDEASNLE T,

22UV =R - IF53A(F—&X -ty bEREFERYVY R - 7732 ZfEL. T—X -ty b4, VY
— 2%, £ T 740V E TFa 27400 74 —NLFRIHEELET, Enter 2L £3,
lAccess check detail] »$4L (24 R—Y DX 21) IZ. RACFBZDID IG5 L7 7€A - LNL
. TR AMERPIRESINEGBRUE o720 7 7 A ABRRRINET,

Menu Utilities Compilers Help

BROWSE IBMUSER.CKRACF1.SDEMO.CKXOUT Line 00000000 Col 001 080
Command ===> Scroll ===> CSR_
FRKRKKK KK RIRKK KK RARK KKK ARR* KKk A*** TOP OF Data Hkkkrhhkkkkkhhhkkrhhhhkkrhkrhhkkrhkr

CKGRACF ACCESS IBMUSER DATASET SYS1.LOADLIB
CKG582I 00 IBMUSER has ALTER access to DATASET SYS1.LOADLIB
profile DATASET SYS1.xx
*kkkkkkhkkkkkkkrkkkkkkkkkkkkkkxkkk Bottom of Data kxkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

21. TAccess check detaill /N=)L

Tt AEDER

F—X by b U T ANDTZERFIHY X FEEHETRICE. LLTFIRRTWL OO ELHD

ESC I

« T—X -ty b TRT7ANOBEARFIVT PE GFFA) T~ Y RZ2FITT %,

« T—X-ty b TFBT7 7L NVOFEMAAINT, C(aE—). DHEIFR). TEFEA). REEDIEL)., £7/21ES
(ZE) Offa~y REFERT 5,

s HEEHET HI12E, 772G R OB TEEY EEXLET,
ErZEET 2, HFaa~Y FBEIUVHBOHFT a2~ FAERKINAT, FrLWENEBNEA, FEXX
N-ELHIFRX N E T,

HIRRDEFRI o~ > FEFET L RWERIZ, a~ Y FiEZREA AL bZDa~y REHIFRL 2. Enter &
WLET, KD HIL (zSecure Admin - Confirm command) T Enter ZBHU#$ . HFala~< > Rl
MXNFT, ZORMTRACF a2~y FEETLREWVTL X W,

24 RAR—F Ty T - HAR



FOAIBRET VT L — FOIER

UTORRAZ%ZFETLT, TUVXRNVIEHAET Y L — M BIXOHHEEHERZER LD . EHESZ RS
57-0DHMERLIEELZD LET,

CDRRIICDOWVWT

AZa—-FF>ay SEQEMHHLTTIRNMHET Y L — M 2ERLE T, EREAT Y TL— L
PHEHLUTHUVIFIHER AR T30 (F 7> 3 > RAS.2 BXURAL.3), I3 3FIHED R RO ELUE 55
HWLUEFT (7> 2> RALL), EFNAILT, FBER7s — L FEFHLT, 74—V FOHEZBIELE
T, HEBIELEES. ifTHERZERT 220127 L — 2T X0, Z2OMEPLEETZZ L
XTEFEHA,

Fa
1. XA R =a2a—D X F>ar | fFICSE(ky 7y ) ¥ AJIL. Enter 2L £7,
2y N7y 7| X2 —ERRINFET,

Menu Options Info Commands Setup
Startpanel
zSecure Suite - Setup
Option ===>
More +

0 Run Specify run options

1 Input files Select and maintain sets of input data sets

2 New files Allocate new data sets for UNLOAD and CKFREEZE
3 Preamble CARLa commands run before every query

4 Confirm Specify command generation options

5 View Specify view options

6 Instdata Customize installation data appearance

7 Output Specify output options

8 Command files  Select and maintain command library

9 Certificates Specify templates for new digital certificates
B Collections Select and maintain collections of input sets
U User defined User defined input sources

N NLS National language support

T Trace Set trace flags and CARLa listing for diagnostic purposes
D Default Set system defaults

R Reset Reset to system defaults

I Installation Specify installation defined names

K22 Ty h7yvr)] XZa—

2.Ty F7v 7] X=a2—0 IFF>a> ) {TI29 & AH L. Enter 2 L %7,
COFXF T avOBERICT Y L — b2 BB L1256, Ty b7y 7 OFFAET Y L —
FEBSKADPEREINE T,

55 2 T BAHRME 25



Command ===>

Name for template
Description

F Enter the following defaults for the new certificate:
Certificate label prefix
Certificate type . . . . . _ 1. Site 2. Certauth 3. Personal ________
Size of new private key (Default 1024 for RSA/DSA; 192 for ECC)
Start validity date (yyyy-mm-dd, default is today)
Start validity time (Default is 00:00:00)

End validity date (yyyy-mm-dd, nYEAR, default 1YEAR)
End validity time (Default is 23:59:59)

F Enter the following defaults for the Signing Authority:
Digital certificate label
Signing certificate type _ 1. Site 2. Certauth 3. Personal 4. Self

Optional actions . . . . . _ 1. Connect to key ring
2. Export certificate
3. Generate certificate request

Press ENTER to continue or END to exit
K23 Ty 7y 7) OIRET>TL— FEERNRIL

ZDONRANBIETRTOEGNSIN ED T 4 —IL FOFHIHIZOWTIEZ, 74 —L K -~V 7HEEE (PF1)
PERALET,
3.Enter L ¥ 3,

RDONRAINADEREINET,

Menu Options Info Commands Setup
zSecure Suite - Setup - Certificates
Command ===>
Name for template . . . . MQ
Description . . . . . . . MQ certificate template
F Enter the following defaults for the new certificate:
_ Key usage . . . . . . . . _ Handshake _ Docsign _  Keyagree
_ Data encrypt _ Certsign
Select the key type to be generated:
_ _ 1. RSA(default)
2. RSA Modulus-Exponent in PKDS
3. DSA
4. NIST ECC
5. Brainpool ECC
_ _ 1. Store in PKDS with an optional PKDS label or * (types 1,2,4, and 5)
2. Store in TKDS using existing TKDS token (types 1,4, and 5):

Press ENTER to continue or END to return to previous panel

24. Ty b7wv 7 OFBET>TL— MER/NRIL
4. Enter ZH LT, RORAXNLEZHRRLET,

26 AX—+T7w T« HATF



zSecure Suite - Setup - Certificates

Command ===>
Name for template . . . . MQ
Description . . . . . . . MQ certificate template

F Enter the Subject's X.509 Distinguished Name:
Common Name: (ex: 'John Q. Public' )

Title: (ex: 'Systems Programmer' )

Organizational Unit: (ex: 'S390','MVS' )

Organization: (ex: 'IBM' )

Locality: (ex: 'Poughkeepsie' )

State/Province: (ex: 'New York' )

Country: (ex: 'US' )

Press ENTER to continue or END to return to previous panel

25. Tey b 7w OFBET>TL— FEZR/NRIL
5. Enter L £,
RDRAINDBERENE T,

zSecure Suite - Setup - Certificates

Command ===>
Name for template . . . . MQ
Description . . . . . . . MQ certificate template

F Enter the subjectAltName extension:
Enter the IPv4 or IPv6 address

Enter the internet domain name

Enter the fully qualified email address

Enter the universal resource identifier

Press ENTER to continue or END to return to previous panel

26. Ty bT7w ) OFRRET VL —FEERNXIL
6.26 R=Y D23 DA 7> a > Connecttokeyring)] ZiEIRT 2L, LITDO PR TRREINE T,

55 2 T B 27



zSecure Suite - Setup - Certificates

Command ===>
Name for template . . . . MQ
Description . . . . . . . MQ certificate template

F F Enter key ring data
Connect to key ring
Key ring name . . . . . .

Key ring owner . . . . . . ________
Use as default certificate _ (Y/N)
Certificate usage .. . Installed usage (default)
Use as a PERSONAL certificate
Use as a CERTAUTH certificate
. Use as a SITE certificate

PwNPR

K27 Ty c7vr) ORAET > TL— MEER/NRIL
7.7 7L — " BEREINDZ ., UTORIADBERENE T,

zSecure Suite - Setup - Certificates Row 1 to 1 of 1

Command ===>
Select certificate template (E (edit), B (browse), I (insert), C (copy),
D (delete))

Name Description Type
MQ MQ certificate template User

*kkkkhkkkkhkkhkkhkkhkhkhkhkkhkkikkxkxxx*x Bottom Of data *khkkkkhkkkhkkkhkkkkhkkkhhkkhkkkhkkhkkkhkhkkhkkkhkkkkhkkhkk
K28 Tty 7w OFEBEET > TL—NEE/NRI
MFo7ryay -avy REATEET,

B
HEFEOERBZ 757X TEE T,
c
BFEDT Y L — MCESOWTHRT L — 2 1ER L E T,
D
FY L — R HIBRT ARTIC. HERASILERRLE T,
EBXUI

ALAAEER AN RN L E T

AEE, U J, 71408 —, LV =D

FEEAE, Y > T4 lx—, BIUO M7 UEEHET X, UTOHA R4 VBLXUERAIZDF
JEWZHE - T Z&E W,

CDRARIICDOWT

FOZOVAEHE X, FRAE. ME. e b Il INE T, @E. EEECE. 7Y =27 F o,

INBR/ARESE, BXO TEETE 28 0BEIETNE T,

RACDCERT a~ Y RIZBEMET T, HlZIE. 25D 1 XA T arvhnd b, $-—HOEETIZERD a~
¥ R ETY, zSecure TlE. 1EHED zSecure f Y X —T7 2 —R (BIR-FR-7 27> ar, BXfra~
VR LEXERFEHALEY 2 aY)2HHALES, LWV 27 b2 EBERTZA T a bR
L TVwE T,

28 AX—Vt+7v 7« HA R



RACDCERT OFEATHNIIFE AL DRI X —R—PHRE XN, REBICIBE XN/ 8T X —& =3, fiHIE
ETE2 X5 FEENET, 7oL — b EERALTT 74V MERIEET A2 enTEET, /-
zSecure IZiE. UTD220DF 74+ L DTV T L— B EENTVET,

None
274 =V REMHHLET,

Previous
HiElOA 7> a 2L ET,

RA.5 (RACDCERT) X =2 — 2L T, 7T XLGHE, #Y > 7, 74 10E— BIO =27 20
L,

FIE
XA VA= 2= HETSETPF3 ML E3, RAS ZERL T, RACDCERT X =2 —%2KRL £ T,
Menu Options Info Commands Setup
Startpanel
zSecure Suite - RACF - RACDCERT
Option ===>
1 Certificates Work with digital certificates
2 Generate Generate new certificate and a public/private key pair
3 Sign Generate new certificate using an existing public key
4 Add Add or update existing digital certificate
5 Check Check whether digital certificate has been added to RACF
6 Key rings Work with key rings
7 Name filtering Work with certificate name filters
8 Tokens Work with tokens
9 Criteria Work with certificate mapping criteria

29. RACDCERT XZ 21—

ZDNRINDF TS a 2OV T, DITCREERICEHHA L £3, RACDCERT f4BEICDOWTEEL 1. TIBM
Security zSecure Admin and Audit for RACF: . —#%— + V7> L YR + <=2 7/)L| O RASIZHEHT LS
PavESBLTIEIN, A7 arvEBERTZE, BROASFADPRRINET, TOd5D %1 E
D74 =L ROFIAIZOWTIX, 74—V K - ~NVTRERER L £ 5,

B DOFHMFTRT, TEOITEEIRL T, B2t 2 — %2R RTH2 2N TEET, sHlEERT 2
W2 A=V L BITEIR T 4 — L FOEHECFICEWT Enter ¥ — 295, ZZICHRIICS 2 AL
T Enter ¥—%2#L %3,

RA.5.1 Certificates - Work with digital certificates
TYRNVGEABRIIN T 27 72 a @B RUTEITT 51, A7 a Y RABAZHHALES, RO
NANHBERREINET,

55 2 T B 29



zSecure Suite - RACDCERT - Certificates
Command ===>

Show certificates that fit all of the following criteria:

Certificate type/owner _ Site _ Certauth _ Personal ________
Trust _ TRUST _ NOTRUST _ HIGHTRUST

Start validity . . . . . e (operator: > >= < <= = <> A=)
End validity . . . . . . __ (date: yyyy-mm-dd/ddMMMyyyy/
Creation date . . . . . L TODAY/TODAY-nn/TODAY+nn)
Complex . . . . . . . . ________ (complex or filter)

Match on template

Additional selection criteria

Other fields _ SubjectsDN _ IssuersDN _ subjectAltName
_ Signing
algorithm
Output/xrun options
_ 0. No summary 1. Summary by owner

Show differences

Print format _ Customize title _ Send as e-mail

_ Background run _ Full page form _ Sort differently _ Narrow
print

30. 7V ZILAERRE DFER/N L

[Matchontemplate; 7> a>id, Tty 7y 7 (F740 ) OFEHFECTERS N TV T —
MIEEEZ S E 2 GARBMAL X5, RAVPRREN, ZITT YTV — FZ2HERLET, Gk
BHEASARVDFEIR 7 4 — L RiZiE, BIRL7 L — FOEDERIICATEATVE T, 30—
DR 31T, TYXNVGFRFER ROV Y IV 2 RLE T,

zSecure Suite DIGTCERT CERTDATA segments

Command ===> Scroll===> CSR
All certificates 27 Mar 2013 09:14
User Digital certificate labels Tru Cert. sta Cert. end Complex
__ idrrcerta Entrust Secure Server Root CA No 25May1999 25May2019 PROD
__ drrcerta Entrust.net Secure Server CA No 21Aug2001 1Jan2006 PROD
__ irrcerta Equifax Secure CA No 22Augl998 22Aug2018 PROD
__ drrcerta GTE CyberTrust Root CA No 23Febl1996 23Feb2006 PROD
__ irrcerta Identrus Interoperability CA No 8Feb2000 5Feb2010 PROD
__ irrcerta Integrion CA No 20May1997 20May2017 PROD

31. T RIIERBED T —TILRTRD/INRIL

UToWw onnffa~vy Re@HETE TS,

BI- b—27 > ADiFHFEDNL VK
RACF fEFHEZBEFED b — 27 AL Y R LE T,

CO -V V7 ADFED
SFRAE Y o R L E T,

EX - iEBHEDO LY AR — b
FORNVIHER F—& «+ £y MZEXAAET,

GR - PR ECR DA K
IBEINTEFIHEIZE-D W72 PKCS #10 Base64 LY a2 — FOFEFERZIER T 2, TR A2 F—
Xty MIEZAAET,

LC - ZFB35 D RACDCERT LISTCHAIN
RACDCERTLISTCHAIN a2~ FEFITLET, ZDa<wr gk, iftAEFz—vNOZ—HF
— ID, SITE. %7213 CERTAUTH AT § % atFAZE IR 3 2 AEFAZE1E . 3B X OF CERTAUTH 235F &
T3, ZOFITEDMAZICEET 2EEIAZEEHRNL Y A SN E T,

RK - i O #EEE
B U WS BB PER 7 2 L CTF Y XLAIHERER EHEZRE) LT, —RIc, FrEE
DOPEBEREHZICIEZ, ROT 7T ay - axy FEFRITLT, HWVIllHERBEEREHEADH LWl
PHECESMAX, HUVBEEEPEMXEE T,

30 RX—=b+7v T+ HA R



RO - i OB — )L A — N —
H BEEAE (VY —RGEHE) 2 RIOFEAE (X —7 v MEAE) CE=HZ 3, —&IIZ. RK 72
Yay s avwY RERFLERICROTZ Y aYy » avwy RERTLT., BRSNS HOEF
PHEZHEREEADH LWAEHE CE X . BRI 2FHZEOME#EEZ X2 %
RS

UB- b—2 VDo DREHIED T N4 U F
W7D b —2 > 6 RACFEEIAE %2 7 N4 Y FLE T,

RA.5.2 Generate - Generate new certificate and a public/private key pair
PIHEEE B X VNSRS 212E, ZORX=a— - A7 avZ2FHLET, 7.
TV T — FEROSRADREREINE T, 2O, Ty b7y 7 OIFAETERI N T
YT = IRERREIN, T4V FTRUTOLSIICHR>TVET,

None
GENCERT %AV EDOITRTDOI7 4 — L FEZVT7LET,
Previous

HIE A SN/ EZ AL £9,

RA.5.3 Sign - Generate new certificate using an existing public key
MEONFARZMEHT 2HLWVAEAZEZER T 212 20X =a— - ATFvary2lHLET,

RA.5.4 Add - Add or update existing digital certificate
BELET—ZX -ty MCEFENTWEIEHE F ZIFEAHAFE Ny 7 =2 H L CTF Y XLIEHE R E
FITBIKE, ZORA=a— IS aryEHEHLET,

RA.5.5 Check - Check whether digital certificate has been added to RACF
fBESh7T—& £y PO T Y RIVAEHED RACF 7 — XN—RIZBMENTNT, 22—+ —1D
KRBT 5N TV RS 0RFiT 212, oA T ayE2#HLET, 5IANFCHAR T —
Rty MAEANTIRERDD $T, %4 T 2aEHHED PKCS12 75 —< v FTH 5 HEIF. R
7 — RFHREIZIRDFT,

RA.5.6 Key rings - Work with key rings
YV IRNIT ZIE, TDOR=a— - F T a v EMFEALET, ORI EEDEFICILT
Enter L7258, IRXTOEY 7 - La— FARRINET,

zSecure Suite Key rings display Line 1 of 10

Command ===> Scroll===> CSR
All key rings 12 Mar 2013 06:00

Owner Key ring name {##Cert CreateDat

__ CRMQA401 ER80810 0 06Jul2001

__ CRMQA402 ER80810 1 06Jul2001

__ TCPSRV  telnetSSL 2 28Nov2007

Kk kkkkhkkhhkhhkkhhkkhhkkhhkhkhhrkkkrxx Bottom of Data skkkkdkkkdkhkhhhhhhhhhhhhhhhrkhrkk

X 32. 81 VT DEE

RA.5.7 Tokens - Work with tokens
IDA=a— - F 72 a ZMlHLTN—=2 2B LET, 2O RV EZEDEFIZLTEnter F—
T, IRTOM—=7 Y - LaA—FBRRINET, 31 R—YDK 33X, b= >DT—T
FROY Y TN RLUET,

2zSecure Suite Tokens display Line 1 of 1
Command ===> Scroll===> CSR
All tokens 15 Mar 2013 03:12
Token Sequence Complex Manufacturer
_ FIRSTTESTTOKEN 00000001 ADCDPL ICSF PKCS11 token browser

*hkkkkhkkkhkkkhkkkkkkkkkkkrkkkxkkxx* Bottom of Data **rkkkkkkkkkkkhkkkhkhkkrkhkkhkhkkrkhkkrkhk

X 33. h—T > DHE

ROfFa<y FeEHTEET,

BI- b—27 U ADilIHEDNAL VR
RACF iEFAZEZBEFED b — 7 TN, Y R LE T,

55 2 T BARRME 31



D- k—2 > Dllkk
RACDCERT DELTOKEN 2= > FZ4ER L F9,

L- b—2Z 2 DY RMER
RACDCERT LISTTOKEN 2= > R&4ERK L 3,

UB- b—2 VDo DIEHFZED 7 VN, U F
BEFED b —27 526 RACFAFFHER 7 N4 Y R LT,

RA.5.8 Name filtering - Work with certificate name filters
AFRAESR T A NR— VR T 212, ZOX=a— - A7V avEMALET, 32X=Y0D
3412, HHTZ7 4 VR —FRDF Y TN RLET,

2zSecure Suite Certificate name filters

Command ===> Scroll===> CSR
All name mappings 12 Mar 2013 06:00

Certificate filter name (issuer and subject name separated by ¢)
__ ¢OU=CRM.0=Consul Risk Management
__ ¢0U=Sysprog.0U=CRM.0=Consul Risk Management
__ 0U=CICS Individual Subscribers.0=Verisign,Inc.L=Internet¢
__ 0U=VeriSign Class 1 Individual Subscribers.0=Verisign,Inc.L=Internet¢OU=Sysp
""""""""""""""""""" Bottom of Data skkkskskdkhhskskskkhhkdhskdhkhkskkkkhhh

34. BEI7 1 L2 —DEE

RA.5.9 Criteria - Work with certificate mapping criteria
AFAE Y UV HER IS 210F, TORX=a— AT a v EHEHLE T, 32 R—Y DX 35
2, HERROY Y IVERLET,

1 s elapsed, 0.2 s CPU
2zSecure Suite Certificate mapping criteria

Command ===> Scroll===> CSR
All criteria 12 Mar 2013 06:00

Criteria MapToID Owner CreateDat Lv Cl
__ APPLID=CICSA CRMQA205 CRMBMR1 14Apr2000 0O DI
__ APPLID=CICSB CRMQA206 CRMBMR1 14Apr2000 0 DI

""""""""""""""""""" Bottom of Data skkkskskdkkhhskskdkhhkdkskkkhkdkkkkhhk

K 35 REDOBE

A—H—0D

CDRRIICDOWVT

I—HF 25D XL HBEM, AFOZ—F - ZZOMEEEHHATE 2012, £S5 LTRIIMERTER
WDTT D, AAEBIR ORI L TR 7 722 AR ZFH > TW3IETTT LWVWolzdbDhbh
3, zSecure Admin B X Uf zSecure Audit for RACF 232 2, 4 ANETOZ—H—%2XRIZ, 77EA
MR B X Uik e RE T2 £ 9,

=Y —0D7 7t AMRE X CEHRNZ T 21213, ITORT v T2 EITLE T,

FE

1. XA YR =2 —ICBEITA2ETPF3 2L ET,

2. A4 A =2 —T. RA] R 6F 7> 3> TREPORTS (RA.3)] ZEIRL 5, FERD H AL
bA T ay [GL—F—DHEE) 2EINL T, 33RR—IYDOX 36 ICRT 2—F—DHEF) <2l
PHEET,

32 RX—= 7T - HA R



Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Reports - Compare users
Command ===>

Enter up to 4 userids to compare access and/or connects
Userid

Select report(s)

/ Compare access through user-specific permits
_ Include group permits

/ Compare connects

Output in print format

36. Ta—%—t®&) /X%l

ZDNRANTIE, K4 22— —%IEEL., FETT2HEREZ EMIEETEET, FrOVWT 1o,
TN =TI OVWT 1L DODRK2 DDLU R— bERINE T,

%l

ZFFA[ LR — MILLTD 320 cifitan x5,

« VIRANDERD T 07 7 A M L THEL—F —DIRED 7 7 £ AR 2 Ff - APt s s 7
Z 2,

s EDT 7 AMEREROFIREIN27 I AN IO 7 7> 4 11,

s FFEDTR 7 7 A NZOWTDEIRIN2—F —DITRTOFREELY R b,

COFMLAR— P2, 33R—YDK 37 TRT LI, TDO1ODFREHEHICOWTD EHiDEN 5D
BRDERINZE T,

Compare PERMITs for users Line 1 of 2
Command ===> Scroll===> CSR
10 Oct 2006 00:07

Class Profiles C#MBDV1 C#MBDV2

DATASET 32 ALTER ALTER

Profile key C#MBDV1 C4#MBDV2
C#MA.D.HLLDV1.PADS. ** READ ALTER
Scope of Access Via When

C#MBDV1 READ CR#BDV1 PROGRAM CKRCARLA

__ CiMBDV2 ALTER  CR{#BDV2
Kkkkkkkkkkkkkkkkkkkkkkxkkkxkkxx Bottom of Data rkkkkkkhkskkhkkhkkkkhkkkkkkkhkkrkkx

37. FrRI DL DFFM/ AL

L R— Mi2id, 33 R—YDOR38IRT LI, i ninroa—F—nEHRINTVWET
RTCDIN—=FTD? M)y VABRRRINE T,

Compare CONNECTs for users Line 1 of 6
Command ===> Scroll===> CSR
10 Oct 2006 00:07

Group C{#tMBDV1 Ci#MBDV2

__ C4MARACF No Yes
__ C4mMB Yes Yes
__ C4MBREAD Yes Yes
__ CiMBZDEV Yes Yes
__ C4#MCKG No Yes

C#MGRACF Yes Yes

;;***************************** Bottom of Data x*xxxkkkkkkkkkkkhkkkhkkkhkkhkkhkkk*

X 38 #FEHmOLEEBR<T M) v IR
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P38 I—YF—BLlora 7274 LOEH

HE:ZotZ2a vy ORNRIE. zSecure Admin iz AdEHINE F,
zSecure Admin TlZ. RACF 77— X 2RO HIETEHTEE T,

« TU T ANKRDTI 4 — LV ROBFOEY LEXLT, HE2EETLIIENTEET,

e U7 7 ANFIRTITAYY R (C(at—), DHIFR). REHEN). L(VAF), BEUSE(EIZXU})
YY) REHTEET,

o TREEH 2L EBFHTEET,

s XFXFERLER—MEEESCHREREEIC X > THEINICERIN 27777 REREN I 75T
Y FRACF a~ > FZFETHRETE 9,

 DEIEEERFHTE T, OEEEEEICOVWTIZ 45 R—Y D T4 4 B3 HEUSTERE S X O HFT <&
BERED CRRHL £9,

fio FEX, ffa~ry F. BIXOKEEHRI. kY b7y 7 -EE) 2<% LD [Confirmation) &EEIC X
S>THIEXNET, 35— D TRACF a~< > FOAER LRI #BBLTL IV, R XL T
X, Overtype HEEZ B 72 IXENC L., T —ZR—A B ZHF % RACF a2~ > FDEITRNICHELMH
AEEHBIL 3, WERHIENE, TRCRETEZT, AL, Vv—Fr8GoERAFEE +7ERET 2 F
TIE, #%E ALL % 72133%E PASSWORDS Z {#f L T 72 & W,

RACF > FD4AER L R

FIE
1.3 7> ay ISE) (By + 7w 7)) Z&ERLET,

2.3 av 4 (WD) BN L E T, 35 R—IJDX39ITRT K5I THEZR) SR Lh ., BHEDK
ENRFREINET,

Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Setup - Confirm

Command ===>
Action on command . . 2 1. Queue 2. Execute 3. Not allowed

_ Execute display commands (for option 1 only)
Confirmation . . . . 4 1. None 2. Deletes 3. Passwords 4. All 5. Add
Command Routing . . . 3 1. Ask 2. Normal 3. Local only

Command generation

Enter "/" to select option(s)

Overtype fields in panels

Change generated commands

Specify start/end date

Generate SETROPTS REFRESH commands

/ Issue prompt before generating SETROPTS REFRESH commands

~

Commands to generate

RACF commands

CKGRACF commands

CKGRACF ASK for later execution
CKGRACF REQUEST for later execution
CKGRACF WITHDRAW queued commands
CKGRACF RDELETE queued commands

Il SN

39. THEESL N=XIL
3. lAction on command] 7 4 —/L FIZ 2 (Execute) #REL £7,
4. [Confirmation] 7 1+ —/L FiC 4 (Al) X EL F T,
5. lCommand Routing| 7 1+ —/L FiZ 3 (Localonly) ZFREL 7,

© Copyright IBM Corp. 1989, 2019 35



6. Overtype fields in panels| 12/ ZHELE T,
CDFTTaiF, MEoFIcHERINE T, ZOMOKE (Bl TCommands to generate] 2 >
a ) BEBELLNWTBEE T,
LY BN EBEAE 74—V DAV /A7 RUIDIEZ 222 TEET, UUDEBEZZI2E, Turzr 4
ForD A< F{TIZMODIFY 2~ F (F-1EM Z AL X9,

7.PE3 2L T, NIAXA—X—DEBENEEZTIANE T,

8.PF3 ZHEML T, XA A=a2—ITREDET,
LY b i 0WTFRRD R TI~ Y F{TIZ SETUP CONFIRM £721% =SE.4 L A1 53, WO T i
B RN ERRTEE T,

RDRERXY

2 —H— 1D Z{# M L T zSecure Admin 2> RACF 7 — X X— 2 % EH§ 5121&. RACF 7 —&XRX— %
FTEHIELWERMIGE XN TOWRRELRD D £3, iMfTT2ELELEIRL TT S HE. @HOERMERIE
RACF SPECIAL T34, Z/V—7 SPECIAL 2 T& 22 hH D T3, HDWE, SPECIAL HER DI
bhic, MEDOEX 2V 74 — %27 CKGRACF Y0 275 L2 fHT 22 TEET, 46—
YD TCKGRACF 2 L=V —7EH) 2B T I,

vk - OFX T 1EE
zSecure Admin IZiZ. PRIV RI F U —D zSecure £ Y Z—T7 = — A5 FITEINZTRXTD RACF 2=
YRERIICHRT AT arvib Y ET,

ARV R YRS MY —=Fz/0SHT - A Y —LATERINE T, zSecure REZ T % . LEkiFA
DRACF 2= Y FZEIRL TZNCHEHT AL R M 2ERT 228N TEET, 27 - AP =LA D2
~ Y FOEEDFIHRIE, RACF 2= Y FEIFITT 58> AT 4 (LPAR) THEITIN 54K R 7 (CKXLOG)
W2 & o TIFbLE 3 (TzSecure CARLa-Driven Components 4 Y A h— LB IO FFaA4 X b « HA K
25HR), a~Y RO, 77y b IDeF oy bl AL THERENI 22 TEE T,
zSecure Admin ISPF £ > X — 7 = — 255 . zSecure Admin Command Logger IZa~ > RAEEFEINE
4, zSecure Command Verifier & 4 ¥ &2 b —L N TWBHEIX. RACF 2~ FD A SIA RACF DRV &
—ICHESEIZHES K 512 F 372912, Command Verifier Tba~ >y F2n Il TcE 9,

zSecure ISPF 2 —H#— « f VR —T7x—R & HHLCa~y FE2FTT 55, a<Y N, Foavxy
FOREFEZERTZ 28 BDa Y K-V 25 2ELET, ZhoDaryRK—xr bozhzhan,
TREATERVEGOBEREBIEST 25508H D £3, fHilZ1X. CKGRACF 2 L CFFRI 2 RT3 545
B 46 R—TD ICKGRACF 2 L=V —7EH) #SM), permit 2~ FERHFETIT 5 X515
ETEET, a~vY FE2ANT A ATIE. CKRCARLAZ, A7 Y a— L HIK EHDTZEDa~vy FExn
R L E S, RH. permit 2~ Y FAFETEINS & ZITiE. CKGRACF [ZFEITDIERNICH ZIZER L %
3, FE{T7#1Z. zSecure Command Verifier iX. RACF 226 DED a— Ry g Ta~y FE2u T
¥ 3, Command Logger BI#A X A 7 1%, RACF 7 a7 7 A L ZFHL T, avR—3x ¥ 6D a— K%
LIRS AL E I EHIE L 3,

ISPFLAR—F « f X —Txz—R (47 a > CR.2)IE. zSecure Command Verifier T itk X 115 AJRE
MDD 2 RACF a~ > ROHFEMIET 272004 S a v EEMHLES, ISPFLER—F -4 &X—T=x
—Z (7T a ¥ CR2)IZOWTHFL L&, zSecure Admin and Audit for RACF 2—H#'— « V) 7 7 L VA -
~=a7) BZRLTIIEE N,

REBEHDRIT

FIE
1. 47> a > RA (RACF BH) 238N L =3,
2. A7 ay a(KEBEH ZFIRLET, 37—TJDOMA0 1T TREESH SFHEFT,

36 AX—+7w TS« HATF



RDERY

[REFEH) SALDATTar 052 HHLT, Z0T74 74— « LNV (Z—HF =T NL—T1Y)
TTR 774 NVEEHTEET, 2. 2—F—%2HIFRT 258, 21— — - 077 A LT TRL,
TEDL—Y— ID ICEHHET E2IRTOTR 7 7 A VHHIFRENE T, £/, PERMITS, CONNECTS, BX S
TAR— X ZHND ALIAS BHIREINE T, INTOFRIE—FFCEHINE T, 2B, ALIAS ZHl
FR3 25121, CKFREEZE WFAEL TV ARLEDRH D FITBIR—I D M2 —% - ITXRTOSIRDHIBRI
& ZHR),

Menu Options Info Commands Setup StartPanel

zSecure Admin+Audit for RACF - RACF - Mass update

Option ===>

0 Copy user Copy existing user(s) to new user(s)

1 Copy group Copy existing group(s) to new group(s)

2 Copy dataset Copy dataset profile(s) to another high level qualifier
3 Copy resource Copy general resource profile(s) to another class
4 Delete user Delete user(s)

5 Delete group Delete group(s)

6 Recreate user Recreate user(s)

7 Recreate grp Recreate group(s)

8 Recreate ds Recreate data set profile(s)

9 Recreate res Recreate general resource profile(s)

C Copy CICS Copy CICS prefixed profile(s) or member(s)

X 40. KEFH

FREHEH ) OFNMIIE, EED RACF 2~ Y FTIEFETTAZ AL WX T IERERERD D £9,
ZOHRTCHRICEELREREICOVWTIE. MARRINTVET,

A—Y—NJE—

CDRATZICDOWVT

(Z—H—Dab— | A7 ay (7> ary0) 2HHL TEFOL—F—2EHTEET, Zoavr R
T 2= —-TB 774 VIZMAT, BTN - 2—HF—DFFA] e b a ¥ — S E T, zSecure Admin
I, YAX— - hxaa—F— ALIAS Z1E T2 47> a b 75,

Fl&
I—HF—%ab—331F. LTORTy 7E2EITLET,

1ITREFEH ) bt Fraryo(@—F—nabt—) Z#ERLET, 38 R—VDK 41 I1TR”T
[User Multiple copy | > ILHBHE 3,

E3BE I HF-—BIUO e 774 LDOEH 37



Menu Options Info Commands  Setup

zSecure Admin+Audit for RACF - RACF - User Multiple copy
Command ===>

Create new user(s) like existing user(s):

Authentication _ 1. Password 2. Phrase 3. Password and phrase 4. Protected
(password phrases can be specified on a follow-on panel)
Model New user Password Name Owner Dfltgrp Data

IBMUSER_ NEWUSER1 PSWD1___ PERSON_1 CiHMB
= NEWUSER2 PSWD2___ PERSON_2 =

Enter = to copy value from preceding line, leave blank to copy from model.
Ticket ID .

Description More _
Press ENTER to specify optional parameters.

41. TUser multiple copyl /NH%JL

—EICRAK 10 22— —F THEBTEX TN, FHMiD=D., BHIDITOAE AL TLZE W,

2. lAuthentication] EIR7 4 — L FIcA T a > ANLT, FilRa—¥F—1DI2, RRAUV—FZRET
B, RATL—RBHJET B, RAT—Fe R 7L—XDOMARRET 3. EREHHL—%
— ID ZRE T30 2EIN L £9, KDFAES 234 Y X b — L ENTWVWARW 2/0S S AT A TR, A7 =
> 2 (Phrase ® &) ZiER LR WTL 20,

F 7 a2 %7213 3 (TPhrase) %7-1% Password and phrase ) 23&{R L. Enter ¥ — %3, 7
FB=T v 7 « RIADPRREN, 2=V —IDHDRTL —X% ASJJTEET,
3.ETN c A—F—RIEELET, 2—HF—ID. Fiflz——1ID. &il. BLXUIRRY—-FZANLZE
3, Enter 2L £3,
B b RRY—FHITIE, - — % RET 272D« bFHTEET,
4, RD )L T Enter ZF L 5,
ZDRIMIZIE, LT =1 L TROMBEZ FEITT 272DDA T a YRR REINE T,
« HRDZITN—TEik BB E 3BT 5,
« =Y — - F—XEat—F 5,
« FHERL—F—FEDHET,
1O LA Zu ZRIREERT %,
s 12O EDTF =& -y P BIUO—HRYV YR - TuTr BT 5,
« FF—9 —D RACF 24X (RACFVARS) D 1 NMIED X v N—%abv—F 3,
BTN TR T ANDEI—F—FERT 272D BERIRNTOavy RBERINET, LIXS

S LTHh5 ISPFedit) »SAADBEE T, ZO%UIZIE, TRTDRACF a2~ FRFRRENE T,
WMEIZISCTPF8 ¥ PF7 2L TR Z7a— AL U TCHIAERIEIBACBEI L, ZEA2TVWET,

5,PF3ZH LT, =74 X—%KTLZET,
6.PF3 2L T, R 22 2AFxy T LET,

HER) SRR DOWTIE, 65 R—VD M 6F LE—FDERB IUER] TAL 9,
7. TKEEH ] SANVICRZETPF3 2L E T,

B2 DIER

av Y RPFTINLHE, FHI—F—FET N « 2—F -2 LTERICERINTVE T, ERZh
72avw Y RERPOLFTTEL LI, ZhoDa~vy Fer—X -y MIREFELTEBL I TEE
Jo

38 ZX—b+7v T+ HAFR



A—HF—=ITARTO=EBOYIR

2—H— 1D Z5ERICHIFRT 21213 LTFTOHA FIA4 VIZiEo TR E W,

F7> a2 RAAA (—F—DHIR) 2HHL T2 —F —%2%ER2CHIRT 2 Z 2N TEE T, D RACF
a<y FEERAT 258, 2 -V —2E2IHIRT 2 BIEIECTHFARBEETT, 21— —%25E212H|
BRIz, 707 7 AADHIREINZIEINIC, IRTO7Z7EAGH) A+, IiE&E74—L K, BXU
BHIZ 4 = Kb —H— ID BHIBRXNE T, CKFREEZE 7 7 A L2 E| DR > TV 355, HEEIRD
F T avEERTZE, CORECID IS —DI X G EBEOT—X - £y FBHIBRINE
T, 53R—IDK 56 ZBIRLTL X,

707 71 ILOB{ERK

7ouB—RFRXNEZRACFF—X « v FEIFZRACF F—ZR—XBHEDNNYy 77y 7« ab—i2HEoIN
T, A 7> a3 RAA6D5RAALY ZHHL TS a7 7 A L ZEENTEEd, =5 —ICEXOHEL =7
Q77 ANERFESTHIR LT 7 > AN EBBETZ XL, 2077 a v ERFERTEE T,

ZO771ILDI—TESLUVLER

ZDIENPICH, EFXERRACF F—RZR— « v —IKEEB X U RACF 7 — ZR— 2D LYEHRED D D £
FTo v—ITlE. 1DODRACF F—ZR—Z2D7>u—FK - ab—%2ER L. Zoav—2#HLTHlo
RACF 7 —ZRX—2D 707 7 A VEEBBINBEMLET, WRELIEIREDZD, RACF 7 r 7> AL
DR —IJIHFHINEZIRTORACFa~vY FR VR bEINET, ZDavwry R UVRXMI, RACF 7YV
O—R:-5F—& -ty FOEETOE 7 7 A VO TT, TR~ —I8EIX. 22 THHIATHS &
D HEHETT, THITOWTEEL < & [IBM Security zSecure Admin and Audit for RACF: L —#— - ) 7 »
LYR s==a7)] THHEHLTVWETD,

RAEZ7O07 7 1IILER

D RACF 77— AR—RATERINTVWET—X vy b - a7 74 VEEHNCARNSZ 28
HMHLET, YOTF—&X kv b T 77 A ADBEIEINTVWED, EIEFEIEOATEENDL D 2 0% H
A3 512iE. RASIHEEZHHATEZ ST, ZOMELHHT ., 39 R=JDK 42 ITRENTWVD
lReports - REDUNDANT S L3 Z %9,

Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - RACF - Reports REDUNDANT
Command ===>

Show profiles that fit all of the following criteria:

Profile pattern . . (EGN mask)
High level qual . . SYSA____ (qualifier or EGN mask; reduces time)
Complex . . . . . . ________ (complex name or filter)

Enter "/" to select option(s)
Show data sets covered by each profile
Including data sets on scratch tapes

Output in print format
Start each user or group on a new page

Remove redundant profiles

[ 42. TReports - REDUNDANT] /X)L

39 R—VDM A2 ITRINANATIE, EDOF—X& kv b« 077 A VEREEMEHF (HLQ) 1L K
— MHAALDPRIEETEE T, ZNOHD 74—V EE2TIVI7DEFICTEE, TRTDT—X - &
v 7O 7 A NNPEHINUEINES, F/2 T—X -ty b7 LD IN—ZN3
ITRTDOTFT—X -ty bOAHIZ L R— MTHARADLE I BIEETEE T,

B3BE A HF-—BIUO e 774 LDEH 39



lReport Redundant | #RETIX, 7—&X kv b T T7 740 - X2V T4 —EF (UACC, 77t
YR BAERE. [FMBRICHEE RERY) 2. REFEEHEOEVEHRT—Z -2y - Tor 74

NDEF 274 —EREHEKLET,

X274 —REVPERSLLVWGE., 707 7 A4 LH -redundant- ¥ LTHEXNE T, ZDEDIR
STV B5E,. ZOEAERDEWT =% -ty b+« Tr 77 A UHHIREhZ ., METd7—X &

y bOEF 2V T4 —ERELEEETIC, 7—X -ty bOR#ED (-candidate- & L TRENZ) & D

—IR BT —& kb - TR T 7 A MCHBICE ] XN E T,

Redundancy analysis of dataset profiles Line 61 of 445

Command ===> Scroll===> CSR_
8 Apr 2005 15:57
Complex Timestamp Profiles Non-redundant
DEMO 8 Apr 2005 15:57 445 364
Qual Profiles Non-redundant
SYSA 445 364
Type Volume Profile name First reason
__ GENERIC SYSA.D.CCW* . %% - candidate -
__ GENERIC SYSA.D.CCWx . %% Extra group
__ GENERIC SYSA.D.CCWSCH. %% User privileged
__ GENERIC SYSA.D.CCW300.*.BASELIST - redundant -
__ GENERIC SYSA.D.CCW300. x* - candidate -
__ GENERIC SYSA.D.CCW300.*x* Access
__ GENERIC SYSA.D.CCW301.** Access
__ GENERIC SYSA.D.CCW302.x* Extra group
__ GENERIC SYSA.D.CCW303.*x* Access
__ GENERIC SYSA.D.CCW305%. % Access
__ GENERIC SYSA.D.CCW310. **x Access
__ GENERIC SYSA.D.CCW311.*x* Access
~~ GENERIC SYSA.D.CCW312. %% Extra group

43. TReport redundant details] /NF)L

40 R—TY DX 43 TlE. ULTDITIE. -redundant- ¥ L Tv—273NTWa 7077 LA LHHIEENS
EEIZ, T—X -ty PORELGIZHS T 7 7 A LDFIZRLE T,

__ GENERIC SYSA.D.CCWx. %% - candidate -

ITOITiE, X2V 74 —RED, BEWICHREEZT EMIBEH T a7 7 A 10X 2) 74 —REI
LU TWB 72012, HIRREIRER Yo 7 » A DB ER L E5,

__ GENERIC SYSA.D.CCW300.*.BASELIST - redundant -

MEBEICETALR—-—TFOHENE. TRTOTF—Z -ty b+ - Tur77A410OMETHY. [First reason
WO X =W REINE T, [Firstreason] #icid. ROWTNLDENEENE T,

-redundant-
FITO®XF 2V 574 —EETE,. 20707 7 A VEDETERWEDHIRTEES, ME a7 74
NDOWMRTHET—X -ty FOFEZ, XDEEEDVENT—X -ty b Tu 7740 (-
candidate- D~ =272\ 7B 7 7 4 V) ICTHENZG [ 2PN ET, Zo7v 77 A 0E, FHL
LR— FT, -redundant- 707 7 4L LTHEINE TR 7 7 AL LD BRETOMEBEICFRRINF
KRS

- candidate -
Zo7u 77 ANME, KOEERBIT—X -ty b - Tu 7 7 A ADHIBRINZGEIC, BIEZ DR
MF—R by b TOTZ7ANICE TREINTVET—X £y bORELD | XHF T,
reason
ZD74 =R, 270774, KO —BBHEHRT—% -ty b - Fa 77 L KiE
B, IR L TRZINBZVHBEZRT 7F A bl FRRINE T, HAHMEOHI 2 L Tid,
Extra group. User privileged, BX U Access R¥DH b 3, HBOERNFET 2HEIE.
BAIOBHDAPRESINET,

MEMICETALE— 120, HEDRACF F—EZR—XANIZH AL KolF—&X -y b Fur>
ANEHFTEET,
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F 7> a T, -redundant- ¥ LCHEINET0 7 » AL ZHIFET 2 RACF a~< >y FEERTX %7,
7272 L. -redundant- ¥ LT — 2 EN=TRTOTO 77 AL FRHIBRLZNZ 23D 2 HIEFEELTHK
FEWV, TDTFT—X -ty b TBT7 7 A IVDERRIASLDIED AT ZA[REERD D 3, ODF D,
I —H—F 721350 RACF EHED [BBRFICIHE) 272774 73522 shilzh, BEEREEXE
HLeBOIEBLEL) LEGERETT,

LY R OIRMSTE T—& kv b IO T AN EERT IEORD RRNET 5B KL OI N

HHET,
F— BEDRT
CDRARXIIZDOWVWT

RACF 77— AN —2 B EH T ZBICKIOH D 1 ODLR—ME, Z—F V) —+ LER—-FTF, A4
7 4 7 RACF T RACF 7 — ZR—ZME %2 R $ A ME—DJ77EIX. DSMON 1—7 1 V74 —%2 fHEH LTS
N—TF VY —« LR—FRUHTZHETT, ZOLR—FE BRINEIL—FTLIZ, IXT
DY TIN—T BTN —=TDIXRTOY T IN—TREPYVAININET, B, LR—MIVZAR
FERTWBE TN —FTDREEN AL —F TR WIGEIIE. COFEED VA MINET,
DSMON 2 — 75 4+ V7 4 —% [ TZ 2 Dix. AUDITOREMDNREZINTVWE LI —HF —DATT, 72701,
TN—T V) — - LR— 2T 25513 AUDITOR EMEIINED D £H A,

zSecure Admin IZid. 7 —7 V) — « LR— MR T2 720 OEEKER DD E T, JL—TF -
V—TIN—7 V) —f@EIPHEINE HIEE, 779 == F - T4 X I7xy v 7= « F
F4 TONBENEREINS FELTHE T,

FIE
IN—F VY — - LR—FRNHET2I12E. UTORTy PRETLET,
1. 47> a> TRAJ (RACF BH) 238N L £,

2.4 a>y 138 (UN—7F V=) ZEIRLE T, 41 R—Y DX 44 12/RT Reports Group tree]
NRAINDERREINE T,

Menu Options Info Commands  Setup

zSecure Admin+Audit for RACF - RACF - Reports Group tree

Command ===> _ start panel
Show structured group tree display:

Group id . . . . . ________ (group profile key or filter)

Start at . . . . . _____ (group or filter, show only groups below)
Scope of . . . . . ________ (group special, show only groups in scope)
Exclude . . . . . . ________ (group or filter)

Complex . . . . . . ________ (complex name or filter)

Enter "/" to include data in output
/ Installation data
/ Users/Subgroups

Enter "/" to select option
Output in print format

'Start at' is only allowed with an unload as data source, not a live database

Xl 44. TGroup tree selection] /NFIL

RACF 7L —7 «+ V) —DRFED T T > FDAERRT 5121, IStartat) 74 — L RIZTZV—T% (%
JZET7ANE=)EBANLET, 20X T arid, 7>u—F - F—& « YV —RE{FHLTHEITT S
AW DAERAIEET T, IRTDI4 =L EFETIVIDEFICTEE, RACFT—ZRXR—AD I )L
—7 V) —2ERFREINE T,

B3R LIV -BLUSTv77> M LOEH 41



A A YAM— s F—=REIN—T VY — - LR— MIHARADL I ZEET 2121, [ VA b—
e F—&| DRI/ ZANLET, (4 VR =« F—& ) &, BF. ZIL—7 B2 KN 3
TeDIHHENE T,

b) 7 7N —T7 & it — ¥ — OFEIEHRZ I L AL - R3OV AIATITIE. TUsers/
Subgroups| 74—V FDHNIIC / AN LET,

3. Enter Z# LT, [Group treereport] A NZHZE T, ZD M, BIED RACF 7 — X R —2

DIRTDIN—=TRERREINTVET, 42 R=IYDK 45 ZZRMLTLIZZ W0,

zSecure Admin+Audit for RACF GROUP TREE DISPLAY 1 s elapsed, 0.5 s CPU
Command ===> Scroll===> CSR_
8 Apr 2005 16:57

Complex Groups

DEMO 267
Group structure Lvl Subgrp Connct SupGroup Owner X
__ Sysa 1 19 11 ..., .. IBMUSER_ X
BOOKS 2 0 O SYS1____ SYsi_
CH 2 7 1 SYs1____ sysl____
C4FADMIN 3 (0] 10 CR______ CR______
CitM 3 9 2 CR______ CR____~
- C#MBCCW 4 0 5 CH#M_____ C#M_____
__ C#MCKG 4 (0] 33 C#M_____ CiM_____
- C#MPC2E 4 0 9 C#M_____ C#M____
- C#MPC4R 4 0 O C#M_____ C#M_____
C4EMQ 4 23 0 C#M_____ CiM_____
C#MQA 5 8 241 C#MQ____ C#MQ____
- C#MBQAHW 6 2 1 C#MQA___ C#MBWTK_ X
__ C4#EMBQAHU 7 (0] Q C#MBQAHW C#MBQAHW
. C{#IMBQAH2 7 (0] 1 C#MBQAHW C#MBWTK_ X
- C#MBQALU 6 0 1 C#MQA___ C#MQA___
__ C4#IMBQAMC 6 (0] 12 C#MQA___ CiMQA___
- CH#MQA#HI 6 0 O C#MOA___ CH#MOA___
- CH#MQATH#1 6 0 O C#MQA___ RIHSLIN_ X

X 45. TGroup tree report] /NF%JL

42 R—=Y DX 4512773 [Group tree report] S LD X H|D X 1%, 7V —7F D SPECIAL L —H% —D
BMEHEI LHNT VD Z e 2R L ET, BAHEFD SN TEHE, FIEED L7V —T e FELL
BV T,

4. A YA b—)b « T=REERUIGEZ. PFLL 2 L CIHEHREHEL £3,

5.PF8 ZE(EHH LT, 20— - VU —fEOMOIMo 2R L £ 3,

6. FHEMITEIRA L R — MIEENTVAEAICIOBERERRT 51C1E. ZV—7DHENICSIfTa~y FE A
HLET, TO727>2a &b, 42R=YDH A6 ITRTIN—T" ) — - LR— FiEfl L

PERRINET,
zSecure Admin+Audit for RACF RACF GROUP TREE DISPLAY Line 1 of 11
Command ===> Scroll===> CSR_
8 Apr 2005 16:58
Group structure Lvl Subgrp Connct SupGroup Owner X
C#MCDEMO 4 1 5 Ci#MC C#MC

Usex Auth R SOA AG Uacc Name InstData
_ C{MCCW1 USE _ ___ __ NONE /CCW + VIEW WORKSHOP HANDS-ON USER
_ C#MCCW2 USE _ __ __ NONE /CCW + VIEW WORKSHOP HANDS-ON USER
_ C4MCCW3 USE _ ___ __ NONE /CCW + VIEW WORKSHOP HANDS-ON USER
_ C{MCCW4 USE _ ___ __ NONE /CCW + VIEW WORKSHOP HANDS-ON USER
_ C#MCCW5 USE _ __ __ NONE /CCW + VIEW WORKSHOP HANDS-ON USER

SubGroup

C#tMCDEM2

46. TGroup tree report detail] /N=)L
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SETROPTS L R— FDRITH LUV S AREDRT
UToxZx2712kb, ISPFRA.S HEBEZ i L T, SETROPTS L E— FDFET. BIU T IAREDER
ZITS5 e BNTEET,

CDRAZICDOWVT

zSecure Admin IA'C RA.S F¥RE ¥ AU.S HEREZ I L T, BIIEED S AT LA 2IRD RACF A 7> a v 72187
A7 —7)L (CDT) 2 EMTE$£3, SETROPTS L K— b £721Z RACFCLAS L :R— F®D AU.S N
—Va VIZOWVWTHLIEZ, 716 R—YD ME8E X720 HFEMr X2V 74 —D BRI THHAL
T3, AL 76 R—TVOH 72 BIUL 78 R—IDX 74 2SR L TL X W,

¥ : RA.S & 7> a > zSecure Admin TO AEHARET .

FIE
SETROPTS L R— F2FEIT LTI IRAREEZTRT B, UTORT Yy F2EZITLET,
1. 77> a > TRA] (RACFEH) ZEIRL £,

2.8 ay Is) (RE) ZiBEIRL T, 43 =Y DX 47 O SETROPTS REB X 87 7 X [E#HD 4L
PR =X %9, SETROPTS L7K— F B XX RACFCLAS L K— FSHEINIZAER SN E T,

zSecure Suite Display Selection

Command ===>
Name Summary Records Title
_ SETROPTS 2 2 RACF SETROPTS system settings
_ RACFCLAS 512 512 RACF class settings
_ RRSFNODE 1 5 RACF remote sharing facility nodes

*kkkkkkkkkkkkhkhkkkkkkhkkkkkkrkkrkkkkkrxx Bottom of Data wkkkkkkkkkkkkkkkkkkkkkkkkkk

X 47. SETROPTS FRE & 7 5 RIER
3.ISETROPTS | ;E IR 71 — L FicSa~v>y FE AL, 43 R=Y DX 48 1Z/~F SETROPTS L K— b

ZHZE X9,
RACF SETROPTS system settings Line 1 of 67
Command ===> Scroll===> CSR_

current settings

Complex System Collect timestamp

DINO DINO 23 Mar 2005 00:07
General RACF properties Data set protection options
Access Control active Yes Prevent duplicate datasets No
Force storage below 16M No Protectall Yes/fail
Check all connects GRPLIST Yes Automatic Dataset Protect No
Check genericowner for create Yes Enhanced Generic Naming Yes
Enhanced genericowner check Yes Prefix one-level dsns ONEQUAL
NOADDCREATOR is active Yes Prevent uncataloged dsns No
Dynamic CDT active No GDG modelilling No
Application ID mapping stage 3 USER modelling No
Level of KERB processing GROUP modelling No
RACF software release level HRF7791 HRF77BO HRF77BO 0000C 219.000006 32
RACF DB template level HRF77B0 0000C 219.000006 32
RACF remote sharing options Default languages
RACF local node NMPIPL87 Primary Language ENU
RRSF propagate RACF commands No Secondary Language EN

RRSF propagate applications No

48. RACF 87 SETROPTS L 7R— k

CDOLAR—bE2FEHLT, RACFZRATLREKRDFELZFTANSL ZNTEET, LR— b2 LETICRY
o—)L4 3121, PF7 £ PF8 ZffiH L £,

BIF LV -BLS 77 M LOEH 43



%72, SETROPTS DA 7> a v DIFL A LIE. ZORIALLERTEEY, BEHEIZ I ZHET 3
SETROPTS i EDfHIC, HERERZ FEXANLES, 2077 arTld, EHEZEAT 2HYIR
SETROPTS 2~ > RS HENNICAERK SN E T,
4. TSetropts BX U7 FRADERE ) $AIVITREDIZIE, PF3ZHLE3,
5. 7 9AHREL AR — b ERRTZIZ, UTORTy F7R2EITLET,
a) RACFCLAS L R—bEIR 7 4 — L RICSa~vry FEANLE T, 44 R—Y DX 49 12”7 F RACF
7 IRARRE] NIV EET,

RACF class settings

Command ===>

Class
ACCTNUM
ACICSPCT
AIMS
ALCSAUTH
APPCLU
APPCPORT
APPCSERV
APPCSI
APPCTP
APPL
BCICSPCT
CACHECLS
CBIND
CCICSCMD
CIMS
CONSOLE
CPSMOBJ

49. RACF

ANDLET,

Line 1 of 197
Scroll===> CSR_

Active
Active
Active
Active

Active
Active
Active

15 Apr 2005 11:19

Description

TSO account numbers

CICS program control table

IMS application group names (AGN)

Supports

the Airline Control System/MVS (ALCS/MVS) product

Verify ID of partner logical units during VTAM session estab

Controls
Controls
Controls
Controls
Controls
Resouzrce
Profiles
Controls

which user IDs can access the system from a given L
whether a program being run by user can act as a se
access to APPC side information files

the use of APPC transaction programs

access to applications

group class for ACICSPCT class

for saving and restoring cache contents

the client's ability to bind to the server

Used to verify that user is permitted to use CICS syst prog
IMS command resource group

Controls

access to MCS consoles

Used by CICSPlex SysMgr for operational controls

BT RACFCLAS L7R— ~
b) BT 2V —R « 75 ADFMEREEFRRT DI, 25 R] EIR74 — L FIZSfra~xr Kz

ORITa~y FEANL., BRTRZVY—RX - 752V 7Ly addh, £ (72547 %
DODHFOEICH L TH UWEZ EEZXANILET, 7774 TRV =R T IR%ET 7T 472
TAHITUE. Y, AL Fhld Active EANILET, 7274 7RIV —R - VIRA%RIET T4 72
T2 NFERE T2 AN LET,

44 2 X — 7S - HA R



oY 4 55 o PRERRED K ONiPH A = PRBKHE

Dty a T, HHMEREMEEDOTH TH—SRINTY T2y b Th 3 0EERBKEICOWT
FALET, 207> arTlE,. IV—ETEEY 2 —I122O0WTdHAL £3,

RACF S5l ZFRB L7V )L —7 EI8

s Z OF%EEIZ IBM Security zSecure Admin TO A FATEET T,
TN —TEBEDFZMA TV RACF #iFICHREZ IRET 21213, vy 7 az2fillRE— N TETT
BZRHENRHD T, ZOEMFIZ. UTOoWThroREFH L TERTE T,

i1
UACC (NONE) Z1{#if] L T XFACILIT 2 7 » 4 )L CKR.READALL Z{EAk L. Ho&HE O AI1Z READ

A5 X %,
COFTRA R D T, FHiHICHRE TS,

Jik 2
F—&X kv bADTOT T L - 77 (PADS) £721% zSecure 4 —— (HCHEHE— R ET) 2

LT, RACFF—&R—A 277t AT 3,

INHDARNIIRDBELETIN, HERLy 7y IBREICRDFT, MARDEY b7y Fizon
TlX. TIBM Security zSecure Admin and Audit for RACF: £ Y A b= BLXULT T X « H4 K]
EZBELTLEIW

ik 3
SETUP PREAMBLE T SIMULATE RESTRICT a~ Y R&{HHT 3,

ZoHRE. MEOHPHZ T X M3 5EICOAHENTT,

/i a
SETUP VIEW 2~ > R%EHITL. [Selectview] T1 72132 2HEINT %,
1. BERHFEIN=T0 7 7 A NETEFERT S (BEEEL 2 —),
2.EBELIFV R IDFFRI SN T BT 7 A VR T2 RRT b,

ZoRE BMOHMFIRZEZMEL £3, 220, ZOHEMHIREHRE— FTi3Rl, BlEra
e t%‘b\ibﬁ—o

HR3DEH1I2, ZoHFRE. WMEOHIFHZ T A M T 35EICOABAINTT, kb, READ 772
2R DA EREO T 7 7 A NEFIRTERLLRDE T, T YRATLEEKROFRMHEEZEER TS/
., FEIMZ TV RACFHIFH LD D X HICHIBRAEL 2 3,

o149 OEER NI
¥ Z OKEBELX zSecure Admin TOAHHATEET T,
74y 7 EEEREIZIZLLT D 2 20WIThprO i Z2HHLTr 7 ATE X7,
c A5 R—YD RZ Y F7u O HERFEHLE 74 v 2EM ) SIANDT 7 H R
46 R=YD TRAQZHHL (74 v 7B SRAIAANDT I ER]

A2 R7AYDHFEZERALE 191y &R XRIUADTIER

FIE

1. ALV R=Z2a—poF T ay XKT) ZBIRLET,

2.ISPF A+ 7> 3> 6 ®a~> F{TT CKR,STARTTRX(MENU(RA.Q)) AN LT 74 v 7EH, 771
r—a ViR A, 46 R—Y DX 50 BB TL X0,
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RA.Q ZALT 191 v IER) NRXUADTIER

Fla
1. A4 X =a2—T, RA.Q ZiEIRL T, 46 R—Y D50 ITRENTWVWDE 74 v 7EM] 3 L%H
xET,

2. 174y 7EH) 32V EMEMAT 2. FFMERRET. BPUEIERPR D 2 — 3 —FHEF 28
Bk bHHMEOSWKREIC Y 7t X TE XY,

(74w 78H] 2, SATLAERIIEHED L —7 SPECIAL BHEICHRIEL £ 3, SALDF
7> a vid. CKR.OPTION.RA.Q... 7B 7 7 A NMIC KXo TIERRICTEZ I, ZOFEEZ LW
B A2 —3RRENZEBDITHEEEL 75,

Menu  Options Info  Commands  Setup StartPanel
zSecure Admin - RACF - Quick admin
Command ===>

1 Password Set new password for user
2 Resume Make sure user can work
3 Display List user definition
4 Modify Change user definition
5 Connect Add group to a user
6 Add user Create new userid from scratch
7 Add user copy Create new userid like existing model
8 Phrase Set new password phrase for user
Userid . . . . . . ________ (type userid and press enter)
New password . . . (type new password, option 1 only)
Verify password . . (type new password again, option 1 only)
Group . . . . . . ________ (type connect group, option 5 only)

50. 71w oER

CKGRACF Z{FB L 7V L —7 I8

¥ Z OBEBEL zSecure Admin TOAEHTAEET S,

zSecure Admin TlZ. 7B ® RACF il X—Z ¥ LT CKGRACF 72275 L, DX HWAILT « FRO L
TJIN—TEBZIEML TV E 3, CKGRACF 711 275 LI T OMRER IR T 2 k5 i&itahTtuvwE 3,

e RRAY—F - Vby bRED—RINHEHINEIAINT « TRIEEAD X =2 —BHTDO7 7+ Z,
« A XU EOHEINCHER XN TIL—TEEBEREND X = 2 —FHTDO 7 7 A,

« Z)V—7 SPECIAL MR Z T 5 LW, Zh o DEEEND 7 7+ X,

- CKGRACF #HE % ([ 3 2 72 D 2 — 3 —HERR A D & ol 5> W ill i,

CKGRACF 73 X f > CKRCARLA 711 7' Z 1 ¥ %72 % fild, CKGRACF 28122 A ¥ DX X7 % APF #FAf 4 > &
— 72— ARHTHEITTADIINL, XA 7Far 7 2IAEERGEEIXEIC, BHEDRACF a~vY FE4E
BT 2eWdZeTT, APFEFRIDRETH L Z 25, X4 >~ CKRCARLA 7’11 275 A D2 —H — 134K
SN RACF a~x Y REETT L2700+ EM RACF ERXIMNETT, Zhbpavy Rk, 87X
—X—% LEXTE0, TRy A NEEETITa~Y NEFHA LGS ICERIILE S, zSecure
AdmMIin ISPF D X £ ¥ « X)L T, BBEREEZFITT 570 DEMED RACF a2~ > REARTERVE
%, CKGRACF 71 7' Z LM UH U T RACFEEZEITTA2L5E0HDET, 2—HY— - FT—& - 71—
NEDEFHNBZDTFVADEDELHITI,

CKGRACF . —# —|%. SPECIAL B ¥ 721327/ — 7 SPECIAL @7 ¥ O¥i¥k s RACF HERR DS AZET 5,

CKGRACF B2 Z L, APF A Y2 —T7 =X FHL T, XX 7 ITRERDH OO LHERZFFOZ 2T
x5, 20D, ZNFND CKGRACF L —H —F /232 —HF —« 7L — 7B D XFACILIT 7 7 &+
TT7 7 ANDTZEAFNEY A FMIZANDS Z2IZX 5T, CKGRACF 711 7' J A% § % 2 —% — %1l
HI2RENRDHDET, oD v 77 A NZERL T, #ERXN 22— —% PERMIT GFrl) $5 2
¢ T. CKGRACF Z#EH L CREEDKRERX AT X 22— — %l TX £ 3,
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Dt 7T arTlE. LUFD 220 CKGRACF —F —DH 73V — 2R\ FE T,
e 2T —F - Vky FBIVCHBEZYDa<wY FERITTEIANLT « FT2AY « 2—H—,
o FPAlE R R FAT T IR E A,

AT « TFRIOMEREZAME DRI HFITINETH, L — T EHEDOBEEILEE D zSecure Admin
NRAINVMBFHTEE T, X=a2—IF. RACF 707 7 AL% XFACILIT Z 2 RIZEBMTZZLiZko>T
THEETEE T, 707 7 ANADPEEERRLF T, 727 AMERIGEF D7 7 ZHAZHH L THE5 X
NFF, 774N FTE, IRTOFT T2 a VP RRINETH, X =2 —DfBZIT- %X, HRA
BXN7-HEBE721F 23 zSecure Admin Z—HF — IR RINF T,

B CTiHli3 2858, TXTD CKGRACF HEEEICOWTOLMHER* A HHICE 2 THh HEEX MET L £
T, BENLROEEERED 7L — FAFIC XFACILIT 7 S AHIHAZRET 2 Z 2 Z—FER b DFEE 2 13w
2. KREBELZIRBZGELRDDET, ZHE. UToS o xngEntd,

1. ¥D RACF 7L — 7% £ O EFEICHEEMNT 2 0% FHEICER T %,

2. ¥ D CKGRACF tEE% K D EHEICE X 2 0% EHET 5,

3. ZOBERPERT 37D % % RDEFINE 2~ > F ¥ PERMIT 2~ > F2{ER T 5.

27 5 AHIHOEFRITIZR VR 23 3 /-0, ¥ 8 SR I 3l W 2 R EE TICET LT,

584272 CKGRACF MR % H 73 H BT 5§ 5121, B £ 721X RACF SPECIAL JEE %2 £ 05D 2 — % — 531
TORACFa~ Y FEFITTIZLENDDY T,

permit ckg.** class(xfacilit) acc(update) id(yourid)

H—NRILDAILT - TR HEE
¥ : Z OH&ABEIZ zSecure Admin TO AFHATRET S,
ANV « FRIOBERRIZIIUAT D 2 2D WThh DX EFHLT7 7 RATEE T,
47T R=VD AR P70 DHEERFEHLIANT « TRAIEREANDT 72 R
47 R=YD TRAHZFHLIANLT « FRIBEEEAND T 72 R ]

A2V RF7OYDFEEZFERALIALT « TRIBEADT IR

FIE
1AL VR a5 F > ay XET) ZERL 7,

2.ISPF A 7> a ¥ 6 ®a<> F{TT CKR,STARTTRX(MENU(RA.H)) # AN L TAINT - FRIEEE# A
ALET, 48 R—IJOR 5L EZHBRLTLEXWN,

RAHZERALEAILT s TRIBEADTIER

Fli&
1. X4 YA =2 =5 RAHZERLT, 48 RX—YDR51IIRT [~NVT « TR | NIV E %
ER

5 4 RUETEREES X O HIPH N 2 EEKEE 47



Menu Options Info Commands  Setup StartPanel

Option ===>

1 List List RACF profile information

2 Password/Phrase Set a new password or phrase

g Default Set the password or phrase to the user's default value
4 Previous Set the password or phrase to the previous value

5 Resume Resume a userid after too many invalid attempts

6 Disable Temporarily disable logon for a userid

7 Enable Allow user to logon after a Disable

8 Set default Define a default password or phrase for a userid
Userid . . . . . . ___ (type userid and press enter)

Password or phrase . . . . _ 1. Password 2. Phrase

New password . . . . . . . Verify password

Reason . . . . . .

Workflow option . . 1 1. Request 2. Withdraw 3. Approve 4. Deny

51. B—NNRJ)LDANILT « FRY

ORIV EMHT 2 e, BRI EIZIEEFRIOAL T - FR 7 HEEBITHE S HHEE DS

HrER RITTEE T,

2. VT« FRIBHEOENERER T2 12E, UITORAT Yy 72FEITLET,

a)[2—¥—1ID) 74—V FC2—HF—IDZANLZET,

b) Enter Z#1L T, 48 R—Y DK 51 IR T L HO 2 —F — ID IOV TEIRINZBFREFRRT S A
VT e TR | S REEET,

C) I—HF—DlZE TR TR, AL« FR 7] 2L D 1 EERLET,
I—H— ID DR EFER LB T. TSR - FORER AT —F - 7L —XDHER DL
HERITTEET A TF>ar 2),
#IEAMERY TlE. CKGRACF 2~ Y RMWFEITINBENIHRREINE T, EROEEEZFIIN LTI DWER
Jay 7 EMET 312 . a<x >y F{TTsetup confirm 2 AN LE T, HEWIE. TXRTOE

HHEHLTZoTury FrEIIET 5121E, setup default E AL, A7 a v 4 B2#RL
F9, RDONNHIINVT, MERREZLEL LT,

ANIVT s TFRIDNZAIT—=FR E£IE7 L—XDEIRHEE
¥ : Z OH&BEIE zSecure Admin TD AHFHATRET T,

VT e F A7 D CKGRACF BEBED S BRI DEE L EZ HNZ D DX, XAV —FE=E 7L —XDHHA]
AEfb. BB, DL, BXUHETY, ROFBIIIMFEHFTRERZMEAED Y Z b 2. FERED M ADEHBH X

NTVET,

RENILT - TRIDI/INRT — REEEEE

VT o TR KRRE B

HBARRAT—FEREIV—XDOFE (X T ay [FHSRT—FERE7L-—XEFEL. Zh%E 2
2) FIANLET, 7V —X) Z#IRL25E, B0

PNRANVPFIREINE T, zSecure Admin BX
zSecure Audit for RACF T3, 2—¥%— - a7 >
ANEEHT57-DICRACF 2L EHA,
CKGRACF #EfRBbD DI E T, £l 21—
P—IZHEAINE T,

F2ANE « NRAT—RERIZ 7V —XDHEHAEE | SRV —REREFTIL—XD, 2—HF—DF 731
k(A7 ar 3) b e XAV —FEREF 7L —RICHESNET, F
WEHET, 2—F—DEANHT 7+ - XY
— FEREF 7L -2 HANGERE L TBLLELD
DET, "NVT « FRIEMEIIEINRAT — FHFR
RENFEFA, £, 22—V —13HEMAINZE T,
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REANILT « TRIUDINZAT — REEREE (Fi %)

~IVT - FR 7 BEE G
LD NRAT — R 737V —XD R E (F | LEIORAY — FERE 7L —IXDBBHUENIRD
FTayva) F9, ZOBEE. BHEN AV —-FFERIZIL—

ABRWETDHIEHY FHA, DETORRRAT —
FEE 7L =X BEINIZHARR YN D~ — 27 3
o, —F—IXEoa G CRHIZLETD SR
V—REHS—ERLIMEHTEET, £ -9
—IHEAINE T,

F2ANBMIHEE (T T a 8) I—HF—IDIIHTBFTIALF « RRAT—FE
0i71/*—2‘%i%bib§‘o

FI2ANE c RRAT—FELIFZTL—X (7> a > 3)IZRACF TIXH LWHESTY, ZOHME, 2—
B —Z L ICHMR (WEDERW) SRRV — FERE 7L —XERERTBILTT, H#2—HF—1Fk, WOET
HHEATBLL I TELHESLHEEZERLE T, ZOHGEIX, CKGRACF ZfH L TRES Nz =
2, ) RACF BEFIEDAD MR TE 3, MEEXIMOH SN &, MOBEHEF IR RINTEA,
22— —DBEHED AT — KPS DB THATERL Ro GG, TEDOALT - FR7EHEN
I—HF—DF T E + RRAV—RFREF 7L X2 MEHAEICTZ e TEET, 2—F—I13@EFD
FHASRY — R ETERFTREIMERT 2 ek onEd, 207 7m—FIE, SYS1. SECRET,
PSWPSW 72 X D AT A RIKD Yy b « RAV—F2FEHATEZEIDBENTVET,

ANILT s TRUODRAEE
A VA M=NVBAERED [ALT - FR7 | N3 VBT 212, UITOHA RI4 - TLIEE
W,

A VAN =NVBAERED [~ALT - FRAZ | XFVEIULTOWTNLDIFIETHBETEE T,

« CKR.OPTION.RA.H THI4AT 2 XFACILIT R 7 7 A LZEL T, ~NLT « FTRAIZDF T a vk iER
PN PIRE X 721X ARNICT 2 2 e N TEE T,
« SETUP NLS ZfHHL T, AL DTFA MBI A > a V2 EBETEET,

—EROMEEZ L — Y —EHKEETH D, REINBOL—F —FUIBFHHTEZ XS T IRENDHD
9, CNODKEEEDHIE LTlE. F74L b « RRAT— FELIIFHRART — FORER. HEREL L
DIFEREDDH D £, XFACILIT 25 ZAD CKR.OPTION 17 » A L& EFR L C. BHFEREDEH ZH
Ry eHTEET, LEedioT, 4 YR F—ARHBRETE, HL—F—ITHLT [T - 5227
NRINVTRREINDZE AT a VEIFEEL. N TOEMLEZERNCRE T2 TEET,

MIET27R 77 ANDT7 72 AGIE) A N Ta—Y— « 772 ZADERMFEINRTWEIGE, 22—
—IIERE R FEITTEXET, ZOTHRWVWES, 7273 ay - YA MEfTa~y FRRREINT, {Ta~vv
FOMERIZEEEXNE T, 50 R—JDX 5212, A7 ar 2, 6, 8RETHTVWARWL, AN A
WNT e F27 | R LDOHIERLET, TNHDF T arvBEERTVREVDIR, T—F—2%YT 3
CKR.OPTION.RA.H 7B 7 » A WNTRER T 7 AMERZF /21072 TT,
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Menu Options Info Commands  Setup Startpanel

Option ===>

1 List List RACF profile information

3 Default Set the password or phrase to the user's default value
4 Previous Set the password or phrase to the previous value

5 Resume Resume a userid after too many invalid attempts

7 Enable Allow user to logon after a Disable

Userid . . . . . . . . . . __ (type userid and press enter)
Password or phrase . . . . _ 1. Password 2. Phrase

Reason . . . . . . . . . .

Workflow option . . 1 1. Request 2. Withdraw 3. Approve 4. Deny

X 52. @ARINTI: INILT - FRT1 NI
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BEHE TF—XEHEHTE-0DDLy b7y FERE

[y b7y OBEEIC LD, zSecure Admin 3 X Of zSecure Audit for RACF IZ X W XN B3 F— % %
HfEcE£5,

F—& V=%, FHPYYEZZ e TEZS, By Ty 1ZE Jr—nL s 24 v FB
FURTIX—R—FFTETHIHEDDD ET, ZNOHDHEEDO N L OME, Resolve] 7> a b
lExplode * 7> a Y iZblEboTWVWET,

T— 2 DENN
COHRIIZDVT

CNETIE, SEIFRTBTI 7 ANEBERRTLHEEZICTIA T RACF T —XDAZEHL TWE L, X
TOF—% Y —2Z/flB LOHEHATEXT,

s 7ua—FEN/ RACF 7 —&XR—2Z,

« CKFREEZE 7—& + kv Fy TDF—&K « £y M. TRTD DASD B &k LEHEANHEL z2/0S 7 — T Lh»
S E N BERIPIEEINTVET,

DOt AEBBT 1. UMTORTy 72EITLET,

FlE

L ALY A=Za2a— TR £3, HEIWISCTPF3 Z2HHL %7,
2.ISE(ky b7 7)) A7 arv®BRLE T, 51 R—YDRE3IRT [ty b7y 7 XK ILHBH
xE7,

3. 2 TGS, NANVNE L TICAZ 8 — L33 I2IEPFS BLXUPF7 ML ¥ 3,

LY b BT TARIC. TRy b7y ) REAALTEH T ary0nb56%2 103 0EIRT 3, KL
O rNTY S AT a v OWMERFRRTEES,

Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Setup

Command ===>

0 Run Specify run options

1 Input files Select and maintain sets of input data sets

2 New files Allocate new data sets for UNLOAD and CKFREEZE
3 Preamble Carla commands run before every query

4 Confirm Specify command generation options

5 View Specify view options

6 Instdata Customize installation data appearance

7 Output Specify output options

8 Command files Select and maintain command library

9 Certificates Specify templates for new digital certificates
A Alert Configure zSecure Alert

B Collections Select and maintain collections of input sets
U User defined User defined input souzxces

N NLS National language support

T Trace Set trace flags and CARLa listing for diagnostic purposes
W Windows zSecure Visual RACF configuration

D Default Set system defaults

R Reset Reset to system defaults

I Installation Specify installation defined names

K53 tyb7vS
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7 71 ILDEN

FIE

LAYy b7 7 - 3L BLR=Y DX 53 ZBR) 75, 7> 3> T2 (New files) %i#ERL T,
52 R—IDE 4 IRENT WD HHHT7 740 2L EHEE T,

Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Setup - New files
Command ===>

Create new unload file from the RACF database, and/or CKFREEZE file

Data set with unload from RACF database, use UNLOAD as last qualifier
Unload . . . . . .

I/0 configuration file, use CKFREEZE as last qualifier
Ckfreeze . . . . .

Description for this set of input files
Description

Enter data set names and description and press ENTER

X 54. TFR|R T 71I)L) X2

2. MUnload fFicF—& « kv V& E AN LET,
F—& by VEADANRIZ, F—& « kv FEOEMBHiFE LTa—F—IDAZFHLZVESIC
FTAGEWFSIHAFTEZEHL T XN, 2, 7—X -ty bDOBRCEELTWAE 0 E 5 I
BHDERA, 72750, 7—X -y bDBREFEELTWAEAE., 2TNHDOTF—X -ty MNIAZullXh
TWBRENRHD 3,

3.CKFREEZEfTIZT—&X « kv VAE AN LET, BEWXILUCTHIHAMFEZHEHL I,

4. T3 1712, 7 7 A VO fEERZER OFHZ AT LE 3§, flZ21X TUNLOAD and CKFREEZE data
sets created on 8 Apr 2005 R ¥ TT,
b AT 77400 A 74— REFHLT, 20Oky PZEFATWET—X -y O
PR L TBL e EATT, LB, ZOFEICED, EFNTVWAE3TF—& -ty FE2FARZ DI
T « F—FERIIREE—F Ty bR T KLY FT,

5. Enter 2L £ 3,

BELET—R -ty MAOWTNFERIEEABFELZWVES, 53 R—Y DK 55 ITRENTW
ZEIDITO ASASIADHEET T, ZORKALT, FTFT—% -y b 2EDIRED, hExar/LET,

52 AX—+7w T - HAF



Menu Options Info Commands

zSecure Suite - Setup - New files
Command ===>

CKFREEZE file not found. Change dataset name, or specify allocation parameters

Dataset name . . . MYNAME.CKFREEZE
Allocation parameters to create new dataset:

Volume serial . . ______ (Blank for authorized default volume)
Generic unit - e (Generic group name)

Space units
Primary quantity
Secondary quantity

(KB, TRKS, or CYLS)
(In above units, press HELP for suggestion)
(In above units)

Record format . . VBS (VB or VBS)
Block size . . . 27998__

Logical Record Len X (X or maximum record length)

Press ENTER to allocate dataset, press END to stop processing

55. —fRBIBEIDIRD NI

EYIZRENDIRD KT X =K —% ASJ LT, Enter 2L %9, L. DCBIEBMIZEE L RWTLLE
[

BELRET—X -ty bDHA L BFHOEEZ, EDIRD A AND S5 —ERRINET, ZhLbHD
RAVEFETTDe, BINEIDIRDZHERALTCHRT—% - £y b2EIDIRSA, hExuraInEz T,
7>u— REN7 RACF a ¥ —B X f CKFREEZE 7—&X + kv b 2D TIERT % & Xk, Tk T 4
AT+ AR—ABIEETI2HENHD £3, RACF 7rra— RDEEX. AIRERIRE D 54 7 RACF 7 —
ZR—ZDFHAR—Z L FRREDORBEDAR—ZAZMHER L TL7ZE\WV, CKFREEZE 7 7 4 LDEE.
I 74 DDASD RV a— LT 2P e 2MBBRXREICRDET, T/, HExu/HBXU
HSM B D A R— 2 H HETT, X 5T, 1GB D HFS/ZFS AR_—ZX Z ¥ 12 2 MB. 5000 ® IMS 7~
WZCICS Voo H 7 arvEREZFuroaZ il AIMB%Z2 FIE L TL X\, CKFREEZE ¥—& « &
v FDAR—ZAFTEREIZOWTEL L 1&. IBM Security zSecure Admin and Audit for RACF: L — — -
V77V VA ~x=a7)l] ZHBRLTLIEIWN,

DCB I X=X —ZEHLBEWTLEEXW, DERT 4 AT AR TR TE 5 X531k 3
FTIE, KRER2KREIDIRD AR (Bl: 100 MB) Z45E L TL 12X\,

Y bh:7>u— RF&EN7 RACF a2 — ¥ CKFREEZE ¥ —& -t v h 21D TIER L 7235513, ISPF %
FRHLTIASDarY— 7 —& -ty bEHR, FHEXNZT 4+ AT - AR—RFEZHHILET,
COEMEMHALT, FROMHELZRED 2N TEET,

T 7 ANEEDIRS 725, 53—V DR 56 IZRI ST HEEE T,

Menu Options Info Commands

zSecure Admin and Audit - Setup - Input files

Command ===> Scroll ===> CSR_
Description . . . . UNLOAD and CKFREEZE data sets created on 8 Apr 2005.
Complex . . . . . . ________ Version e
Enter data set names and types. Type END or press F3 when complete.
Enter dsname with .%x to get a list Type SAVE to save set, CANCEL to quit.
Valid line commands: E I R D Type REFRESH to submit unload job.
Data set name or DSNPREF=, or Unix file name Type or ? NJE node
_ 'MYNAME.UNLOAD' UNLOAD
"MYNAME . CKFREEZE' CKFREEZE

X 56.2z/0S TOAHNT7 71« v FDHHEERTR

BEE T —XEEHT 270Dty 7y THEE 53



FT1ILDIILyakA—F

CDRATZICDOWVT

1ODOANEY bR T 7T—X -ty MV RFENEF T, ANty Micid, I D CKFREEZE 7 —
Zety b, BHOSMF 7740, BXUOEROHTTPOR Y « 774 L2 EDBIeNTEET, 127501
12ODANEY MiZik, 1DDRACF7>ua—KRKDA, /213120087 —ZRX=2A1L5D 1O D
RACF7—X « vy FBEDIZIEMNTEET,

T7ANEBY) Iy alTr—RT3ZE. UTORTy 72ETLET,

FIIE

1. AN 7740« XFN (B3 R—T DX 56) T. <> FFTIZ REFRESH ¥ AT L% ¥, Enter 23 &,
[Job submission ] S ILH3FE = £ 3,

2. [Job submission] »$%/L® [3Job statement information] 27> 3 > ic. BT a7 - A—F% A
HLET,

3. TEdit JCL Option (2)) Zffif] L THEMEISPF =74 X —%Z X, JOBRAT— b XV 2 h AKX A AL,
Pa I U TREREE R TVE T,
il 21X zSecure Admin 3B K& U zSecure Audit for RACF 127 27 & 23 %1Z1%. JOBLIB F7-1% STEPLIB
AT — M XY MR ERIGENDH D FF, zSecure Collect for z/0S (CKFCOLL) % LNKLST NDFFA] <
A7) —=lcav—LHa, ZD7=H® JOBLIB £7/21X STEPLIB A7 — b X ¥ MEIAETY, Vs
7 7T 202, KREWIEBY A X F I3 EHIROMEY A X2 E DY TTLEEN,

4. Y a 7R FETHEL T2 X0,

RDERY

VaTNETINLETHRELE T, ETEMELTVWAEY a 7O0F 2= RWEAIX, ¥ 7EITHI

zSecure Admin and Audit 2 T T £3, MRPKERIGEERE, a7 Eﬁk@%ﬁk?ﬁ)#éﬁ*?ﬁbib
IO TS, Va7 h—RIZNOTIFY=yourid Z:BIMTE LT, @, ¥a 7TPEKTI2H5E5DRERK

BARL—IUDBARRLTWAZ2IZHD £F, zSecure Collect for z/0S DEFTICIE. EH X 64 MB DFEIR
P A X TCT+7 T,

JaTMET LIS, ROFIRIEAE T,

ABty b DFER

FlE

1. nput file] XV %2BIE, Command 17T ISEA (Y b7y 7| XX LDAT>ar 1) L ANLE
K

nput file) $FALOREE. TERR LAY Fe. A7 7 A MW L TAN L3, 5D £
T, HlE 55 R—J DX 57 IR LET,
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Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Setup - I Row 1 from 4
Command ===> Scroll ===> CSR_

(Un)select (U/S/C/M) set of input files or work with a set (B, E, R, I, D or F)

Description Complex

_  UNLOAD and CKFREEZE data sets created 8 Apr 2005 selected
_  Active backup RACF data base DEMO
_ Active primary RACF data base DEMO
_ Active backup RACF data base and live SMF data sets DEMO

*hkkkhkkkhkkkhkkkhkkkhkkrkhkkrkkkrxkkxkkx Bottom of data *xkkkkkkkkkkkkkkrkhkkrkhkkkhkkkhkkkhkkx

X 57. AJ17 71 ILDER

55 R—I DX 57 T selected e v — 27 ZNTWEANT7 74 -t &, zSecure Admin BX U
zSecure Audit for RACF T, BEZN 6D AN Y FDBANTF—X e LTHEHIATWAZ#RLE
T, MDOATEY PHBIFELET, RODBDOHBDHH FT,

« 7T 4T + Nw 27y RACF 7 —&ZR—2
« 707547 1LXXRRACF 57— & XRXR—2Z
« TV TA4T Nv I 7T RACFT—ER—ABIULIFIA T SMFFT—& kv b

COFRTPTRERINTVWEIEED ALY MIUIDEZ S e TcExd, HlzR L7 >vn
— R+ 77408547 RACF T —XXRX—XDETYDFEZ 5121, ZORFIVITHEATEHET S A
Sty bEFERL 3,

2. U ToOHAMRERfTa~Y FOoWIThh e HHL £,

S- B3 2 A1ty b DER
ANty FVRERT 22, ZICEENET—X -ty FDPUNEO-DIGEIRINEST, 7—X -
ty FAREINS L, 2Oty MOBIREFEADY =BT ot T, £/ ZOF T a vid,
Aty D Add %7213 Addition) DFEEIC X > THFIRINZF T, BIRL =t v ME. BHOERX
NTWVWaEy MIEBMENE T, £y ¥a yHFIIGIAILERNEZEREENCD>TEET S
MTEEITH, BEOEHETIIZDO LS REHIZIITVWEE A,

C-ltR—2 LThty bDER
HAEREINIAN 77 40Dty b EBOHE ALY P LTRELET, 1200ty hDA%E
ttEoREALy b LTGERTEE T,

M=-<— « V=2 LThDEty bDER
EHERINTEANZ 740Dy F 2w —YDY —R kv P LTHRELET,

U- Aty F&2ERDSERE
BIRXATWS (72547 « N9 2779 7 RACF F—RR—ZABLULF54 7 SMFF—X& - v
bl OFEREMBRLE ST, 2Oty MOBIRIRETIZRRD, SHROBETHEHINEEA,

ABtEy bDaL IS a3 DIEE
MFoRAZ1I2ED, 07 HODANT—X -ty bDaLryaryz2EETEET,

CDRAZICDOWVT

[SETUP Collections] T, 7R 7 A0MFEHTAAN LYy bDalL 2 a y2IEETEET, aLrday
PR U7=355. SETUP FILES TURENSEIREINIZAN 7 740 - 2y FDFHEIA RS D ET, o
DIF#IZ SETUPFILES TTANI 7 7 4L - £y b EERTZ 2, aL 7 a VIERERINE T,

FIE
1. ALY R=2a—D 7> a> | TIZSE(ky 7y ) ¥ AJIL., Enter ¥ L £9,
o b7y T X2 —PERREINET,

BEE T —XEEHT 20Dy 7y THEE 55



Menu Options Info Commands Setup
Startpanel
zSecure Suite - Setup
Option ===>
More

0 Run Specify run options

1 Input files Select and maintain sets of input data sets

2 New files Allocate new data sets for UNLOAD and CKFREEZE
3 Preamble CARLa commands run before every query

4 Confirm Specify command generation options

5 View Specify view options

6 Instdata Customize installation data appearance

7 Output Specify output options

8 Command files Select and maintain command library

9 Certificates Specify templates for new digital certificates
B Collections Select and maintain collections of input sets
U User defined User defined input souzces

N NLS National language support

T Trace Set trace flags and CARLa listing for diagnostic purposes
D Default Set system defaults

R Reset Reset to system defaults

I Installation Specify installation defined names

K58 Ty bh7yr) XZa—

2.7y ’7v 7] X=a2—0 IFF>a> | TICBE AN L. Enter 2 L 3,
AL aVPRERINTVWARWEEEZ, Ty b7y 7] ©aL sy a Y ERBSIABRFRRINET,

Menu Options Info Commands Setup
Startpanel
zSecure Suite - Setup - Collections
Command ===>

Enter description for new collection of input sets

X59. Ty b7y 0oaALI> 3> EHR/INRIL

12 FEDalr sy a yREBEINTWVWAESIZ. RORIABERINET,

Menu Options Info Commands Setup
Startpanel
zSecure Suite - Setup - Collections Row 1 from 2
Command ===> Scroll ===> CSR

(Un)select (U/S) collection or work with a collection (E, R, I, or D)

Description

Collection for systems of SYSPLEX TEST
_ Collection for systems of SYSPLEX PROD
Kk kkhk Kk kkhhkkkkkhkkkkxkrkkkkx Bottom of data Hkskkrkkksdskkhhkhkkskkhhkhkkkkhkhkkkkx

selected

Ke60. Tty b7y 0aL U 3>FRR

alLryayFRREFEHALT, WHIBZAN 7740y bDaLryary2FERL, aLrday
PEMEFLZHBRLEST, XOfTa~y FEHATE 3,

S
AL varEBEIRLET, a2 aNICEENTWE ANy SO DODIBEIRINE
o T—X -ty MBI RTLANTHRIEEINZ L, aL 7y a VIRERFAL L T—2XNE T,
SETUPFILES ZffH L TEIRx Nzt y NI, 27V 73 F T, ARIGEIRTE2a1L 27> avid
1O5D0ATT,

U

ALz aryE7IYU7LET, Z0alLrya NNERRETIERS D ET, i, 5%BOE
ETIHMFRAINEEA,

56 AX— 7w« HAF



3.alL 7 aryEEETAICE. ALY aYDRICET Y gy -

a7 aONBERELET, BROFRT, a7 a DO ANty NEEREZEZZIVT
TE%E7,

AL aryEEDRLET, BIRLEaL 27 a Y ORNRDLTHRHaL 7 avicar—3hE
ERS

HHav 2 arvzEALET,
aLryarEHIRLEST, avryarik, ¥4 70 0EM»SHIRENEST, aL i a v

NDOASEY MEITRAT L5 HIBRINEEA,
a<w>Y RFZAJIL. Enter 2L £

Jo
RDNINVDERENET,

Menu Options Info Commands Setup
T zSecure Suite - Setup - Collections  Row 1 from 6
Command ===> Scroll ===> CSR
Description . . Collection for systems of SYSPLEX TEST

(Un)select (U/S/C/M) input sets to be added to or removed from collection

Description

CKFREEZE for system TST1 selected
CKFREEZE for system TST2 selected
CKFREEZE for system TST3 selected

_  CKFREEZE for system PRD1
_  CKFREEZE for system PRD2
_  CKFREEZE for system PRD3
*kkkkkkhkkkkkkkhkkkkkkkkkkkkkkxxkxk Bottom of data *xkkkkkkkkkkkkkkhkkkkkkkhkkkkkkkkk

X661 Ty b7y 0odLI>3Y -ty hRR

ty VRRZEMEHLT, ANN7740 - ky P EUETZ=DICaLr7>a iZBmMLES, £y b
¥, SETUPFILES ZffH UL CGEN. HE. BLXUHIRRTEE T, XDfra~v>y FEHHTE X,

A7 740 Y FORNER T IV LET, B 2759 XFT2322 T, y NOESHLE
BTEXT, FMARRILERTTZE, 2oty MOBIREAEE A,

ANTZ 740y PEHBR—ZA2 LTRELET,
AT 74Ny b= « V=R LTHELET,

AL aiZBMTA2AN 7740 -y VEERLES, £y b 2ERT 22, Z22I8FN
57—ty "DPUHDOTDITEIRINE T, 7—X -y "BV RATLNTHHENWS 2, Z
Dty MBBIRFEAL LTY—23NFET, TOF T a i, AZIBETAZI L THERINE
T ERENL Y b, BUSGEIREA TV AL y MBS E T,

A7 7402y b 227V 7 LT, aLryaryhoHlBRLET, 20ty MIGERIRETIIR
72D, GBROBATHEHEINEE Ao

RDZRXY

zSecure Admin ¥, RACF F—ZR—ZAZRFT 2720 DRER A TVWE T, FAZhofTli,
zSecureISPF f > X —7 2 —A% {3528, BIUPZIDA VX =T —A05 FiTEN/lza~<v> FIC
G LTI TAR X L5 RACF 2~ > F£7-13 CKGRACF 2~ > FZ2HIfHI$ 2 Z £ H5, W fiHICFELT
TZX50%RLET,

BEE T —XEEHT 20Dy 7y THEE 57



[ty b7y T1 ODFDODHDINTGA—52—

'ty F 7w 7 2L Tl zSecure Admin B X X zSecure Audit DX EFXFREIDIRD / 7+ —~ v M
HEFRELET,

IO DREMEHANRT, BELEBEZITVET, ZLALYDLI—F—IZET 74V PRENEL TVE
T, ey b7y ) TR KHEHSIAS AT a i, TR & T3RR) TY,

INSTDATA /NS X —HA —

FEUWERZINLTA VA=« F—& « 74— L EREIRRAMETEREINZ IS IIZINSD 74—V E
DLATY F2EEZT SI121E. INSTDATA ST X — X —ZHL £ 73,

REATOarESUERA T ay
F£R) OFA T a VBT AERIE. 22—YD 727X - YA FOFRRKZE) IKHEHIATWET,
UTotZryarTld, 1R OF T aDFOMOFKEL MR 47> a Vi OoOWTHHPLET,
FACL/Connect sort ] EBIREH X, 77 XY X oY — FERZERLET.,. ZHUIULTOXR
A 7DV — M EITVWET,
« AT ar A EFEIRLEGEE. ID(Z772AHIHY R bOL—Y —F7=E TN =) 12k B Y — " PEHE
TENFET,
« IV ar 2 BBEIRL LA, (BRI 22— —IDICXE Y — MEfTEINE T,
« IV ay IEBBIRLUEEEIZ. 727 - L~UL (Alter-None) % 7= 13355 4ERR (Join-Use) DFEJIET D
V— ST EINE T,

INBEDY—F AT arEEHTEZE. ACL EEHID AT ¥ UEZITRD, MEBENGRERE L MH
TEL2 X5k ET,

#EIRIHE TShow OS specific options | ZfifH3 22, z/0S & z/VM DEFEA T a vy 2 b Ex 52k
MTEET, HHAWVIE, MARX T2 T22, IXRTOA T a2 RRTEET,

FAdd summary to RA displays for multiple complexes | 47> a3 > % #E RS2, 7> 2> TRA.U,
'RA.GJ. 'RA.DJ, BLU RA.R] DERRAIXNICEN I a v 1LoBMENET, SLFEES R
TFLRERT 256, COBEHNBRICIE T 7 7 A VOMHESNIERINE T, TOREIXISPF Fur >
ANHREENERA, TOF T a YiFTFT 74V TEMNTT,

FAdd connect date and owner to RA.U connect group section| # 7> a 2 il LT, RA.UHt /L
—7 -k rTa VITHHH BT ZEBINL X9,

FAdd user/group info to view | X5 X — X —1Z, ACL D —H¥ —¥ 7L —7 (ko n— 7% &) DIFH
ERRTADEIDLEIBELET, COXREXHEHT S 2. BRI FTREINET, 7=/ L. zSecure
Admin ¥ zSecure Audit for RACF 2MEH S 2 {RAER + L — I KRIBICEENINS 2 =8, R TSO FEED K
XD ET,

CDNRIRA=Z—DFERT 4 — VNI [ EANTEERA v FBFVEIRESN, 77002 AT
AA Y FHRATITHRESNE T,

EX=ILHEADSMTP AT 3>
SMTP 4+ 7> a VR IEELTLR—FEEX—LTREETIIE. UTOHA R4 o TLEX W,
A $3x (T b Ty ) REFADF T ay NDIE. SMTPA S arpaERENET, Send
ase-mail] AL - X7 a v FE TR %L DM (E-mail repoxrt) 727 arv -avwr K%
FHLTLE—FZ2EX—ILTEETLIHEE.SMTP A 7> a VEIRETAXNELRD D T3, ELVIRE
WOWTIE, YRAT L - Ry Ix—=1BuEbE &0,

58 AX— 7w T - HAF



Menu Options Info Commands Setup

zSecure Suite - Setup - Output

Command ===>

Specify space allocation parameters for:

CKRCMD _  REPORT _  SYSPRINT

Print options SMTP options

Destination . . . SMTP node . . . . __
Sysout class . . _ SMTP sysout . . . _

Writer id . . . . _________ SMTP writer . . . ________
Copies . . . . . L SMTP atsign . . . _
Character set . . ____

FCB . . . . . . . e

Forms . . . . . .

Output descriptor
Forms overlay . .

62. HHEEEEY T v TT BRI

59 R—YDE 62 1275ty b7y FHIIERALTIE,. [SMTP node] 74 —L i, HEUFED DD E
X =DV —T 4 7 LT a T AN TS RT A (JES) BIEELE T, SMTPH—n"—2m—H )L -
SATLATEITENTWEEEIZ., ZO74— NV EF%2 770 7DFFIT 50, £k local LIEETE
9,

SMTP sysout 7 4 —/)L Ri&, E X —)L D SMTP H JULECER X2 JESH 17 R RHEEL 3,

[SMTP writer] 7 4+ —/L FiZiZ. EX—/LD SYSOUT 7—& - v M ZEIRT 32 SMTP THHT 24
AIZEELE T, AEEEHL 07T LD0HRNE. SMTP £721X CSSMTP 7 KL A « AR—ZADHH{ &
BT TY, @HE. ZOHRINL SMTP £ 721X CSSMTP T3,

FSMTP atsign] 74— /L FiZ. EX—L + 7 RLAD KX A Y ORE D BRTDICSMTP 2@ Db b
WKHHAT27 74 bDa—F - R=Y 1047 5D XF (16 HEE X'7C) ZIELE T, TDRTRX—X
—1&, SMTP #— —F721% CSSMTP #—N—®D ATSIGN 7> a > ¥ =L TV A2 RERH D 7,

HAHY —Z LTEX—LZ2HEHTIHEE. CRODSMIP A 7Y a v B ERTIDELDHD FT,

A Y FOETHIE
THEE) 2L Ty b7y 7 RO T ay &) IFEETT,
H THEZE) SRRV DOWTE LI, 35—V TRACF a~< Y FOAR TR #BHBL T X0V,

BHID 2 DDRF X —&—I3 zSecure Admin IZEHA SN, SEIFRTRT7 7 A VB FRT I, 172
<> F (D HIFR) R C(a—%/3EH) ) £ 74— F Overtype ZZH L 3, chooffa~vy
Fd 56, RACF 2=y RBERSINE T, a~y FORTy FeFET2Hllls 21213, MR A TH
BREZERLES, 707 74 VDENT / & AJIL. Enter 2# 5 & fHA[RER a~ Y AR RINE
bﬁ_o

59 R—I D% 612, Actiononcommand] *+ 7> a Y OREMEL HHZRLET,

# 6. TAction on commandl # 7> 3 > DFEREE L 1A

Action on command ErL]

1. Queue RACFZEHa~< Y K (fra~y F&2MHT 2 HEIWICAERK I a~< >
F)iX. CKRCMD 7 7 A MIZEZIAENF T,

2. Execute HEINAERR X 72 RACF a~ > FiX, HEiB#&. RACF TEBHIZETEh
£3,

3. Not allowed TaT7 7 AV HI LT TEEF fTa~<>y R ECRDAY) 2FEITTE
FHA FBITENAfTa~wy FIFIRTIEGFINE T,

BEE T —XEEHT 20Dy 7y THEE 59



# 6. TActiononcommandl # 73> DEREME C FHE (i =)

Action on command

]

(for option 1 only)

Execute display commands

DX T a ik, TActiononcommand) 74—/ KA 7> a > 1
(Queue)] ZIEETZHLBICOAEINTT,

DX T arEIEET % . [Action on command] 75 [Queue] IZ7%
EINTVWEEETSH, LISTUSER, PING, TRACERTE, RLIST 2 X D
Y2 b - axy RIRETEINRET, 2OF TP aid, 7l 7412k
STYVAF raxyFe LTERIN-a~y RiCOABEHEINE T,

2—H—HETavy NEZHEZZZEMLEGEEH I EE

Ao BllZI1E. FORALL TlX. LISTUSER ¥ ANI LA TH IRTOME
Moo~y F@EEDavwy Fe LTHbE T,

confirmation 37 €%, zSecure Admin IZ X D AKX N5 RACF a~ Y FOMMEEZRLET, 60 R—TD
£ 712, lconfirmation] * 7> a > OHREMEe HHAZRL ET,

3 7. confirmation DX EE ¥ FiEA

Confirmation

GrL)]

1. None RACFZHEa~ Y FIZTRTHERL TR 8 A, 'None ZiFEIRT 2
YRGET Y RMERARNICR D £ 5, DA T a vid zSecure
Admin DFFEZHEL TV AIGEICOAFHL TLZ X0,

2. Deletes Hlkga~y FOAERIERTI2HERHD T3,

3. Passwords

FtAELD AJHEZR RACF 2T — RWEENTWB a~vy RIZERINE
Yh, ZOMD A<y FEITXNTHERTLI2LEND D 3,

4. All I—HF 13T RTOLHa~v Y FERHERTINERD D 9,
5. Add IRTCOavy F2HERTIHELD D £, . RAU. RAG,

RA.D. BLXURAR DA T 3 Add new profile] <> FDHFATH
[FRET T

B Y b FREDORRE SRR . BERBMERI R VIREETIX, Z 2Tt 288E% i L T RACF 77— %
R—RABZEEFTHILIETEERTA, ZOMERD—HIIX 7NV —7 SPECIAL T. Z®HMIXRACF Fr 7 »

ANDEETT,

fCommand Routing] 47> a > ick b, EfEhiza~y FOUEGENRELE T, 60 R—J DK
812, fffREE/ Command Routing] DA 7> a Y ERLET,

% 8. TCommand Routing) DFREME Y 5iFE

Command routing

1

1. Ask

Ask iIm KT Y T h L RLTT, IRTOaAvY FERIFavw K-
77 ANT, —HF =1L Ta<ey R - b—F4 Y ZIEFHROASZEK
H»E:7aY T IPHINET, ZOFREF, B—HL c TRTLIIXFL
TEREhEa~v Y R, BEUOZOMDI AT LDIDTH 2L 53h >
TWBT—&R - V=AM bEMRINSa~y FICEHZNE T,

60 AX—+7w T «HATF




% 8. TCommand Routing] DEXTEE & FHRE (i )
Command routing G|

2. Normal Noxrmal lZ. a~ > F - L—T4 7 DF 7Lk - Ty 7 k- LRV
T3, WEEHRa~>Y Fe, BiiFa—ANLNEZ N LY - a<v Y R
DEHD, a~vY R N—T4 7 < F T arDANERKDZ o
70}‘%&33_03%1?5*1/&?0 nu7D~/7]‘Z:17./}‘ Fa—AYV
ZE, =P —DFREWCHE SV TETEINE T, RACF 7—& + Y —2ZM
2=« YRATLAIZHEHAEINSGGAE, av Y Rlda—hL - X T 4
WL —T4 73 NET, 2—H—F, a—hl - FT—& - YV —2IH
LTYUE—1b + 7> a >~ RRSFNODE, ZSECNODE. JESNODE OW3 i
PEEETEEYT, B—HLLHNDOTF—% - V—2ATlE. ZTHH6DYE
— MEGRIIEAINE S, v—d - SRXTLAENRE L TWRVWaY
¥R, BRIBMICEDSWTROWT LD AT LN —T 4 VTS
NEI,

1. 20787 7 A NMIEHEINS RACEF 7F—& « V—RIZHEESI TV
% ZSECNODE % 7-1% ZSECSYS,

2.2070 7 7 A M X S RACF F—& « vV —XICBEERMT S
TW5% RRSFNODE / — K, ZDa~>y FIZFATF—v— 2L,
R —H — & —4 v b RRSFNODE O 2 —H — ID IR HEA T Hh
TVWAEARZFOEEL—3— ID, ZALNDOBERZERT—Y —
IDEZHEELET,

3.RACF 77— & « YV —2IZHEEXINTWA NIE / — K

FEDN—T 4 27 « ADZALDEIRINTED, ZOXH =X LN
LT AEE. MDONL—F 4 V7 « AH=ZRXLIZHEIIC 7 + —oNy
7 LER A

3. Local only ZOATTaveEERT L, ANY —RIZEFRERL, avr e —
AN s DATRZN—T 4 VT EINET, B—H)L - AT LD RRSF
HEjla< Y NEREO—HTH 255, RRSFAHIZ X > TZDa~v >y K
flid RRSF / — RIZV—T 4 Y7 ENB e ET,

241D [Command generation] 22 > a T Overtype fields in panels ] 47> a Y2 5EL T
zSecure Admin ZFEITLTWAIEAIE., 707 7 A NVNDRRAFICEZL DI 4 — LV REAEBETEE T,
zSecure Admin 3B X Uf zSecure Audit for RACF Tld, ZHEHNAEIIHFEDONWT, ZHITHE/ RACF a <Y KA
HEIMNCAEREINE T, ZhoDZLHEa~<y Fizld, #gidho Action on command] ¥ [Confirmation)
‘E%ﬁméﬂi?o74—wF%W%T%5% . mOEHELRI-VFL VT4 —KBED 1 OTT,
DEFEHAREIC L D, BIFDO RACF 707 7 A VOMIDLBEEERGICFITTEET,

zSecure Admin 3 X ¥ zSecure Audit for RACF DI RTDE Y F 7w 7 « X5 X —&—|T. A ISPF 71
T3 AN F—& - ky MREEINET, LEDBST, £y b7y 7 - RFIX—R—DRENFIZL—
P—IZXkoTRRZDET, BHDO2—%— 1D i L T zSecure Admin 3 X U zSecure Audit for RACF
W7 7R TEHE, 22— —IDTLICEy b7 T« RIRXA—ZX—DBERZZ23HH FT,

EDEES & UHREE
CDRRIICOVT
ZOPICIE, BECHIIL 7 RALUBHER (/1 L. LESHAEL MALF 7> = > % (I L2 2H S 2 773k
EHIAILE T

INSDF Ty a v EBIHEHRT AR UToRTy F72ETLE T,

ELEF—REPEHTALDDOEY F 7 v FHEBE 61



Fla

LA R =2 —IZBEILE T, (WEWIGCTPR3 ZH L %£9,)

2. A4 YR =a—056A S>3 RAJ (RACF BEH) Z#INL £,

3. x> ay Uy (—¥—) TR 7,

4. 2—F—ID DEEANLET, RO T 7 7 A VN EERTBGEEIZTFT 24N b « Z0—F OfE (i
SYS1) Z AL E T,

TR WTWBE 74 — L FTIRlEEZ FEXTEE T, HlZIE 7R 774001 DIXDOWVWTIRAY —
KA VR —>OULEEHET 5121, TPwWInt] FNCH LWERZ AL 3,

Y b TR WT WS 74 —L KR WEEIZ, a~ > FITIZ SET ¥ ASJ LT Enter 2L £3,
"Overtype fields in panels| * 7> 3 V2NEIRINTVWE I8 (ZDA T2 a YDREIZ /| BATTEINT
WbZt) RERLET,

CDHIETT 4 = FIZ MBI FRREINZVWEEIX. ROFIETITVWE T,

a.'Command] 74—/ RIZSETUP 2 AZIL., Tty F 7y 7| NIVCBEILET,

b.lTtw b7y 7| RINADAN—05 [FFTar) Zi8INLET, Enter 2 LT M RE) 238IRL
7,

c. N\—2m5 [Colors; #3EIR L. 2.CUA attributes; #3EIRL £7,

d. TXRTDAS 7 4 = FATT, THighlight) D% USCORE ICZEE L %3,

e MEEPHRBITLETS,
ZFNTHELTTRDBERINLVEGESIX, IERT—& « A MY —L4 - FR— FDPRWVIERX A 7% #
FALTWS (FR3WAXA T2 ZIa L —FLTWA)AJEEEDLD D 9,

5. Enter 2L £ 3,

zSecure Admin IZk h, ZYUZI—HF—DRATV— K « f VX =)V EEET S-D0D#Y7 RACF 2~

YV ERPEREIN., EITTAENCIDa~xy REMIEST 20 S ra3hd 7uy 7 FAHEINET,

EHEISPF 77 v 7Y ay « ¥—2MHHLTERICAZa— L L., SFMIERE2HEIRT 21213 S GEIR) 17

avw Y FEFEITLTLIEX W,

6.PF3 Z# L TRACF o~ FZIETT 3 (ETLRWV) 2. F7/1F Enter ## LT RACF a~ >~ FEFE[T

HAFEL 3,

a<y FEETRIET 3855, zSecure Admin for RACF Tl&. TSO a~< > F{TTa~Y FZ AT 31

GrEfICa~y FOETRIEINE T, RACFIZEha~y FaZIFARSNE=DI1E, wyaiE

B (5l 21X, SPECIAL % 7213 EHE) DIMF S5 XN TWVWAMERD D F3, BURHEREIMIEI N TVWERWN

BE. RACFERITI — + Xvb—IUpIRINET,

TRT 7 ANDA VA=) FT—&X 74— L FOEZ FEETEET, ZAUCED, ZELZWVWY

FOAREETEET, DAV, MI (2 —F— IDEREMH) fTa~> F2FETLT. 74— P2k

PRETAZIEHTEET, Tl A VAP« T—XRHNDI—HF—ER 74—V EF2fFEETLZL

HTEET,

—RHNEE2XIBDITIAT VR

a7 7 ANEFRRLTWEEGE, Ta<v Y FERITTEZ T, 7a~ Y REFETTI1TE. FREINT
W30 77 4 NMTOEHEFEAEIC 1 DD FEHR A LT Enter Z# L %3,

Rb LSS BKREZ ITITRL £95

C

a¥—
D

HIlFR

UZ b

62 AX—+T7w T - HAF



s
IR

Ta<y FEFITT 2 . zSecure Admin B X T zSecure Audit for RACF 12 &k D . DB HEREAX /TS 258
Y72 RACF a~ Y FORER XN E T, — KV TFiEL LTIE, Copyfra~vr FE#HL T n 7 >4 L%
BERLE T, 20Kk, Fil7Tu 77 A NVANTEE TS 74— L RDEEZ EEELE T,

L7a~<Y Fidk. LOFETNRIa 774 10D 1L RRACE F—&XRX—ZAHNT, RACFODUYRX - avwy %
ETLET, Zoa<wy FFEME R THHEHTEE9,

FiLiTa<y R2FETTEL. FIZTLIRRACF F—ZR—ZAhHMEINT T,

707 7 A NMMEEFRCHERAARERITa~ Y FOV R M2RRT I, [/{Ta~vy FEANLET,
RA.UREBETIX. 77V —2a v fTa~<wy FEIRTERTIZIIEIAIZa—1LE Y (PF8) T2 0EMNH
D %3,

BEE T —XEEHT 270Dty M7y THEE 63
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63 LER— FOERE X UFER

CDRRIICDOWVWT

CTDRZAZTIE, VR FP2ER L THEREZERTS-DOEANLFIELZHAL T, Zoflcid,. 8
ELl2—¥—ID OEMHHZFARNZ DDLU R— b EBERL T,

FIE

1. IBM Security zSecure Admin and Audit for RACF X f Y X =2 — 6, UTORT v 7E2EZITLET,

a) 7> a > TRAJ (RACF EH) 2 EIRL 7,

b) A 7> a >y 3(LA—-F) ZERLZT,
RDNRFINVT, HRTERL R— 2 1 OBIRTEZ T,

c) 7> a v 4 Grrl/ARNEI) ZEIRL £ 7,

2.TVAR—=1 ) R T, FBE L2V —OFREFHZRT LR — F2ERL £T,

a) 1—HY—IDEANLET, ZOHEETIE. ¥O2—F—IDEZANLTHHVZTEA,
b) (3] ZIEELFT GFrIO XA 71 THFH - (727 AR 23T EOEEMETY),

o HiEiD AT avofiE) 7y aro THRIBXTOMA,) DFiic/ 2 A1L. Enter Z4f
L&,

d) RDFIVT Enter ZH L %5,
CDORINTIE AN LN =T 7232 —F —DBRED) Y — AT 72 RAT 57200 FiEDH

2o —HhEFPRAATE X T,

7L ZOFHICIB VTR, EDF T a y bR LBV TLZE N,

IN—TFEREL—F =BV Y -2 T7 7R T 2D HEHTES, IRTOFEZFARTLFX

W,

B R2Y DiER

zSecure Admin and Audit for RACF i3, RACF 77— X 2R L T3, L R— MEEPMEARINVIIEREIN
T3, TORFE, FBEEIN2—F—IDIINTZ 7 7R 77 AMEROHFL Y A FEINF T,
65 R—I DX 6312, BIRL-27 7 RICHT 3EMERZRLE T,

BROWSE - IBMUSER.C2R1O0FE.REPORT —--------------

COMMAND

===>

LINE 0000 0.8 s CPU, RC=0

SCROLL ===> PAGE

TR EIIIKFRIRKK KA AR K KK A AA**hxkk*dx TOP OF Data wkkkkhkkdkkkhhhkkkkhhhkkkkhhkhkkkkrkx
AUTHORIZATION

US ER

Class
ACCTNUM
APPCTP
CONSOLE
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET
DATASET

Type
GENERIC
GENERIC

GLOBAL

GENERIC
GENERIC
GENERIC
GENERIC
GENERIC
GENERIC
GENERIC
GENERIC
GENERIC
GENERIC
GENERIC
GENERIC
GENERIC
GENERIC

Profile name

**

*%

SDSF

&RACUID*. %%

ANF . % . %%

ANF . SANFLOAD
AOP. % . x%

API.%.*x%

ASM. % . x%x
ASM.SASMMOD1
ASM.SASMMOD2
ASM.SASMSAM1
ASMA . % . x*%

ASMA . V1R2MO.SASMMOD1
ASMA .V1R3MO.SASMMOD1
ASMA .V1R3MO.SASMSAM1
ASMT . % . %%

ASMT . V1R2MO . SASMMOD2

63. SCOPE L7R— k

© Copyright IBM Corp. 1989, 2019

IBM DEFAULT USER

Volume Access
ALTER
READ
ALTER
ALTER
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ
READ

Via
IBM

CcCCcccccccccoccccocacaoc=scoc

65



LA— F2HERL=6. PF3 2Ty R SAAPEREINE T, BRARNIFIIRTDOLE—FIZ
SUTEREINET, 66 R—S DX 64 ZBBLTLIFE W,

Y b a—H—ID ERFIN—TEHICL s T2 —F -t 53N 7 7 L AR O A ERRT 2HR)
WL AR — F2ERT 2121E. 47> 3 >~ 2 (Direct permit or Connect (Id or Connect Group on access
list)) Z3EIR L TLZE W,

MER1 NI

ZROBEE1IIEREDFITEI N2 R, TR SRAIADPRREINE T, ZO KL OEIEICENTL X
W, ZOXINVEMFHTEE, IEXERGETHERELMER L, KiEr SO EHREREMRECEEI, B
FRIEHICIX. B DFEEE DULFRANZ zSecure Admin B X Of zSecure Audit for RACF 12 X W A& 3
RACF a~ Y RREDBHDET,

LAR—HME HBEIFEICZ77A1% EEELET, D% D, SYSPRINT. REPORT. B X CKRCMD ® X 5 7%
TZ7ANMFARED 2a—DBREPHEINZ 72NICHEZAASINE T, HIORBRESE - 1380E % BIA 5 2 |
Wy THER) S L TW fTa~Y FREH L CTEERERZMHRFELE T,

Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Results
Command ===>

The following selections are supported:

B Browse file S Default action (for each file)
E Edit file R Run commands
P Print file J Submit Job to execute commands
V View file M E-mail report

W Write file into seq. or partitioned data set

Enter a selection in front of a highlighted line below:
SYSPRINT messages

REPORT printable reports

CKRTSPRT output from the last TSO command(s)

CKRCMD queued TSO commands

CKR2PASS queued commands for IBM Security zSecure Admin
COMMANDS zSecure Admin input commands from last query
SPFLIST  printable output from PRT primary command
OPTIONS set print options

XK 64. THER1 NI

BREDT 7 ANDIENL DD T 7 A VEDPERAB TR EINE T, I, BREROEFICEIY ZhsD
T 7 ANIT = EZPERINTZBRLET, A T2581F R rLvom Effichsa~<r R
DIOEFHLT, TNHDIBDEED 7 7 A LS, FHE. R1F F17. FLEFETRETCEET,

EYRIFEAED R TIE, 2~ F{TTRESULTS Ao~y F2HEHT 2 L. B MR <%
LEEUSTEET,

DISPLAY #ERZEIRIS 2123, PRTa~>Y FEFHL £,

LE-bHADT—H1T

CDRAZICDOWVT

FHELBEWT =Xty "EAEIEETZ ., EIDVIRD G X—E—%2 AT 572D T 1> 7+ zSecure
Admin and Audit 25 HE N E 3,

FIIE

1. T#ER ) %L T, REPORT ¥ — 7V — FORIICW AN LES, 7—HA T+ FT—X kv bDF—X -
ty VEERIEETALODARFILDEE F T,

66 AX—+7w T - HATF



Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Results of last query
Command ===>

Write the zSecure Admin+Audit for RACF report file to the following dataset:
Data set name . . . . .
Member . . . . . . . . ________

Disposition . . . . . . (Append, Overwrite, or Generate)

Processing option after Write completed:
Go into Edit . . . . . N (Yes/No)

65. =X Yy hAOHBADT—H1T
2. JERTF—& « £y bERBEEDT—X -ty FOERICKRER AT —RX—FEEL X,
a) JEXRT—& « vy bTEk, avy7r e EFEEX AT WU Toverwrite| %3EIR) 32200, F3BUT
aryF Y DKL DIEN WE TAppend) Z3ER) T2 TEE T,

b) K737 —& « v FTIE, X N—% e (TOverwrite] 7213 Append)) Zi5E T 2. T/
FILFE [Generate| Z3ERL TXIAN—Z%2 750 7DFFICLE T, [Generate] Tid, &L R
— MCEBEDX N=EZDED HToNE /2D, A UN—ZEBERT20EEIHD £H A,

3.Enter ML TCF—& - tw FRIERL £3,
4. PF3 2L T IR, "V ZHETLET,

MR DEFTRIITFEIC TRER) SIADBTFELE T, 72720, TOXRNIADRHEIIRREINS DI,
SYSPRINT LIND 7 7 A MITH IR EEN TV ARG EDATT,

Y b i RICETTAEREICED, COMREF—& -y MIEEXIAET, 7—& - by F2HERFE
T EREDD BGEE. ROMBDFATRNRFEL TL 72X W,

LR —bHADKX—ILE(E

CDRARXZIZDOWVWT

(X— ) AT a iz, HIERZEY b7y 732,881 (SE.T) TSMTP MR A 7> a v 2f8E L=
BIZOAEMTT, 58— D TEX—VHHDSMIP A > ary ZBRBLTLEEI WV, SMTP L—F
42T RFTR =R —PERINTVRWVEEIEZ. EX—LDOREEERRITLAEVWTL EE W,

FIE

1. T#58 ) %)L T, REPORT ¥—7V — FORIICM & AN L F T,
68 R—I DX 66 BEHEF T,

FH6E LK— b DIENRB XUFER 67



Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - E-mail
Command ===>

Specify e-mail data
From . . . . &jobname at &system <mbox@domain>
Mail to .
cc .
BCC . . .
Reply to . .
Output format 1 1. Normal (MIME/HTML)
2. Plain text (formatting may be lost)
3. Attachment

Font size .
Subject .

Additional data (e.g. signature)

66. E X—)LIBE /NI
2.EX—NVDZEH, BXUEMD7+—~<y FREPITERLEBEL T3,
3.Enter LT, EX—LZEELE T,

68 AX—+T7w T - HATF



o T TR DOBKHE

TREE) BEEZHH T2, RACFBXUz/0S DB It F 2 VT4 — - T—X oW TE T,

Bz, Z < OHEETIE. RACF 7 —& %, T4 A7 FITEBICIFE T % 7 — & (zSecure Collect for z/0S
WKWEoTiAloN2 T —&) IR L5, £/, 1Z2 A OKBETIZ o En-MEEETIES
% RACF a~ Y RHEWICAER XA E T, chbna~vy R, HENIZETIAEEA, 2—F—
PHEREIXFHTE 2 X5 IR ENZ T T,

VDT THit ¥REZHH T 2358, FIZDASD BXURACFDZ Y —> 7w 7 « RU S —HEHE TR
KR AL VR P — A BEARBRICBEVWTIE, PRIV ZVWVHENEZITIREZZBZHDET, 7741
TWETARZ RV a—25hDXvt—IBUIE 50 ICHIBENTOVETH, THHLRLD KL TIOD
FIRZA—N—54 FF2ZdTEET, "X v -3 HEIrOEHETT., RT3 T2
HEOBEBOBRBEERZ2ZeBDHDET, /oy THEHDA YA F—LVRET, TBE OFTXNTORKREC
IDOMEINBZTARTO BEIETEINZIFNUELRSBRVWEIFELRZWTL XV, flziX, ZHEHD
A VR M= LBEN—IHOLER— FOBRNZEFXF 2V T4 — RS —LIZERLEBWVEELHD 5,
ZDEHREIDBEIECTHEH L, HERAFTRIANBRO IS IZLTLEEWN,

MRE BRENZE T T2 L. ZOMRD THER) NFVICRRENE T, W@H, RACF a< > FAEREH
HER. INH0av Y FRRICRRESNE T, HEZ Lo T REIREEDSE T EZIC SYSPRINT
HIBERRENL DB T,

SYSPRINT 7 7 A MZiE. THE ) HEREIC X 2 o drAnc it X 7= RRE I BE 5 2 BERIE R (O Fr R sk &
NEEEBIOCHECHE T 2MEBLRGARY) AEgEhEd, avr FMiica~v >y Ffind ‘verif
y' BANTBE. SYSPRINT 774D IMESSAGESVERTIFY) 7 a  IiCHEHEBHL
T3, NFLRXUIDXFTHZE—FHITL DBICAR—ZD 1 DOHRETT,

« 69 R—Y D TREMAEDHIT)

e 72 R= D THEMREDHID TDIHEIT)

REREED KT
CDRRIICDOWVT
MREIER RITT BH01C, 69— 0 [5 7% [T OMAEL THIIL TV 2 RERIEOBITE 21
LTLREE W,

MRERKREZ WD TFEITT 2HEIE. 72 R—2 0 TREKBEDO VD TDFEIT) OFIEIHE>TH > Tz
BFEINCEITL T 220,

FIE

MEHEEZ R B X EIRT 31213, ROFIETITVE T,

1. ALY RA=a—bF T ay TAU) (BT 28Rl 9,

2.8 ay V) (BE) ZBIRLET, 70R—JON 67 15T THE) BRI EET,
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Menu Options

Info Commands Setup StartPanel

zSecure Admin+Audit for RACF - Audit - Verify

Command ===>

Enter "/" to select one or more options

Permit

User permit
Connect

PADS

Group tree
Password
Protect all
On volume
Not empty
All not empty
Indicated
Program

Pgm exists
Started task
TSO all RACF
Sensitive

Find undefined users and groups and their profiles

Find and remove redundant permits to userids

Compare USER, GROUP and CONNECT profiles

Programs on conditional access list have PROGRAM profile
Loops in grouptree

Userids with trivial passwords (not from an unloaded db)
All datasets are protected by a (discr or gen) profile
Datasets defined by discrete profiles actually exist
Generic profile has matching disk or tape datasets

As above, even 'outer' generic profiles

Discrete profile exists for RACF-indicated datasets
Datasets as members in PROGRAM profile exist on disk
PROGRAM profiles cover actual load modules

Check that procedures can indeed be started, etc.

All TSO users should have RACF password and TSO segment
Sensitive datasets not protected properly

K 67 TH&El FERNRIL

FAT T 2REREEX 1 DU BBIRTE 30, —FIC3 222 2HEE 2 BN T 2 E X — R TIEH
DEXBA, BEMKIEEZEHT 2RI, 70R—YDRIBIUL 7L R—IDE 10 IR THEBED A%

MR LTI W,

& 9. M&&E) OHEE

BhE G

Permit RACF 7 7 £ Al 2 s 72 3FTAE 7 4 — LV FTRAIATE D, BUEAH

RID Y LTEBINTOAEVWITRTDID (2 —HF—F=E 70 —7) ZHE L
To LI —F1IHLTZD LS REXZ ID BERINTHEREMIIINS
Y. ZOFHI—F—1Z, ZO2—F— 1D DLHTIOFEEOHERZEBHICTA
TR L 3, Zhiud. EAREERIVCRZ[ENED D £, XHICEKRR
B IRAUE, 2V — 7 SPECIAL MERR % 7213 JOIN MR 5 X TV B $XRTD
2I—HF 1%, 77EZFHEHY X MIZZDID R CARTDOZL—TZ2ER L. =
DID DMHEREEISTETCLES 22 TT,

User Permit

77 AGHEH) A PO —F—IDBEEFNTED, ZO2—F =0, FL7Y
L ZEIEHY Z P H B LOULED L —F b HEmEIh T3 Y —X - 71
T7ANEIRTHRELET, 2—F—ID N —TOMAEDT77ERZ + LR
AP ENE T, ZFOREDLI—HF —ID D7 7t AR, $RTOHEHS
N—TDi N7 7 2R FFEDEGE, 202 —F—ID Y b —IXEH
b, HIERSRERD 5,

Connect

A—H— - R T 7 A NETN—TF - T T 7 A NDOEGEERIC—BEMERZD S =
YEMERLET,

PADS

RACF &t & 7 7t AHIHY A MICEZFNEZITARTOTS AT T L2, XMET 5
Program 70 7 7y A A23H 5 Z L MR SN E T, PADS BHUE LI LIZHEHE
IGEDDH D FITH. THRE) OXIFTIERERED ZTRILL 3,

Group tree

IN—TEBANDONL—THBHLET, ZhbDL—F%, BH. RACF EHD
Frhfbxn TR WEES, FREHREPEBICEFEINILEICRELE T,
RACF TlE. ALU 2~ Y REIZALG 2~ RIZE DL —TDBFET IS0
EMETZILT. L—70ORENIEEINE T,

Password

RACF 77— ZR—ZDITARTDIL—HF— « AT — K&, WL OrDEMER
FALTHEBELET, AV —RiZ7ra— RXAaknwz=H. Unload 7 7 4 LIZ
FLT (27— F ) e RIT 352213 TEEEA.

CKFREEZE 77— & kv M e BE Y 52 THfE HiEZ 7L X—Y DR 10T LET,

70 AX—+T7w T o HAF




R 10. CKFREEZE T—43 « v b ERNBE X § 3 iR 1EEE

BRAE

B

Protect all

WM EIZMERID RACF 70 7 7 A L THREINTVWEWVWIRTDT 4 AT « T
— Rty bEVRAMLET, ZHHADA VA =L {EAEREET RACF PROTECT
ALLBREBEDAFHIN TV AEEIE. ZOHEEZR L TATL XV, PROTECT
ALLERIE TR WIESIX. REDT—XPH T EI N BRI R T 72X W0,

On Volume

& % DfEB] RACF 7 7 » A MWL T 27T —& <k N DASD Eich s Z
PMEELET, 7—X&X -ty bOHIRKR, BCblzoTHWMERN 71 7 > 41
MRACFICHERZ Z X< H D ET,

Not empty

HWRM T a7 > AL 2RELE T, ORI, XY INANRBEIR T a7 » 4
NDY Tty FERETERIT—X kv b T T7740D% LT, BEFED
F—R ey "B T BT 7 AN X o THREEINTVEINE I PBREL E
T (ZOMBERMEHAT 2 L ZIWIFEL T XV, AN THOISREE T,
SHBROEDIRD BLCEHNRE VIR 2RET 270D T a7 7 L L2 T
HB(TRIT7ANMIT =X 2y "BRWV)GERDHH F3,)

All not empty

Z DHEREIX. TNotempty | BED X h — I E TS, EEDOTFT—%--tv b
PRETZ-DITTXRTORMH T 7 7 A ABHHINTWE Z L ZREEL

To ZOMRERHHL T, FERBI TR 7 7 A L EMHTE %3, RACFB X
KN z/OSIZiE, 7o 7 > A V& HEINICRET 2 X =X i ni-H, I
M OREICENAE R T 0 7 » A ADRZHERT 28R H D 5,

Indicated

DSCB F£/213 4 Z1 2C RACF Y v FWREZINTWVWSETRTD RACF 7—
Xy M2, ST AEMTa 7 7 A NVBHEZ L BRIFLE T,

Program

Program 7027 7 A LDAXA Y N—=L LTVRAPINTWVWEET—X -y D
FIEST DL ML L £ 7,

Pgm exists

# Program 7R 7 7 A A, TRT7 7 A MHES N BDIZ, T—X &
v FNOB—=FR - EP 2= 2P R 1OINN=LTWVWE I EMEEL £

o IAT7 IV —MTEY 22 BET 55, RACFProgram 717 7 f )L
BHEIMICER ST, TV 2 LI REINZARDET, Furoa) B
X Tl s 1) WEEICK D, 7V — 272 PADS BRIEZHERF T X £ 3,

Started task

WBEI7ay—Y % — + 5—7)L (ICHRINO3) . &KfH RACF Z.—H%—, N —7,
BIXUXSTARTED 75 A - 70774 LVDEHZRYL OEEM. BX K JES2 ¥ MSTR
WHLTERINTWVWE TR =TIy — « XUN—LOEELEHREL T,

TS0 all RACF, 3 X U Sensitive 1Z. zSecure Audit TDOAHFHAIEET T,

TSO all RACF SYS1.UADS ¥— & + v FTCRACF D2 —HF—EFFZFH L TERINATVS
Z—PF—Z PR, RACF OF[HIZ N4 XL Tr I > TE3FTOD UADS ID
PHRELET,

Sensitive Z/OSHE T — & 2y POREER—ZATAL 2+ RY T —IZEEEDETREL

T3, RENTOTERWVIGEICE, ELWIa 7> LZBMT5Z2I1ko
T, FREMEO T 7 7 AN ZBEXEZRERRET I 2ICE>T. ZORRE
BIE$ 2 RACF a~Y RAWVER XN ZE T,

] O—EBOREREIE. MMOMKEEL D B EETT, PROTECT ALL BRI THRWESIX, [Permit) F&RE
¥ Protect Al MERENRDIEEICIRDI I ENEZIONTE T,



REREEDHH TDRIT

FIE

1. BE 2L MM Z 1712/ Z AN LT Enter 2L £9,
72 =Y DX 68 TR FT CKRCMD <> F + 77> A )LD EHEINICH X £9,

File Edit Confirm Menu Utilities Compilers Test Help

EDIT IBMUSER.C2R10FE.CKRCMD Columns 00001 00072
Command ===> Scroll ===> CSR_
Press PF3, Enter R at the cursor location, press ENTER to run these commands
000001 /* CKRCMD file CKRA1CMD complex YESTERDY NJE JES2TEST generated
000002 /> Commands generated by VERIFY INDICATED */

000003 addsd 'IBMUSER.DISCRETE.DSN1' vol(TSTUS1) unit(3390) noset from(
000004 deldsd 'IBMUSER.DISCRETE.DSN1' vol(TSTUS1)

000005 addsd 'IBMUSER.DISCRETE.DSN2' vol(TSTUS1) unit(3390) noset from(
000006 deldsd 'IBMUSER.DISCRETE.DSN2' vol(TSTUS1)

kkkkkk hhkkkkkkkhkkkkkkhkkkkkkkkkkkkkx Bottom of Data wkkkkkkkkkkkkkkhhkhkkkkkkkkksk

68. 1Z3%{F = CKRCMD 7 7 -1 )L DI&EE

ZORITIE, £ VAP ABEARBICEENTVWSE 2DO0F—X - v bI RACF ikt =T, %t
32T —& -ty b 7R T 7 AN RACEF T —EXR—IZHH THA, DEIZIHU T, ISPF#
BE PF7. PF8. PF10. BXUPFUL ZFHL TR Z R 70— )L LET, ZHICEDITRTDOF—X
PHERRTEE T,
ARENza~y FEEFFL T, Verify Indicated) #EEIC X DX N FERIBIETE £,

2.PF3 23 &, TR 2D E T T,

3. T OEBEDFEZ R T 2121E. SYSPRINT 7 7 A L& EIR L £9,
72 R—Y DI 69 12T X 512, TMESSAGES VERIFY INDICATED] W HAw X =izt
a VIBNERBFRREINE T,

4 BBOARANERZO =R T 5RbDic, a~v>Y Ffficfind ‘verify' AJSL,
SYSPRINT 77 A LDRX vt — « 72 aiZd% T LET, HBEWVE. 774 LDEbYETR
Z2a— L Thb, 1R—JFREF2R—IJ A7 TBE3ZHTEET,

72 R—Y DX 69 12, MESSAGES VERIFY INDICATEtZ > a3 ofilzR_L 9,

MESSAGES VERIFY INDICATED EEND 2 Jun 2015 06:00 page 12

CKROO40 04 RACF indicator set but no discrete profile found for DEMOU1
CRXAR.DISCR.DATASET
CKROO40 04 RACF indicator set but no discrete profile found for DEMOU1
CRXART.DISCR.DATASET

69. SYSPRINT 7 7 -1 JL®D MESSAGES VERIFY INDICATE €2 < 3 > DOl

1 : SYSPRINT 7 7 £ MZiE. VERIFY X vt —J B 3 #MIEHRA ST TV T,

5. M) BIRASIVICE3121E, PF3 2 2 AL %5,

6. 8] iz / B ASILE T,

7. TEERAT X 11706 / ZHIBRL %9, zSecure Admin 3 X X zSecure Audit for RACF 2MH&REZ E1T5 2 %
T, TRENZ AN EZ 1L OFTOEREL T,

I —DHRVWTF—ZR—Z2AZHF L TWRWE D, zSecure Admin and Audit for RACF I k> TF— &
NR—ANIEN 22— — ID PR INZ e BEZONE T, B —9— ID BZEBE X h
2B LE—FERHRILTA 754V TCIDLER— RARZ N TEET, BHR2—F—1ID
PIFEL TV RIGE, ZOGTHEICIXBETE R WERLZIENEE L TWAREELHD D £ 5,

72 AX—+T7w T o HAF



B> b :RACF <Y ROAWTNDMREMEEIC X - TEM XN 55E. zSecure Admin and Audit for

RACF IZ X o TR E N B RUGENTHEYI Tld o720, ZHADREICE DY T I OFRER RS
ZRERECT-DTAAEEMESH D EF, BiIca~vy REFELTHERLTLFIWV, REIZSL T,
FATHIIZ SYSPRINT 7 7 A L TREMIEIRZMEZR L TL 72X W,



74 AX—+ 7y 7 AR



B8 IATLADHREN X 2V 74 —DEH

FITRACF AT AL « 7> ayTLR- I ERRTEZINI, UTOHA KI74 VvBIUEXRXZDFEIC
EoTLEE W,

CDRRIICDOWVWT

AU.S HEREZ i L CTHIFT SETROPTS &R EX KR TEZ T, 1 KX =2 —DAU.SF T arhb, z/0S
D—EHOREEEBIOEX 2 T4 —REEHTEE T, Hl2IX. ZoEE#EH L THRED
SETROPTS REXZF RTE X T,

Fa

AU.SHEREZ T 2121k, UTORT vy F2EITLET,

1. XA R =a—oF T ay TAU) BEE) 28R L9,
2.7 ay SR R LT MEBEHE - IR SxLrefE s,

CORINEFHLT, 12905 52FTDOLR—F « H7I3VY —ZBIRTEF 3, HOIC. 'RACF il
) (RACFIgEIT—7N) A7V —%2MaTLET,

Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Audit - Status
Command ===>

Enter / to select report categories

MVS tables MVS oriented tables (reads first part of CKFREEZE)
_ MVS extended MVS oriented tables (reads whole CKFREEZE)
/ RACF control RACF oriented tables
_  RACF user User oriented RACF tables and reports
_ RACF resource Resource oriented RACF tables and reports
Select options for reports: Audit policy
/ Select specific reports from selected categories / zSecure
_ Include audit concern overview in overall prio order _
_ Only show reports that may contain audit concerns _ C2
__ Minimum audit priority for audit concerns (1-99) _ B1

_  Show differences
Print format _  Concise (short) report
Background run

X 70. 857 - K

3. 773V — RACFHllfHl) Z& R L. NERLE=H TV —DOREDLR— b 2ER | OIC/ AN
L%$, Enter 29 L %7,
FEERYVS—Z2RETEXET, CL. C2. BLXUBLARY > —1I, KEEFBRE LT IA LYY -
Ty L THIGNTWAERICHEHRIN TWA X274 —EHETT, T4 F - B —
W, IFE ALY ORRISHEATE 2FEHAN»OERAIREREF 2V T4 — « LNILTHBEETT, KV
—TE, N L THEININREERLET,

4, ZDA VAP VFEABEDOHITRACEF AT AL - A7 arDLE— M2 AERKT3121E. LE—-F
SETROPTS ZiBIR L 3, T/ Z9RABRFT—INLBLIE T 077 A VO L R— M 2/ENT 312
!Z. RACFCLAS 2 EIRL £7,

5.Enter Zf LT, BERLAZLR—b2ERLET,

76 R—I D TLITRINIADE, LR F2BIRBIXUOERTESZ ISR DET,
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zSecure Admin+Audit for RACF Display 1 s elapsed, 0.6 s CPU

Command ===> Scroll===> CSR_
Name Summary Records Title

_ SETROPTS 1 1 RACF system, ICHSECOP, and general SETROPTS settings

_ SETROPAU 1 3 SETROPTS settings - audit concerns

_ RACFCLAS 1 168 RACF CDT, SETROPTS class info and number of profiles

*hkkkkhkkkkkkkkkkkkkkkkkkkkkkkkxk BOTTOM OF DATA *kkkkkkhkkkhkhhhkhkkkkkkkkkkkkkkk

71. BEELR— ~OBE

6. SETROPTS LK — F 2 #IRL £ 3, RIZ, Enter 23 &, 76 R—Y DX 72 127”3 SETROPTS
)\OX\/l/ZI)iEﬂ% i?o
RACF system, ICHSECOP, and general SETROPTS settings Line 1 of 67
Command ===> Scroll===> CSR_
Complex System Collect timestamp
DINO DINO 23 Mar 2005 00:07

General RACF properties Data set protection options

Access Control active Yes Prevent duplicate datasets No

Force storage below 16M No Protectall Yes/fail
Check all connects GRPLIST Yes Automatic Dataset Protect No

Check genericowner for create Yes Enhanced Generic Naming Yes
Enhanced genericowner check Yes Prefix one-level dsns ONEQUAL
NOADDCREATOR is active Yes Prevent uncataloged dsns No
Dynamic CDT active No GDG modelilling No
Application ID mapping stage 3 USER modelling No

Level of KERB processing GROUP modelling No

RACF software release level HRF7791 HRF77BO HRF77BO 0000C 219.0600006 32

RACF DB template level HRF77B0 00000219.00000032

RACF remote sharing options Default languages

RACF local node NMPIPL87 Primary Language ENU

RRSF propagate RACF commands No Secondary Language ENU

RRSF propagate applications No

RRSF propagate passwords No

RRSF honour RACLINK PWSYNC No

DASD data set protection Terminal protection

Volume level permits DASDVOL No Terminal protection active Yes
Erase-on-scratch All Undefined terminal TERMUACC  NONE
TAPE data set protection Program protection

Tape dataset check TAPEDSN No Program control WHEN(PROGRAM) Yes

Tape volume protection active Yes Program control mode Basic
Protection duration RETPD 00000

Auditing options Mandatory Access Control options

Audit SPECIAL users Yes Require SECLABEL MLACTIVE No

Audit OPERATIONS users Yes Prevent declassify MLS No

Audit USER profile changes Yes Stabilize labels MLSTABLE No

Audit GROUP profile changes Yes Label maintenance MLQUIET No

Audit SECLABELed resources No No SECLABEL tolerate COMPAT  No

Audit command violations Yes Special required SECL.CONTROL No

Audit from security level None Req. labels UNIX fs MLFSOBJ No

Real datasetnames in SMF No Req. labels IPC obj MLIPCOBJ No
Dataset logoptions Profile Name hiding active  MLNAMES No
APPLAUDIT is active No Labels by system SECLBYSYSTEM No
Identification/Authentication options Job Entry Subsystem options

Remember dates INITSTATS Yes Batch userid req BATCHALLRACF Yes
Prevent logon if unused days 255 Monitor userid req XBMALLRACF No
Revoke after password attempt _ 5 Call router exit EARLYVERIFY No

0ld passwords forbidden _32 Default uid remote NJEUSERID 22222222
Password change wait days No Default uid local UNDEFINEDU #+++++++
Password change interval 90 JOBCLASS/SUBMITTER access ctl No
Password change warning day _10 JOBCLASS/OWNER access ctl Yes
Mixed case passwords allowed No

Special passwrd chars allowed No RVARY passswords

RACF password algorithm LEGACY RVARY SWITCH password set No

Key change required day 30 RVARY STATUS password set No

MFA support available Yes

72. B2 - 4R SETROPTS L7R— b+

76 AX—+T7w T o HAF

ARE



H17D SETROPTS (=SET RACF 4+ 7> a V) DBZ DL A —MIVX XN ET, PF8ZHHLTA 7
—NAET L, AT LA EBHROEBRREBIUVORRY — NRAIZ Y OBRIET 7 7 4 772D SETROPTS
NRIRXR—=R—FRRTEET,

PE3 L TLAR— FOMEICRED 95,

.SETROPAU Z3E RT3, 77 R—Y DM 73 ITRTLR— b EE T,

ZDLFR— M, BifTD SETROPTS i ICBE L - EHICB T 2EBEEN Y R bENFE T, BH
WET A EEHIEL, BITOA YA N—LTHEID S 2EERADOKELZTRLET,

SETROPTS settings - audit concerns Line 1 of 3
Command ===> Scroll===> CSR_
8 Apr 2005 08:46

Pri Complex System Count

11 DEMO DEMO 3
Pri Parameter Value Audit concern

_ 11 RVARYSTATUSPWSET No Password to deactivate RACF still at I
10 RVARYSWITCHPWSET No Password to switch RACF database still

X 73. SETROPTS B5&EICRET 3 ZBEEIEDHE

zSecure Audit for RACF Tld. M XN /-MEOEKEZ 7 7HF L E T, s ofEE TPriy 7
4 =L RIZHDH, 05 255 T TOHEHNOEIETT, 72720, ThoD5 X2 Z7OMHEEET 3
12X, z/0S OWNERICEET 2 —E0HIFEk . AT ALK ay F xR N OHIBHETT, 77 =
DF 111, BEHICHET2ZREHOBELIBMOREDLBRATIV -2 RLET,

Fx11. BEEICEAT3EEFEOELIEMNATI) —

o 24T HHB L UOBERT I ay

40-255 &R BALREERNAIECTHSAEENNH D, BEEBEDEER
PEY LES, HIEE7 27> a UBRETT,

20-39 i BAREF2VT4—FBR. 772 a YIQETIN, BA
PR e b 5,

11-19 NYRF =YV | BHLREES, BEE. Bl BXUOEKRD 2 WIEERPIHE

ZMERR, RACF DY ZAZX—V U7 Tld, TD X5 LEEH
HDOZ L ZHIBRTE X,

1-10 Btsl MaHHZ A, FEID D L JITHRLET,
0 OK EAMEIEZD D FH A,

F7 4L b TR, BEICHET 2 EZBEIEIXELIEMN SIS koY —banEd, BEEICET S

ZEEIEOFMI., BRITI2ZERFHEHOTICS ERE/ ZANLTRRATESTY, EENEZERT S

Wik, U FoRTFy F2ETLET,

A PF3ZHUHLT, LR—TOMECEY £7,

b) LK — F RACFCLAS Z#IR L T Enter ZfH L., 78 R—Y DX 74 IZ;RT T - JRIT RACFCLAS L
RK— 2= F 5,

ZDLER— MZIE. RACF 27 R FT — I NVDONELFRREINTE T, RACFICH L TERESI N
FTRTDZFRAZDONWTDL A— FBRREINE T,

HO8HEIATLDHEERM X2V T4 —DERE 77



Line 1 of 168
RACF CDT, SETROPTS class info and number of profiles
Command ===> Scroll===> CSR_
8 Apr 2005 08:45
Complex System Classes Active Nonempty Profiles Audit concerns Priority

DEMO DEMO 168 59 58 2383 43 22

Pr Class Pos Grouping Members Protect Glbl Generic Profiles RC Oper RF
__ 22 DEVICES 115 Inactive 4 Ye
__ 20 TEMPDSN 106 Inactive 8 Ye
__ 7 DASDVOL 0 GDASDVOL Inactive 3 4 OPER Ye
__ 7 VMPOSIX 63 Inactive Discrete 16 4 Ye
__ 6 SERVER 546 Inactive Discrete 1 8 Ye
__ 6 TERMINAL 2 GTERMINL Inactive 11 4 Ye
__ 6 VMCMD 14 Inactive 1 4 OPER Ye
__ 6 VMMDISK 18 Inactive 9 4 OPER Ye
__ 5 AIMS 4 Inactive 1 4 Ye
__ 5 APPCTP 89 Inactive 2 8 Ye
__ 5 GImMs 4 TIMS Inactive 9 4 Ye
__ 5 JESINPUT 108 Inactive 2 8 Ye
__ 5 PERFGRP 125 Inactive 1 4 Ye
__ 5 ROLE 551 Inactive Discrete 16 8 Ye
__ 5 SECDATA 9 SCDMBR Inactive 2 4 Ye
__ 5 SECLABEL 117 Inactive 6 8 Ye
__ 5 SYSMVIEW 542 Inactive 8 4 Ye

5 TIMS 4 GIMS Inactive 35 4 Ye

X 74. 857 - IR RACFCLAS L7R— b

ZOLR—= T 7 7RIEEICHET 2 EEBEHOBLNEMEIEICZ S X512V — P ENET,
72720, ZoMEZ, BNOMEEDHITY —FTEZX T, sort pos A~ FEANTE 2, 2O
3 posit BEEIHE - THEY XN E T, —/7. sort class A~ FE2ANT L2, 7 5R1F7 5
ABTTNT7 7 Xy MEIZY —FENET,

EY b AT e RN, BRIGHSE K CHERREEI TR,

78 AX—+T7w T o HAF



98 )L— )L « N— 2D HEILPE A

MO F 2V 74 —D=—X1T &bHHE T zSecure Audit Compliance Testing Framework & 7 2 X< A X
T 3HERRET 2120 LTOHA R4 Lo TLZE W,

AU.R {Z. zSecure Audit Compliance Testing Framework D L—#— « f Y X —T7 =z —RXAT¥%, ZDT7L—
LT =703, FUWANTIEEEZ T <. 3 MEEDOEIHRED BB 23R LT, ot x 2V 7
4= RRATDOIKEZEHWNTESEX5ICT57DICEAINE L, BEEIIZEZTA XTI L
MTEXET,

=i« R—= 2D FHHZFEH T 2121E. RFT7A PU R « XUN—NERT 2 a THENTH LT
EDI—H—FE 7N —TRER L TV B0 ERT S, BHUIRKRYA PN « XUNR—ZFHLT
CKACUST 7 —& - v FEfE L TBLDEDRHDET, KAV PUAL « XN—DHIEDTITRL %

ER
EDIT CRMASCH.MY.CKACUST (SYSPAUDT) - 01.00 Columns 00001 00072
Command ===> Scroll ===> CSR

*hkkkk hhkkkkhhhkrkkkhhkhkkkkkhkhkrkxkkkkrkx TOp 0Ff Data xkdkkkhkkdhkdkkhhrhhkhhrkshkkkhrkkk
000001 * Systems Programmers or Systems Administrators =*

000002 SYS1

000003 SYSPROG

*hkkkkk khkkkkkkkkkkkkhkkkkkkkkikkkxkkx Bottom of Data **kkkkkkkkkkkhkkkhkkkkkkrkkkkkk

K75 X7 L TOTSY—FRIECATLEBEEDY 3 TRENITWTBZETA RIS « XN—D
¢l

CKACUSTF—& - v FMiZlE, XFXFRHIRARXIAZDAUN—HEDBEIENTEXET, I,
CLASSIFY X >N—iX, PCI-DSSHEHEIHAFT 5T —X - Ly M 2ERT 5 7-DIHH XN 5 SIMULATE
SENSITIVE RF— M XY FDY R N2 EAET,

7 7 4V M TR, B OB X% zSecure K TIEE XN T W5 CKACUST 77— & - v F23#H
T, CO.1LDEMDCKACUST F—&R - £y " EEETAI DI TEET, ZHZED, 7741 %
D CKACUST F—& - £y " MEEEEBEINZT T, BB, 7—X -ty bOEENEHIN S 20, FEED
F=N=F A REFORXIN—DAHEENT 20EDDHD £3, zSecure HRIZ CKACUST 7—& - & v b
DIV EIX. SCKRSAMP X > oN— CKAZCUST ZfHH LT, X N—0D 22 Oty b EERTEE T,
T — + Xob—IFBIET 2120, TRTDORX Y AN— + by FARETT, CKACUSTF—& - v D
VERRICOWTIE, A YA P —ABIRFFaL AUt « HA4F ] ZBRLTLEIWN,

CARLa DEFTYPES I, ZDHRTZA FUR R « XA UN—1ZMT 32— —ID NV —T2I5ET 3
CKACUST X N —IZRE XN/ ID 2R T2 -DICHEHINE T,

X, HE L, HpfERINELEL—L - £y FTF, HELIALERED-HIC zSecure Audit 12
ERINTVWBEAREZ, BE, XDBLNMEEDO—IICR o TWET, Z DRV 2K, EILEMRE
HEMETERWHBL— LS EEhT0E T,

PEHEIX, CARLa A7 — h X b STANDARD ZffH L TEEL E3T, ¥4 b - L—LZBMT 35513,
CARLa a~ ¥ FEEDEHELRABMAMVETT, [HLxDL—L - &y b (THbBAEIELE L — ) LERR) D
SCKRCARL 74 77V —IZH 2l 24 DX =121, HAAADEERENHEIRTVWE ST, ZhbHD
X UN=12F. UTFTom&RAnd D £9,

« CKAG* X >»N—|Z RACF STIG L—/LT%,

« RACFIL—ILIZEDZZ N TELT A MMTED CKAItt* X > N—, T ZT. ttinewlist X4 7D 2 X
TFOERBIETT,

e C2AG* X N—{X ACF2 STIG L — /LT3,

« CKTG* X >>N—IZ Top Secret STIG L —/L T3,

« C2RG* X ¥ N—| ESM 7D STIG L —L T,

« ESMHNL—NIZEDB I ENTEDTAMTED C2RIt* X 2 N—, ZZ T, ttinewlist X4 7D 2
NFDEMEETT,
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CKAO* X »N—{% GSD331 L —J/LTT,

o CKAP* X >>N—{Z RACF PCI-DSS V—/LTF,

« C2AP* X »oN—{% ACF2 PCI-DSS L — )L T9,

C2RZ* X > »\—|% ESM 370> ZSECURE_EXTRA L—L T ¥,
CKAZ* X >oN—|Z RACF ZSECURE_EXTRA L —JLTF,
C2AZ* X »oN—|% ACF2 ZSECURE_EXTRA L —/)LT9,

o CKTZ* X »>N—{d Top Secret ZSECURE_EXTRA /L — /LT3,

AUR-#HMEX =2 —DA T3>

=i« R—=ZDHEIMHER L R— b 2ERT 2120, UTOHAL FIA4 vBEXUOERRAZDOFIEICHE > T
&N,

CDRRZICDOWVT

TAUR) A7 a v FHT 2 . BEOEEBICOWTHIICHRETEE S, KRS AT2 0T 3
BE. TSO 2 —HF — ID ICEHARER X E Y —DE (REGION v > a ¥y « X5 X—& )12k > T, WfiH
HOENHIREINLZZenHD FT,

FIE
L ALY R=2—D [FFTar | T2 AU.R(EH - L—L « R— ZDHEJUEFT) ¥ A1 L. Enter %4
LEJ,
DTOBRBEDEINED X = 2 =R REINE T,
Menu Options Info Commands Setup Startpanel
2zSecure Suite - Audit - Compliance
Option
===>
© Configure Configuration and site assertions
E Evaluate Run standard evaluation
H History log Assertion, override, and configuration logs
S Subsets Rule subsets
T Test rule Single rule evaluation and configuration

X 76 BEBEOZEMMED X = 2 —
2. AP ay  fTRAIXFOA T aryi AN L, UTOWThhDOX =2 —THEZERL T,
Configure
CKACUST X N — DK, BBV Y —RADEFR, YAT L+ T —XEQLEL LR WEREL—L D
FH—FEIT52E. CEANLET, 81 =D FTAU.R.C- KR #BBLTL X0,
Evaluate
1 OLL EOEEEFH D FEIT. BXOENMOERDO 7 — M ERB3IEELZE {7 EL AL
T3, 87—V D TAU.R.E - §Hifiy ZSHL TL 720,
HBHWVE, DITOWT N DIRRER Z3# R L %3,
History log

TH—Tay, BELH, FREIEEYY 2085 - 77 4 LTHREZ{THI1CE HEASLE
KRS

Subsets
REDNL—L, STIGHTIY —, FHFL—L kv FOEREFTHZITIIE. SEANLE
KRS

Test rule
FEEDNL—)L « X N—0REK. FHfi, 777X, F£R, FREREEEZTOIICE. TEANLET,

80 AX—+7w T« HAF



AU.R.C - 85X

F 7> ay AURCZHEHT 2L, 4 YA M IVIREEHAOMBIEHZ ER L. AT L - T—RITKIFL
W7 —aryEEFTEET, HlZIE. STIG L—/L AAMV0014 Tlt. 0S V7 + 7 = 7 OHIEE 721
Ty T —FDEDDIERZ~YA 7L — a VEHEDBEET AL ERH D 9,

AURDRXA Y R =a—DFA T afTICCEASILTEnter M LET, 81 R—IDKT7 X =a—»

KRINF T,
Menu Options Info Commands Setup
2zSecure Suite - Audit - Configure
Command ===>

Specify evaluation standards to configure:
STIG _ PCI-DSS
GSD _  zSecure extra

Specify members for other evaluation standards to configure:

Specify configuration options:
Standard definition and configuration

_ Assertable tests only

Configuration of resource names for domain sensitivities
Configuration of user and group IDs in domain whitelist members
Configuration of extra CARLa for domains

77. TAudit Compliance Configuration] X = 1—

UTDRTy T2FTLET,

1. MRS 2 REAMIZENE (1 DO F 721388 &I L £ 37, [Specify members for other evaluation standards
to configure] AJJ7 4 — L FZ2 AL T, MOFHHEEAREL Z X ON—DEIRE X CEBMBTE X3,
COERBLIUOR Y N— - 74 —LFIX, AURE b HHEH, Ly > a VRITHREINE T,

2. N RZERL £9,

Standard definition BRI T 2T RXRTOT A M2 ERRLET, [Assertable tests
and configuration only) ZiERT 2L, TR M2, ESNT— X2 AR % BEIHIZHH]
TERVWTRAMNDARZIRETEE T, DA T a2 »DHEIE STANDARD
LR—FDEREINET, LUFOLARMIR— LA VT BDICERT +
—<v FEFEHATZ N TEXT,

« Standard: B D, L—L - kv b, TR BXUET7Y— MATEE
2T A M

- Rulesetlevel: L —L « £y P 2D, TRAMNEB I 7Y — FAJEER T
2

« Rulelevel: L — L2 D, TAMEB LU 7Y — Fa[RER T A M

s Testlevel: 77X b, BEULZEDFTX B 7H— FEJEED E S B>

. Detail level: 72 M EMEB XS ZDT R M2 EL X N —

Test level B L X Detail level DB EF TA M2 T7H— 1+ T332y TEFE
R

Configuration of MR ATRER IR 2 TR TERRLE T, ZDF 7> a »DEEIE CONFIGS
resource names for LAR— FDERINET,
domain sensitivities

Configuration of user | AIAE/R CKACUST A7 A U R b + XUN=ZINRNTHERLET, ZOD
and group IDs in F 7T a v DEEIX CONFIGW LR — b MER I E T,

domain whitelist
members

B9 E L—)L - R— ZDUEHUEE 81



Configuration of extra | RV A F U R b + XV N—TRWD CKACUST HH X >N —% TR THRR
CARLa for domains LET, ZOFTYa rDEEIE CONFIGX LR — bAVER I E T,

RIEDWIR X A T2 BN L2 r o 7581 TRTOMME A THHEHSNE T,

TH—arvERITTE, FREEEY) YRR T 5121, SEATSAVEA 7> a 2 FHLT
ASSERTION 7—X& v N 2E|DIRZXELH D £, CKACUST X U N—% LT 2121k, CO.1 7213
SE.8 TCKACUSTF—Z& kv b2ty b7y 7 T30 ERDD T,

il 21X, T'Specify evaluation standards | T STIG % E{R L 7225, MOWRA 7> a v % —UHEE L Ko
725 E1E. UTOLR— bAERINE T,

2zSecure Suite Display Selection Line 1 of 4
Command ===> Scroll===> CSR
Name Summary Records Title
STANDARD 3 4739 Standard definition and configuration
CONFIGS 77 1330 Configuration of resource names for domain sensitivi
CONFIGW 65 1397 Configuration of user and group IDs in domain whitel
CONFIGX 2 1531 Configuration of extra CARLa for domains

Fhkkkkkkkhkkkkkkkkkkkkkkkkkxkkxk* Bottom of Data **xkkkkkkkkkkkkkkkhkkhkhkkkhkkkhkkkkk

X 78. DT TER/NRIL

ULTFDOULR—-bMDORREHEIRTEET,

« 82 *— D TFSTANDARD: Standard definition and configurationg L &R— MiZik, #¥EHEL—L - £
b =L, BEUETAMETRPRRINET, 7R - LNLTE, RXA VY 2EO7H—>arvk
HRcxx3,

. 85 R—Y D FCONFIGS: Configuration of resource names for domain sensitivities] L R— 2l #
BRATRE LMD TR TRREINE T, ZOLVR—- 2T 2. EDOX T2 20D D 553,
zSecure IZX 2 HEIWRZ N TERVT—X -ty b ERRZY Y —RAEHBRTEE T,

« 85 R—Y D FCONFIGW: Configuration of resource names for domain sensitivities] L RK— M2l &
U2 —3—1ID 272137V —7" 1D ZH DAL E D D %5 CKACUST RV A B U R b+ X U N=PFART
FRENFET,

. 86 *—Y® TCONFIGX: Configuration of extra CARLa for domains] L 7R— biZid. ¥4 + [EH D CARLa
a— REEA, EIEL—NMICX > TED SN S CKACUST X UN—BFTRTRREINE T,

STANDARD: Standard definition and configuration

T OREEL R — M, IS ICIT O S REICE T 2 M EIRM L X T, 51T, 81—V DK 77
@ TAssertable testsonly | 47> a2 %2 B RS2, FEH7 V- a VHRRBRER TR TOREINET X bD
UZXMPRREINET, TOLER=FTITONET7H—>alid, IRTDIVRATLDTA M2 7% —
LET, COEELRNVDT7Y—2a Vi3, YRATABERDT - A&z Tay —Yy— - 7H—1 %
FIZHRELTVET,

82 X—Y D[ 78 T STANDARD Z#ERT 5 &, KD NNINUHRRREINET,

Standard definition and configuration
Command ===> Scroll===> CSR
9 Aug 2018 07:08

Standarxd Sets Tests Assrt Version
_ RACF_STIG 388 3784 199 6.41

K| 79. 18R DIZZEEEIR /N )L
O, BIRE N ERETEl D12, EEL—L - 2y ML TR ML BXO T Y — MAEE

BT A MR ESITEHEFHIiDON— a U PRFRRENE T, standard ZiBIRT 2 L. RO NNKIUDBFRRE
NEJ,

82 RX—Vt+7v 7« HAFR



Line 1 of 384
Standard definition and configuration
Command ===> Scroll===> CSR
9 Aug 2018 06:49

Standard Sets Tests Assrt Version
RACF_STIG 388 3784 199 6.41
Rule set Rules Tests Assrt MembSet Caption
_  AAMV0O10 1 1 1 C2RGMO1O Change Management Process
_  AAMVOO12 2 2 2 C2RGMO12 Supported system software
_  AAMVOO14 1 1 1 C2RGMO14 Upgrade 0S plan
_ AAMVOO18 1 1 1 C2RGMO18 Software Patches
_ AAMV0EO30 1 1 C2RGMO30 LNKAUTH=APFTAB
_  AAMV0OO40 1 1 C2RGMO40 APF libraries exist
_  AAMV0OO50 1 1 C2RGMO50 APF libraries unique
_ AAMV0EO60 1 2 2 C2RGMO60O Review AC=1 modules
_  AAMV0O160 1 1 C2RGM160 PPT programs exist
_  AAMV0325 1 1 1 C2RGM325 Accessible LPA
_ AAMVE350 1 1 1 C2RGM350 Accessible LINKLIST
_ AAMV0O370 3 6 2 C2RGM370 SMF data collection
_  AAMV0O380 3 5 C2RGM380 SMF record (sub)types
AAMV0400 1 1 1 C2RGM400 Collect and retain SMF

80. R DIL—IL - v MFEIRNFIL

ZONRINMITIE, BIRZNEED —ETH 2HADNL—L « £y FDIFH, L—IL kY T 2D, )L
B TAM, BEXUET7H— MARERT A VDT REINE T, ZOFIUFE BT, b—L -k
v &2 &L CARLA X U N—BXUNL—IL -ty FOREHRRINET, L—IiL -ty FEERTS L,
RDONRINDPFERENF T,

Standard definition and configuration
Command ===> Scroll===> CSR
9 Aug 2018 07:08

Standarxd Sets Tests Assrt Version
RACF_STIG 388 3784 199 6.41
Rule set Rules Tests Assrt MembSet Caption
AAMVO0O10 1 1 1 C2RGMO1O Change Management Process
Rule Tests Assrt MembDom Caption
_ AAMV0OO10 1 1 C2RGC340 (CMP) Change Management P

"""""""""""""""" Bottom of Data xkkkkkkkkkhkkhhkkhhkhhkdhhkkhrkkrk

81. R DIL—ILFER/N I

T DRFMZIE, BIRE N —L - &y FO—ETHBHADL—, TA M BXE7Y— MARE
BTFANEDERREINE T, TORFIUIIZ BT, L—ILT2IZ, L—L% &3 CARLA X =B LU
N—IDREHFRREINET, V—LEERTEE, RORPIUDPERREINET,

Line 1 of 1
Standard definition and configuration
Command ===> Scroll===> CSR
9 Aug 2018 07:08

Standarxd Sets Tests Assrt Version
RACF_STIG 388 3784 199 6.41
Rule set Rules Tests Assrt MembSet Caption
AAMVO0O10 1 1 1 C2RGMO1O Change Management Process
Rule Tests Assrt MembDom Caption
AAMVOO10 1 1 C2RGC340 (CMP) Change Management P
Test name Assrt MembTest Test description
_ CMP_Assert Assrt C2RGMO10 Assert Change Management Proces

""""""""""""""""""" Bottom of Data skkkskskskkhkskskskkhhkskskkhhkkkkkhhk

X 82. B DT X MEIR/N L

TORFNME, BIRENZL—LD—ETHEHADT A NDRERRENET, TAMBTH— bAlRED
I, ZDOIL—NEET CARLa X U N—, BXUL—ILOREIRREINET,
TR ERERTZL, 84R—TJDX 83 BERINET,

TR 7Y — FATRERGEZ. ZOTAMDRNCA(ZH— ) ZASLTEnter 2352 2T, FXA
VERTTAIETY—FTEET, ZOGHE. 84XR—YDX 85 FRRINET,

B9 E L—)L - R— XD UEHLEEAT 83



Line 1 of 47
Standard definition and configurationCMP_Assert
Command ===> Scroll===> CSR
AAMV0O0O10 Change Management Process 6 Aug 2019 07:08

Rule set description

A Change Management Process (CMP) must be utilized on the system.

Rule description

The entries contained in the SMP/E CSI data sets must reflect the operating
system software environment.

Test description

Assert that the entries contained in the SMP/E CSI data sets reflect the
operating system software environment.

Test definition

Test name CMP_Assert
Test lookup base field name

Test field name

Relational operator

Compliance comparison value assertion
Test type n/a, (non-)compliant assert

Full domain assertion
Full domain asserted as

83. AU.R.C - LD T X NEEM/ NI

ZDONRINVZIE, TRTOTA FOFHMBRFRENE T, TR MR 7HY— FAJREREGE L. TFull domain
assertedas] 74 — /L FDFIZA(TY— 1) ZASLTEnter 252N TEET, ZDHE, 84
—Y DX 85 MERREINFET,

FHHR—Y DO TENICA 71— % . [Rule set CARLa member . 'Domain defined CARLa member .
B L) Test defined in CARLa member] OF 74— L RhBdHhH ., ZhoZBRN T3,

Line 37 of 45
Standard definition and configurationCMP_Assert

Command ===> Scroll===> CSR
AAMV0O0O10 Change Management Process 9 Aug 2018 07:08

Standaxd name RACF_STIG

Version of standazrd 6.41

Test origin
_ Rule set CARLa member C2RGMO10
_ Domain defined CARLa member C2RGC340
_ Test defined in CARLa member C2RGMO10
"""""""""""""""" Bottom of Data xkkkkkkkkkhkkhhkkhhkkhhhhkhhrkkrk

X 84. DT R MEFM/NRIL (FEB)

CARLa X U N—%2 759 XT3 BEANL. RTIBWZWEVEANLETD,
UFDR2ME, FXA V2RO 7Y —2 a VOBEICERREINET,

|
|
New assertion state
1. Compliant |
2. Non-compliant
3. Retract prior assertion
On whose authorlty .
Reason . .. .. |
Valid unt11 e e (YYYY-MM-DD, optional)
|
|

B 85. RXAV2EDTH— 3> DE/NTRIL

84 ARX—F7v T« HAN



CDORINTIE. FXAL VB BIZIETRTOEEIATLEITXRTDIYRATL) TTA N7 —+T
ERE

A7 ar 1. Compliant) 1, ¥ LTF7A 27— FLET, A 7> 2> 2. Non-compliant
W, JEEHLY LTT A M7 — L% T, 47> 3> 3. Retract prior assertion] (. LRI 7 ¥ —
a Y INTHEIL, 7XAMERZ TR Ve y FLETS,

'On whose authority; ¥ Reason] ® 7 4+ — /L RiZ7V— + 74x—<v FD AN 74 —LFTT,
F 7 aro aliduntily 74— Fi2id, FEQD ANEROHNBRETT, 7H—> a2 Y OFERMHIR
ZHEELLGA, HELLHMNDPHEE 2, ZOL a— FI3EMNICRD E9,

CONFIGS: Configuration of resource names for domain sensitivities

CONFIGS L R— Mz kb, ML — I X o> THEAXN. zSecure Y HBINICHIFITE R, X XE
RS AT RE R DY) Y — R B ERTEE T,

82 R—Y DX 78 T CONFIGS Z IR T 2 &, XD ASRXNAHRRINFE T,

Line 1 of 77
Configuration of resource names for domain sensitivities
Command ===> Scroll===> CSR
9 Aug 2018 08:14

Sensitivity Standards
BLSROPTR_
BMCIOAinst_
BMCIOAuser_
BMCIOASTC_
BMCMVinst_
BMCMVSTC_
CatSolinst_
CtlDinst_
CtlDuser_
Ct1DSTC_
CtlMinst_
Ct1Mjcl_
CtlMuser_
CtlMRasys_
CtlMRinst_
Ct1MSTC_

PRRPRRRRRRRPRPRRPRRRRR

& 86. HER DR MER/N I

ZDORAXNTIE, WE SNTERATREERZEZ N2 LT T 7 7> a Y 2T TEE T,

« BWIRK 7YV —>arDT7I7vX

« EMER T — 3 v ofEE

« SIENHEROER

s VIR 7V — a Y OFRIR

B. E. BLXUIVDOEAT Y a »Tld. T OMRATREREEMICH L THRIEER SN TWS (F13%EY X b

D) VY —AMNFRENET, SATF>arTld. ZOWKATRELEEEZ AT A EES L UL—L - &
v VR PIRFET,

CONFIGW: Configuration of resource names for domain sensitivities

CONFIGW LA R— MZ XD, FIZ, FFEDT A MIXLTHRYA MY R MTERT 5, I FIERENEL
—NDL—F—IDBIUVI/N—TFIDEERTEET, ZNHDERYA MY RMI, BIZIESRTL -7
nrovw—, AMLV=—VEHE, FBREXRAIZREDOHEE V=T L, TAMNRY Y =N T 57
7 ZMERDBREIC I B e FHIAN 22— —IDBIU TNV —TID BN T 272DICT A Mz ko> Tff
Hah g,

82 R—IY DX 78 T CONFIGW L R— b ZFRT 2 2. RO KADBFEREINET,

B9 E L—IL - N— XD UEHLEFEAT 85



Configuration of user and group IDs in domain whitelist members
Command ===> Scroll===> CSR

9 Aug 2018 08:14
WhitelLst Standaxds
AATASK
APPDAUDT
APPSAUDT
AUDTAUDT
AUTOAUDT
BMCADMIN
BMCTASK
BMCUSER
CAL1TASK
CHGOWNER
CICBAUDT
CICDAUDT
CICSAUDT
CICSDEF
CICSEVNT
CICSIIOP

PRRPRRRRRRRRPRRPRRRR R R

X 87. B DATA k)X MER/NNRIL

TDRFNLTIE, BRIAL FPVAR « XN LTUTO7 7> ar2RTTEET,
«BARYAPUZL « XUN—DTFTR

cERTAFYRL - XUN—DHRE

« SIENHEROFER

cVEATAL RYR D« XUN—DFIR

B. E. BXUYVDOEATF> a>»Tld. 4 FD CKACUST 54 75V —Fld2—+F—D CKACUST J A
T3 — (BEBRINTVAEE) DRTIA FURAF « AVAN—BEREINET, SETF> a3 rTlE. 2Dk
A4 RYRAD « AUN—FHATIEESIOL—L -y FBYRFEINET,

CONFIGX: Configuration of extra CARLa for domains

CONFIGX L E— M2k b, XEFXFREREL—L (OF D, BID CARLa ERBNLELR T Z M) I
ZBHD CARLa X U N—ZRERTEXFE T, THHD X N THEHIEX V=128 Fh, EIETF R O
RERRIC A7 DEFSENS 25— P X Y P B XU SIMULATE RTF— M XY M2 EBD BN TEXE T,

82 R—Y DX 78 T CONFIGX ZIEIRT 5 £, RO NFXADBRRINE T,

Line 1 of 2
Configuration of extra CARLa for domains
Command ===> Scroll===> CSR
9 Aug 2018 08:14

DomainCf Standaxrds
_ ACPCNFG 1
_ FTPCNFG 1

X 88. &R DIEM CARLa X > IN—FER/IN%IL

Z DAV TIE, B CARLa X U N—=ZNZIUCH L TUTO7 7> a v B FITTEET,

B RXA VX O N—DT TR

« E R XA VIR X v N—D Rk

« SIEMHEROER

« V EXA IR A O N—DFRIR

B. E. BLXUOVDEATT a > TiE, ¥4 b®D CKACUST 54 75V —F 72132 —% —D CKACUST 74

TV — (BEINTWVWBHEE) D CARLa R XA VA VN—DFRENET, SAT>arTE, 20D
CARLa R XA VR A U N—% T 2B X UL —L - 2y YA FEINET,

86 AX—F+7w T« HATF



AU.R.E - 5%l

AURDAAL Y X=a—DA T afTICE EAJTLTEnter 2L 5, 87 R—TJ DX 89 BFEREN

ij‘o

Menu Options

Command ===>

Info Commands Setup

zSecure Suite - Audit - Evaluate

Specify evaluation standards to run:

STIG
GSD

PCI-DSS
zSecure extra

Specify members for other evaluation standards to run:

Evaluate rules applicable to systems that fit the following criteria

Complex . . . . . . . .
System . . . . . . . .

(complex or filter)
(system or filter)

Compliance result selection

Compliant
Assertions due in

Output/run options
Show differences
Print format

Non-compliant _ Overridden
(number of days)

Send as e-mail

Background run

Include test details _ Narrow print

89. TAudit Compliance Evaluation] X = 1 —

UTORTy TZFTLET,
1. MREES A5 (L D E 1388 2R £ 9,

STIG X274 —HPEEA A A R (Security Technical Implementation Guide) ] Ck
EERGHHR > A T 2 FFEAT) (DISA-STIG)

PCI-DSS Payment Card Industry 77— & - & 2V 7 4 — {5

GSD 7O LY =T AL FHEIN S IBM 5 (1SeC/GSD331)

zSecure extra

zSecure extra D ERHMIZ, STIGa Y br—L e AfEOaY Fa— L% 52T
28T, FL, Zoaryire—@3Hoy 7 by 7 8T 25D T
3, lzSecureextra] 2> b — i, BIZIXT—TEHSHY TV VT - T >
VT4 — AT F 2 —DWRBIORELFTMT 27-DIHHLET,

Specify members
for other
evaluation
standards to run

AXDT 4 =L BB FT, ZNEFNONDORYID T 4 —IL KT, 2FHD 7
4 =)L R DEHERX VN—=72 38R L £5, FBHEX > o8— 2%, STANDARD X7 —
XY MEELCARLA (F/REZDAT— XY b EEOX U= HAA T T
CARLa) B"EENTVWARLENRH D 7,

COFERBIURA Y N— 74—V FiZ, AURC 2HBEZH, £y a VETH
Bahzd,

2. 47> a > T, lComplex) F7:1% TSystem| OHFTDH LIEIMFEHT2 74 V2 —%FIRLTLAR—}

ZRETEET,

3. UTD 1O EOHERMAER A > a V2R L 5,

- lCompliant) DHEIX,. RO T2 MERBIRTEDOLNE T,

« 'Non-compliant; &1, FFEHDO TR MERBITRTEDHLNE T,
- Toverrides| DAL, EEINTAEREHITT 2 &5 WCRES NN F 7 3IFE O 7 X b H3T

RTEDLNET,

B9 E L—)L - N— XD UEHLEFEAT 87



- [Assertions| TlE, 7H—> a YR ER (THhOBT7H—ay - La—RRROLL R o7,
TH—a YOEMHRBYINZ. T =Y a VHAREIXNTE) TR FBRITRTEDLNET,
lAssertions duein __days) 71+ — /L RICHE nn 2 ANT 2 2, GRHHRUAITNT I — 3 >~
BROTANEEDDLIENTEET,

IR A 7> a Y2 BRL B2 > 258 SRTOF T a v ET,

A4 HIRIHDO L R— FEZIFE X —L2%ZET 52 TPrintformaty Z3ERL £33, ThBEIRLRWG
A, LR-PREEFFERTHIEINE T, EX—L%E2%ZET 2121, [Sendase-mail] HFEIRLTL 7
XV, LAR—ME, MIME/HTML, 7L —> « 7% 2 b, EREHRMN 774000 T I TEEFEINE
T, GFEEOHIZ 7 4 LDV a— FRIZPDDLT) R=JDIRE%E 79 XFICHIR S 2 121%. TNarrow
pril‘ltJ %%%RLE?O

TPrint format) Z3#ERT 22, 2 0DV R— b PERINET, 1 2FEWEL—L - £y FDET

HH, I LDETANEINATY =7 + D EHUERGET TS, lInclude test details | #3EIRT % &

SHIHID L R— I+ DRERENE T, ZOLER—FTE, L2 DL—L -ty bR EFNEFNFHIR—IIZ

I E T,

Print format) %L 7% 5o B A, LTFO 3 DOMELH— bHRFSNET.

« EHLHEAL—L - 2y POBENEFRRLE T, TOEHOENIZ. L— - vy MEHUEORRM E
FE AR 2 DIELB 5,

« TAMSNATY =27 P OEUERE ZRRLE T, COEMOENIX, A7V - XA THE
L DIRI R EEE 2 HI B S 2 DITRILE 5,

e L—)L ey FPATY—FENEATI27 FOTAMEREEFRRLE T, IEEN D T2 FHEERIE.
RO T2 MER LD Ficy—bEhF 3, Zhs oM T 2 b oS RIE. B0 %
M EXEZ7-012, EDVY—RHNLTEDXIRT IS aryERITIRNELEHG]T 2 DI
HEI,

UTDULRUZR—=LA VT E2DICERT+—~y Ve AT TEE T,

e X2 VT 4 —EBEIATALA LN FEF 2T 4 — T—ER—ALZDT—EAR—2 B L
VAT LATTANSNEEERFIRL T,

e L=y b LN L—)L sy YD DIEERNA T 7 POBERRLET,

N A/ SRRV ¥

o HRIT A FAERMEL )L TR D7 Y — b E LG ELHAEET T,

 FEIL AL T A MERBIXURHEA VN—2FRLET, ZOLRNILOEED. TAIDT7H— 1+ &
PG E A A ARET T,

5.Enter Z# LT, EXRLAEZLVAR—F2EKRLE T,

il LT, STIGZER L, oA 7> a v 2 BIRL o258, UTO (Y ) SR ADRERINZE

ED
zSecure Suite Display Selection Line 1 of 3
Command ===> Scroll===> CSR
Name Summary Records Title
_ STDRULES 1 388 Standard rule set compliance summary
_ STDTYPES 1 32 Standard object type compliance summary
_ STDTESTS 1 87953 Standard compliance test

*hkkkkkkkhkkkkkkhkkkkkkkkkkkxkkxk* Bottom of Data **rkkkkkkkkkkkhkkkhkkkkhkkkhkkkkkkk

90. TAU.R.E - Evaluate Display Selection) /NFJL

MLTFDOLR—-bPDORREHEIRTEE T,

« 89 *—® TSTDRULES: Standard rule set compliance summary] ® L R— hZiE, #EfEL—L - &
v POBEHINRFREINET, ZOEMOENE. L—IL -ty MEMED R Sem R HRT 2 D1
DACE:- 38

« 90 R—I D TSTDTYPES: Standard object type compliance summary] ®L R — M2k, 7 b &/
F 7Y 27 b OUEPEFREBRREINE T, ZOEHOENIX. A7V =7 b - X4 THERIEDRE M)
FEEHRIT 2 DIHRLE T,

88 RAX—Lt7v 7« HAFR



¢ 91 R—I D TSTDTESTS: Standard compliance test results) ® L AR — biZlE, L—iL - kv K TY
—FENA T2 PDT A MERBPFRREINE T, IFERO T A P ERIZ ERO T A MVER I D L
WY — bENET, 06 OUHERWET X b OFFMARAERIK, BBt Z M EXE 5012, DV Y
— AR LTEDEIRT 7> ariFITINELZHINT 2 DIHILE ET,

STDRULES: Standard rule set compliance summary

88 R—I DX 90 T STDRULES & RT3, 89 R—YVODOHILBERRENFET, ZHhi2Z. EBOT
2 MEROFHMZE TN T EAD, RbDia, &H KR EIMEHEREI/ RN E T, STDRULES DEH
WKW, TANTBARERDLZA T 27 bW REOLSLRVIL—IL - £y FEED, PR—FEINDZITART
DIL— +ty PBREENTVET, TRAMNTEIRERDZA T2 bR REOMLERWVEGEES, ZONL—
ety MIEHLTVWS LIREXINE T, zSecure Audit SR Y DIEUEIZH L THR—FFT 21— - &
v PRI LITRREINE T,

Line 1 of 388
Standard rule set compliance summary
Command ===> Scroll===> PAGE
2 Sep 2019 23:45

Complex Ver Pr Standards

NMPIPL87 30 1
Standard Pr Rule sets
RACF_STIG 30 388
Rule set Pxr Cmf% NS TestPnt Comply NonCom Unkn Caption
__ AAMVOO10 0 1 0 0 1 Change Management Process
__ AAMVOO12 0 2 0 0 2 Supported system software
/_ AAMVO0O14 0 1 0 0 1 Upgrade 0S plan
__ AAMVOO18 0 1 0 0 1 Software Patches
__ AAMV0O30 20 0] 1 0] 1 0 LNKAUTH=APFTAB
__ AAMVOO40 10 99 866 862 4 0 APF libraries exist
__ AAMV0OO50 100 16 16 0 0 APF libraries unique
__ AAMVOO60 0 182 0 0 182 Review AC=1 modules
__ AAMVO160 20 74 100 74 26 0 PPT programs exist
__ AAMVO325 0 1 0 0 1 Accessible LPA
__ AAMVO350 0 1 0 0 1 Accessible LINKLIST
__ AAMV0O370 20 25 4 1 2 1 SMF data collection
__ AAMVO380 100 222 222 0] 0 SMF record (sub)types

91. TSTDRULES: Standard rule set compliance summary) /NFJL

COERNE, = kY TR, UTOFIREEATVE T,

Rule set
NEXNAEEDL—L - Ly FEE,
Pr
FEHERUESEIAN: 10 (MK, 20 i3, 30 k@ T, #Hly L THmEEINZL—L - £y FOHE, Z
DINIZETT,
Cm%
I OHEIG OS—k v T—), TDHNEE=ZXZ—L T, ZHDIL—IL -ty MTHEHLL TV EHIR
HEHRITEET,
NS
NS IZHERE X N/2FTF, NE, @AM LTHEMfich 27 A 288 —L -y b ERLET, S
. Lb—ib by bBIIEEINTVWARIGEICERENE T,
TestPnt
TDNL—)L -ty FADTRAFENEF TV 27 DKL,
Comply
?Emj‘ 7\\:‘/¢I- 7 1\ o)ﬁo
NonCom
JFERA T = 7 F DL,
Unkn
FERDPKRIIE/AHATHE T A DL,

9 E L—)L - N— XD UEHLEFEAT 89



Caption
DN -2y PAT AT B HRO MBI,

Ta~Y ROSERF/ZHHALT, 20— -ty NOFICT 7R TAZeNTEET, 2D
I, =L -y DT, SATLAEFHGIL ZICIRE LEEL =Y a U E
FNTWVWET,

Line 1 of 30
Standaxrd rule set compliance summary
Command ===> Scroll===> PAGE
AAMVO0O30 LNKAUTH=APFTAB 2 Sep 2015 23:45

Rule set

Rule set AAMVOO30

Complex compliant with rules No Relative audit priority 20
Rule set non-comply severity Medium Site overruling set severity

Rule set description
LNKAUTH=APFTAB must be active to provide granular APF control; since this is
not default it must be specified explicitly in IEASYSxx.

Suppression and exemption

Rule set not applicable No
Rule set suppressed No
Reason rule set suppression

Resource location

Complex name NMPIPL87 Complex severity (importance) Medium
Data points tested Percentage

Compliant data points 0 Compliant data points %) (6]
Non-compliant data points 1 Non-compliant data points (%) 100
Undecided/unknown data points 0 Undecided data points % 0
Number of data points tested 1

Standard

Standard name RACF_STIG

Version of standard 6.41

""""""""""""""""""" Bottom of Data skkkskskskkhkskskskkhhkskskkhhkkkkkhhk

92. STDRULES: rule set details

B—b -y b ERIFEHANE, BERENIEHD Y THATVE T, [Rule set non-comply severity |
74—V RESRBLTLIEIW, JloEREESHEMICGERINS &, HIOBEKEHEZEHD YT
SITE_SEVERITY 27— ;X ¥ P CILOEREZIEE AL TE £, AlAERMEIX. high, medium, BXL
low T3,

STDTYPES: Standard object type compliance summary

88 XR—Y D[ 90 T STDTYPES ZERNFT 2 &, 91 R—Y DM 93 HRRINF T, ZAUTIE, STIG HEil
PR S5 newlist X4 FIZOWTOREI RSN E T, FDHIHITONTIE, 89 R—TY DX 91
ESRLTIES W, 512, Exempty Flicid. B a—7 4 ¥ 7EhTn s 2 e S ikt
ATT 27 N DBPIRENET,

90 AR —b+7v T+ HA R



Line 1 of 20
Standaxrd object type compliance summary
Command ===> Scroll===> PAGE
2 Sep 2015 23:45

Complex Ver Types

NMPIPL87 20

Type System Cm% Objects Comply NoCompl Unknown Exempt

__ as PL87 0 2 0 0 0
__ as_dd PL87 0] 26 0] 26 0] 0]
__ cics_region PL87 0 1 0 1 0 0
__ cics_transaction PL87 100 0 0 0 0 0
__ class PL87 50 2 1 1 0] 0]
__ id 36 44 16 28 0 0
__ ip_ftp_region PL87 0 1 0 1 0 0
__ ip_resolver PL87 0 1 0 1 0 0
__ ip_stack PL87 100 1 1 0 0 0
__ mount PL87 100 0 0 (0] 0 0
__r_acl PL87 81 143 117 26 0] 0]
__ r_profile 100 1 1 0 0 0
__ r_stc PL87 12 811 99 712 0 0
__ racf_access 18 1111 210 901 0 0
__ resource PL87 66 410 274 136 0 0
S sensdsn PL87 59 916 547 369 0 0
_ smfopt PL87 100 4 4 0] 0] 0]
__ system PL87 0 1 0 1 0 0
__ unix PL87 100 0 (0] 0 0 0
__ unix_ps PL87 0 1 0 1 0 0

""""""""""""""""""" Bottom of Data skkkskskskkhhskskskkhhkskskkhhkkkkkhhk

93. STDTYPES: Standard object type compliance summary

fTa~<> FDS E721% ) ZEH LT, FED newlist X A4 7d STIG MRl 2 R TE £ 37, 91 R—
P DF 94 N FZIE. BT B newlist XA TBEHINATWSL—L - £y b, ZDAL—L Ly b
DIMEHL, FEMEHL, RIRE/RHH, FRERBROVTNTH 200RENFE T,

Line 1 of 29
Standard object type compliance summary
Command ===> Scroll===> CSR
sensdsn NMPIPL87 ZS14 10 Oct 2018 23:45
Type
Test domain newlist type sensdsn
_ Complex name NMPIPL87
System name 2514
Objects tested Perxcentage
Compliant objects 1243 Compliant objects %) 51
Non-compliant objects 1148 Non-compliant objects %) 48
Undecided/unknown objects 0 Undecided/unknown objects (%) 0]
Exempt objects 0 Exempt objects % 0
Number of objects tested 2391
Records read for type
Number of records read 2431
Rule sets
Non-compliant rule sets AAMVO040 ACPOOO10 ACPOOO20 ACPOOO30 ACPOOO40
Non-compliant rule sets ACPOOO50 ACPO0OO60 ACPOOO62 ACPOOO70 ACPOOO8O
Non-compliant rule sets ACPOO100 ACP0O110 ACP0OO120 ACP0OO135 ACP00170
Non-compliant rule sets ACP00180 ACP00200 ACP0GO230 ACPO0250 IFTPOO8O
Non-compliant rule sets ZCA1R000 ZCA1R001 ZCA1R0O3 ZFEPQO15 ZHCDRGOO
Non-compliant rule sets ZHCDROO2 ZICSROO1 ZISFREOGO ZMIMROEGO ZMVZROOO
Non-compliant rule sets ZMVZROO1 ZNCPROOO ZNCPROO1 ZNETREOO ZSMS0022
Non-compliant rule sets ZUSS0031 ZUSS0032 ZWMQOO40
Undecided rule sets
Compliant rule sets ACP00130 ACP0OO150 ITCPOO40 ITCPOO70 ZICSROOO
Compliant rule sets ZSMS0020 ZSMS0032

""""""""""""""""""" Bottom of Data skkkskskskkhkskskskkhhkskskkkhkkkkkhhk

94. STDTYPES: newlist @ STIG ZEHLI4 ST

STDTESTS: Standard compliance test results
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88 X—Y DX 90 T STDTESTS ZEIRT 2 L, 92 R—I DX 95 BNFERENF T, STDRULES DEFIZ
3. PR=PZNEZTRTONL—IL - £y FBEFENFTH, STDTESTS OEINITIE, TR MRERDD %
L=ty bOBBEENE T, TR MERIRVIL— - £y MIEH X, STDTESTS LA— FiC
EEENEEA,

HiE D e R, HEOIREITORIOFEZZIFE T, BN TIEL—L - 2y hORE
MERINETH, EBRLNHNITIEL—L - £y bOFIARERINE T (B0 R—JDX 76 D TAU.R]
2 ® [Narrow print) 47> a2 Y2 ZRLTLIZEWV), 92 RR=Y DX 9512, HHEDIFEA 80 DL —
ety b LRLVOHHTORIZRL 3,

FIDOFIHIZDOWTIE, 89 R=Y DK 91 2 BRL TL 72X\,

Line 1 of 366
Standaxrd compliance test

Command ===> Scroll===> CSR
Complex Ver Pr Standards NonComp Unknown Exm Sup
NMPIPL87 30 1 1 1 1
Standard Pr Rule sets NonComp Unknown Exm Sup Version
RACF_STIG 30 370 136 77 139 6.41
Rule set Pxr Objects NonComp Unknown Exm Sup Caption
__ AAMV0OO10 1 1 Change Management Process
__ AAMV0OO12 1 1 Supported system software
__ AAMVOO14 1 1 Upgrade 0S plan
__ AAMV0OO18 1 1 Software Patches
__ AAMV0OO30 20 1 1 LNKAUTH=APFTAB
__ AAMV0OO40 10 1317 37 APF libraries exist
__ AAMV0OO50 17 APF libraries unique
__ AAMV0OO60 142 142 Review AC=1 modules
__ AAMV0O160 20 143 24 PPT programs exist
__ AAMV0325 1 1 Accessible LPA
__ AAMV0O350 1 1 Accessible LINKLIST
__ AAMV0O370 20 1 1 1 SMF data collection
__ AAMV0O380 219 SMF record (sub)types
__ AAMV0O400 1 1 Collect and retain SMF
__ AAMVO410 1 1 ACP database recovery
__ AAMV0420 1 1 ACP database backup
__ AAMV0O430 1 1 System DASD backups
__ AAMVG440 1 1 PASSWORD data set
__ AAMV0O450 1 1 System programs
__ AAMVO500 1 1 Protect shared sens ds
__ AcCPooeO10 30 24 20 PARMLIB protected
__ ACP00020 20 9 8 Update on SYS1.LINKLIB
__ ACP00O0O30 30 9 8 Update on SYS1.SVCLIB
__ RACF0430 20 1 1 SETROPTS PASSW HIST(10)
S_ RACF0440 20 1 1 SETROPTS PASSW INT(60)
__ RACF0445 20 1 1 SETROPTS PASSW MINCHA>Q
__ ZWMQOO60 1 1 MQ reslevel protection

95. [STDTESTS - Standard compliance test] /X)L

HES R T L FOMERMIIZ, EEOK Y., I OGO FET T XN ERIREINE T, 20
Hlclx. HES A7 2. NMPIPL87 Di54&. RACF.STIG L EE L CHEAWENF = v 7 3., ERICIFHEIL
TWEWIZ ERENTVET,

FEHEDS 1 S IFEMH S NS, 2 BHOEH L ~LOERENREINE T, EROEEYBE L TEHESY
AT LD FHEEINTZHE. AT LA FHMIX NS BRICIRE X N80 2 I HIE OB LR — F AR &
NEI,

FEHER D BERNCIE. Fem OIEMERUESEIEN,, ME XN 2L — - by P OREL ZOEERNDOIEEN,
B/ ARRE. BEOBHNORAOBIRENET,

=L+t FRIDERIZIZ, V—L -ty NHND 1D EDT A NDOEERZ T 707 P,
FMTBENL—L -y POREDRERIREINE T,

fTa~Y FOSERZ/ ZHEHALT, LE—FOFMICA—LA4 VT3 eNTEET,

92 ZX—+T7v T+ HA R



Line 1 of 2

Standaxrd compliance test
Command ===> Scroll===> CSR

Complex Ver Pr Standards NonComp Unknown Exm Sup

NMPIPL87 30 1 1 1 1
Standard Pr Rule sets NonComp Unknown Exm Sup Version
RACF_STIG 30 370 136 77 139 6.41
Rule set Pxr Objects NonComp Unknown Exm Sup Caption
RACF0440 20 1 1 SETROPTS PASSW INT(60)
Non Unk Exm Class System Type VolSexr Resource
Non System 7514 7514
Cmp Non Unk Exm Test name MembTest Test description
Non b.1b.PWDInterval60 CKAGR440 PASSWORD(INTERVAL) must be
Cmp b.1la.PWDIntervalNO CKAGR440 PASSWORD (INTERVAL) should

""""""""""""""""" Bottom of Data skkkskskskkhkskskskkhhkskskkhhkkkkkhhk

96. [STDTESTS - Standard compliance test results] /X% )L

94 R—Y DK 97 XAV DOHFI T THEHDOS AT L83 —L « kv + RACF0440 IZX3 % 2 DD F R b

DVFADPITHEILL TORNI EIRENTVWET, fTaxvy FOS i/ 2#ALT. ZOTALD
TRTOFMEREFTHAIRDS Z B TEXT,

B9 E L—)L - R— X DUEHLELAT 93



Line 1 of 58

Standaxrd compliance test b.1b.PWDIntervalé60

Command ===>

Scroll===> CSR

RACF0440

Rule set description

The PASSWORD(INTERVAL) SETROPTS value must be set to

Rule description

The PASSWORD(INTERVAL) SETROPTS value must be set to

Test description

PASSWORD (INTERVAL) must be set to less than or equal

Class Resource
System DINO
Assert/override

Object asserted as

Test that requires assertion
Assertion recorded by user
Last assertion timestamp
Person asserting test result
Comment explaining assertion

Test result

Test value is compliant
Non-compliant audit finding
Lookup against

Actual value of test field

Test definition

Test name

Test lookup base field name
Test field name

Relational operator
Compliance comparison value

Rule
Rule name
Rule non-compliance severity

Suppression and exemption
Rule set not applicable
Exempt from rule

Rule suppressed

Reason for rule suppression

Resource location
Complex name

System name

Test domain newlist type

Class
System

Profile key

Domain

Domain name

Domain description

Member name domain config

Standarxd
Standard name
Version of standard

Test origin

Rule set CARLa member

Domain defined CARLa member
Test defined in CARLa member

SETROPTS PASSW INT(60)

60 days.
60 days.
to 60.

No Override that changes finding
End assertion validity

No Test is true No

Yes Relative audit priority 20

90

b.1b.PWDInterval60

PWDINTERVAL

<=

60

RACF0440

Medium Site overruling rule severity

No

DINO Complex severity (importance) Medium

DINO Profile or data set type

system

System_options

RACF_STIG
6.41

CKAGR440
CKAGCI20
CKAGR440

Bottom of Data

97. RACF0440 |ZX¥9 %7 X & b.1b.PWDInterval60 @ TSTDTESTS - Standard compliance test results |

94 R—Y DK 97 DHITIE. Test description] I, /SAYV —F « 4 > Z—oLH 60 HELFTRITIUIR
LRV EIREINTVET, [Testresults] 1213, MHINZEEDMED 90 TH S Z e REINTVE
3, [Testdefinition] 1213, YT 27X PDOFHEMIAREINTVET, ZHIE. AT —FK - f V& —N

94 ZRX—1+T7 v T - HAR



60 LAT (k= 60) THRWGE, 72 MIIEHEHLY L TIREXINZNENRDHZ e ERLTVWES, 79
— MAJBER T A PDGEIEF. APV — N iTa~y ReERHL T, Eilo 7y — b, JEEO 77— b, £
7ZIEEIOITRTO 7Y — bOWEEETTEE S, 79— bA[EETRWVWT X FDEEIE, O (F—n—7
A M) fTa~y FE2EHLT, MRZENE ZIFERNCIEEZEE T 20, DETOIREZLE 2 3 X THElI L
THEEREERET 2208 TEE T,

Assert/Override] &, ZDIL—ADB7H— FA[RETHRWVWI E, BEXUTH— FOIEELHEDFELRWV
%RL %3, Objectassertedas| 7 4 —/L KDORFIH Z3EIR7 4 —L K TIX, 7% — bAJEER T A b
WHLTATH =R axy Fe2EAL T, o7 -+, IFHERO7H— b, FRELHETIOTRTD
7Y — b OWEIEEITTEE T, 'Objectassertedas) 7+ — /L FDFHICH ZHEIR 7 4 — L KT, 74
— MAJRER T A M LTA(TZY =M avy F2FHLT, Elo74— b, IFERO 73—, £
BUEIO TR TO 7Y — FOMEIZFEITTEFT, . 0F—N"—F4 F)a<vr FE2HEHLT, &Rz
ML E 72 IR E L T 20, ATOIELEZ SN THE L CGGHAEMRZHRE T2 2 e B TE
Ec

'Suppression and exemption | (21X, ZOHHAIDERAA IRV Z e ARENTVWE T, ZOHHIZ, %4
TLHADPSBRAZINTNE ZEDNTAMIE o TUREIND K512, ZOHHID CARLa 2 — FNICERAVE
BraA—T4 V7 THIEENTEET,

HHFHRDIN— -y FO—ETH 255G, %455 [Rule description) 138 IE Rule set
description] I3EZ D ET,

[Test origin| 121X, TD/L—)L - v F®D CARLa 22— RA¥ D CARLa X U N—IZRE XN TV 2007k
ENTVET, TOL—LEHERT2ICIE, fTORNCB(ZF 77 X) £V (ER ZANLET,

B9 E L—)L - R— ZDUENEE 95
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¥ 10 35 SMF 5 — X R4

1 : SMF Query F¥REIZ. zSecure Audit BT A HATBET T,

SMF £ TClE. 947 SMFF—& kv b, SMFRZ « 2 N U —L4, F7213)EX SMF 57— X 2 #/ET %

9, SMF 7 —&{Z. IBMIFASMFDP Y125 A %7213 IFASMFDL 711 7’5 A2 X o TER XN E T,

zSecure Audit for RACF D/EICEN 2 72012 Z OB 2 EBRICH AT 2 12E, 247 SMF 7 » 4 LT
B NER SMF 7 — X 2 AL TL 23 W, FNRIER T — 2 2#HT5 22T, $9X—2—%DLE

BLTHREZAIT I 25810, IV —BNDHHEREBL IR TEEXT,

¥'® SMF 7 — &% % zSecure Audit T T 2 0853 208X H D £3, z/0S I X HIEEXN S SMF 7
—RDEIF, YATLRFEICE>TRELERZDET, HEICL-o T, AL DASD # b 24T (fi: 30
MB) T1HMD DT —XZRFHTE2 2 dHUX, ZDE D Y TTIX 1LFHTD SMF 7 — XIENAE L
PMEFTELRWES S DH D F3, B zSecure Audit for RACF DffE# X T3541%. 10 MB 55 30 MB D
HPFHND SMF 77— XD+t v bDEE T, 74 VX —WPUHEZHEHLTTF—& - £y bOY A XZHIKT 3
REND 5B, 9T R=VDRI2IWRTL A=K « KA TH 74 L Z—TRAINZVWE 1L TK

&V,

KRI2.SMFT—E2Hh 5T ILZ—THRELTIBSBWVWSMFLO—F - 2177
va—F - x4

7 Wt

14 INPUT £721ZRDBACK 7 —& + 2w b - 7774 T 4 —
15 OUTPUT, UPDATE, INOUT. %7 OUTINF—&X kv b « 72754 T 4 —
17 A7 TvF e FT—& Lty MW

18 PHIEE T —& - &y MR

30 HE7 FL R« AR—=ZEHE

42 DFSMS #igt 3 &k URERL

60 VSAM RV 22— 24 « 7—& + v FEHHEA

61 ICFERT 7 T4ET 14—

62 VSAM a2 YK=Y FERIFZT FAR— « =T~

63 VSAM 7 & 1 ZTHEH D EFE

64 VSAM a2 ¥ K=V b F7213 7 72X — KK

65 ICFHIRRT 7747 14—

66 ICFEE7 T4 T4 —

67 VSAM 7 & v ZTEHHIFR

68 VSAM 7 &1 ZITHH A FIZE

69 VSAM 7 — & « ZR—ZX FEF. TRk, F72I3HIFR

80 RACF JLE

81 RACF #13{t

82 ICSF (#iahE=1by — v A 1&hE

83-1 F—& %ty NH®RACFE#HL a— R

90 S RT HRM
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RI2.SMFT—ED5 T IEZ—THRELTUIHSHBWVWSMFLO—R « 2107 {#H: %)
va—F - x4

7 Wt

92 Z/JOSUNIX 77 4 )L« Y AT h « 77T 4T 4 —

102 DB2° X7 4 —< Y AB XU EH

109 7747 —)b

110 CICS #itat

119 TCP/IP #iat

120 WebSphere® Application Server D %7 4 —< > &

FTRTOLIA—F « A THEFNTWVBERE SMF 7 7 A LIk LT zSecure Audit for RACF SMF 7347
PEITTHIHTEET, zSecure Audit for RACF 1%, 100 FEEHD SMF L a— K - &4 &% KR—F
L%,

ANWT—2 - LYy FDES

SMF 7 — X 2 JLH S 255513, zSecure Audit for RACF I L TF—& - £y M EERT 2LENDH D ¥
To T—& by FREETHIIE, UTOXRAZZRKITLET,

FIE
SMF 7 — & 2§ 2 {12, [Setup File (SE.1)) A 7> a2 AL T, ANWTFT—XEHEELTBLLE
NBHHET,

L ALY RA=a—TAF>a>y ISE| (kv + 7y ) B#ERL T, Enter 2L 9,

2.1 (K17 740) 2R U T Enter 2 L £ 3, [Setup Input) »SADBHEE T, TD RO
WTHELLK X, 54R=VD TASEy FDEIR) #BMLTL X0,

3. A=Y NEFTOANT 4 =L K (FEb) CBEIL T,

4. XF I %2 AN LUTEnter 2L, FifAILy FEFHBALE T,
Setup Input] "SI DBEHZE TN, T—XEHH £HA,

5. a<Y FITOTD A 74— LRIz, &4 b (fl: Filtered SMF data set) #A L F7,

6. h—Y L% 1FHD Dataset or Unix filename| 7 1 — /L RIZBBEILET, SMF7—X %2807 —
Rty bOHKETIEASTLE T, XIZ, Enter 2L 3,

F—& -ty N .SMF TRDLBIGE. 774« 247 (SMF) BEHEIIZATENE T, .SMF T
Bbohnwr—& <ty FEDFE. 99R—TJ DX 98 R EDSNIINADHE, ERTDI 774 NMITX
A TREID Y TR TEET,

98 A X — 7w S« HAF



Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Setu Row 1 to 13 of 13
Command ===> Scroll ===> CSR_

Select the type of data set or file

Type Description
_ ACCESS RACF ACCESS monitor data set
_ ACT.BACK The backup RACF database of your active system
_ ACT.CKXLOG Live command execution logstream
_ ACT.PRIM The primary RACF database of your active system
_ ACT.SMF The live SMF data set(s)
_ ACT.SYSTEM Live settings
_ ASSERT Assertions, overrides, and sensitive resource configuration
_ CKFREEZE A CKFREEZE data set
_ CKRCMD A file for generated RACF commands
_ CKX.LOGSTR Command execution logstream
_ CKXLOG Command execution log
_ COPY.RACF A copy of a single data set RACF database
_  COPY.SEC A non-first component of a multiple data set RACF database
_ COPY.TEMP The first component of a multiple data set RACF database
_ SMF VSAM or dumped SMF
_  SMF.LOGSTR SMF logstream
_ UNLOAD An unloaded RACF database
_ WEBACCESS IBM HTTP Server access log
_ WEBERROR IBM HTTP Server error log

B98. T7AIL« 21 TDEIDYHT
7. 57> a> ISMF) Z3#R L CEnter 2L ¥ 3, 747 SMF 77— X2 ST 21THER XN E T,
8.PF3 2L ¥7,

HLWATE Yy OEIRX N Mnput filey SRFLVIIED 5,

Y b FAIRRCEBDOA NIy P E2EIRTXET, 774 LFERE0L DD 7 74 LI LTLD
Dy FEERTDHZIEEMETLTLEX WL, FIZIX. 947 SMFty b ¥, RACF 7—&R—2AB X
(' CKFREEZE 77— & £y FORFIO7 a0 — R ZER L, ZOMADELy b2 AL U TGERL
R

AR DER
ANT7 7 ANEEZ. 9—VDK I WRT I 7 ANREDEIITKED £,

Menu Options Info Commands StartPanel

zSecure Admin+Audit for RACF - Setup - Input file Row 1 from 5
Command ===> Scroll ===> CSR_

(Un)select (U/S/C/M) set of input files or work with a set (B, E, R, I, D or F)

Description Complex
_  Filtered SMF data set selected
_ Input set created 8 Apr 2005 selected
_  Active primary RACF data base DEMO
_  Active backup RACF data base DEMO
_ Active backup RACF data base and live SMF data sets DEMO

""""""""""""""""""" Bottom of data skkkskskskkhkskskskkhhkkskkhhkkkkkhhk
X 99. AJ17 71 ILERE

A4 7 SMF F— X Z2HHT 372010, T—& -ty FRIEBEETILEEIDYERA, B4 TF) 74—
Riz/ ZANL. Enter 2L %9, 99 R—Y DK 98 ITRT 2N E, 7> 3> TACT.SMF, %
EIRTE 5,

ZAu, mBEARNL SMF AN TS, X O EMELIRNTIE, 747 SMF &, &FD n HREHAS
LbEBZENTEEST, 7—HA4 7 SMF 7 —XOMIAFIF—% - 71 —7 (GDG) 2FHT 212id. A1t
v FNNOEBDITZ VAN LET,
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SMF L7R— F D{ERL

UTDARZZEITLT, 58 UTBIREME I~ 35 SMF L a— FIZB$ 2 SMFLR—FRAERL F
7,

FIE
1. ALY R=a—TFT>ay TEV] (A XV b)) ZFRL, Enter 2 L 3,
2.7 7> 3> 2] (RACF AR b) #3EIR L. Enter Zf L £3,

Menu Options Info Commands  Setup

zSecure Audit for RACF - Events - RACF events

Option ===>

Enter "/" to select report(s)

_ All events Overview of all following RACF events (except IPL)
_ Logging RACF logging of all events except RACINIT

_ Not normal RACF access not due to normal profile access

_ Warnings RACF access due to profiles in warning modes

_ Violations RACF access violations

_ Commands RACF command auditing

_ CKGRACF zSecure Admin CKGRACF commands

_ IPL RACF RACF initialization

100. SMF RACF A N> h&RR
3.TRACF A XY b ] ST ARV ] Z3FIRL, Enter 2L 3,

XFXFERSMF LR — MIHIET 5 SMFER SR ILZ, 100 R—Y DX 101 IR L E T,

Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Events - SMF selection
Command ===>

Select SMF records that fit all of the following criteria
Use EGN masks for selection criteria

Userid . . . . . . IBMUSER

Jobname . . . . . .

Terminal . . . . .

Dataset name

Profile class . . .
Profile key . . . .

Level . . . . . . . L (installation defined resource level)

From Until Intended access at least
Time o . 6 1. Execute 2. Read
Date : 3. Update 4. Control
Weekday o . 5. Alter 6. All access
Show all _ Success _ Warning _ Violation

101. SMF ERE#

FEE L7 BB IS~ 2 SMF L a— FOADUHENE T, ZO RV TREHD 74—V Fid

TART, ERUHICKMINE A, TORFMZDOWTLITICHAL 73,

- Userid). "Jobname]. Terminal). Profile class . [Profile key . Dataset name] D% 7 4
— LRI, 1O EOBBRA N V7% T 7V TRYIoTANTEE T, % *, »*x REDT AL
NA—R2fATEEd, lUserid) 7 4 — L FITMD T X=X —=PHEE SN TVRVWE—D 7 2 X
VA2 % AN U6 RACF 2—HF =TT 2D TELTNTDSMF L a— RERINE T,

TNV 74—V REMHTZE, TRy b LNAFEREFVY—R - LNV TERTEZ
ER

1BZBHD 74— L REMHHLT, 787 7 A LVAFET L ALEZHHIT 2HET2IEEL T,
FOLNILED/IDELWLRULEERTZEEII < <=2HHLE T, BVLLOEEIE> £

100 A X—+7v 7 - HA4 K



ik >= 2 FEHL. FEIC—HTALRLDERE = HEELLZLRNLZREIRTOLRLZERT
2BEF =B <> ZFEHLE I,

2ZEED T4 —NLRIZE, T—R by b LRALEFAIFYY—R - LRAERTEEEREELET,
ZDLARMIIBMZ—T 4 VT4 — W XoTHKEDEFNDINTHAN, £ VA M—NETHEHT
ZEMTEET,

e F—& « kv MEOBEEIRICZ—Y — ID B HBINIIZBMEINE A,

o BN 24 BRSO HHMM TGN TIREL £ 9,

- HfHX. YYYY-MM-DD. DDMMMYYYY. E£7-1 YYYY/DDD ¥ L CHaEL £ 3 (Bl 21X, 2012-03-01,
01MAR2012, 2012/301), HfI#iFHIZa v > TXYID £3 (fl: 10APR2005 : 14APR2012),

« BN, JEREOREHA DM 3 XF TR L ET (l: HEEH (Monday) & Mon),

« lIntended access atleast] 7+ — /L FTl, PR L IBE LR ERELTE37 7022 - AR
VMDA EIRTEE T,
BRIV DRI, FRA ARSI DRREINE T, FRASFILORNEIX, 100 R—T DX 101 DEFR
LVERFRTT, SMFL a—RiZ, SR 22 @R L TH, BRANRNTI X —R—DREIC L > TIHIES
ENZZeBHDET, AR TA—Z—RIBEETI2LE IS THA, HlZIE. UPDATEL L7~
£ LARILTSYSk.* EVISHHTDT—R « by bADT 7 RAEITNTERLETH, 7—X - &
w F SYS1.BRODCAST AND 7 7t AZBEA L 3,

RDERY

BRIV LRSIV DIRIZ, ERENE L R— N ZHlHIT 272D DIV NERREINET, ZhHD
NANVEFRALT, AWLa—FORBEFHIRTEE 3, FITSMF 7 > A VBEKRZGEIC, v a—F
OREFIB L., RRFLEZHROHENEZ 7+ —<y b ERELET,

ZOFITIX, SMFLR—FCEHT257—% -4ty F & L TCKFREEZE 77— & v M EFEIRL W TH
7Z& W, SMF 7u+t R « 7> 3> « 831D [Use CKFREEZE data) 7 1+ —/L FDRIIZ / BV L%
MR LT XV, RACFEHDIGE., ZOF T a VI EDDERA, TOF T arBIgET L L.
BT TSO FEIRY A XIS 2 A[REEDRH D £3, UNIX 77 AL« X RT 4L + LaA—F (XL 792) D
T —=v VeRETIEEINE. 20X Ty a VBRBETT,

SMFZRICE D, HEL R— F2MERENE T, SMFLa—FRZrD 1172, HEtERRERINE T,
La— RFOFMERRT SR, Sfra~y F2ANLETS,

zSecure Audit for RACFIZ & % SMF L a— FOMIIZ X DD THMM TS, FIR RV 2 RISV DEY]
Y, BEIBICEYD ZONEREL T, 7277, SMFUEZ RN HH T 21213, BEHEDE
HE2TARERDDET, A0 F54 VTERIIHSMBEREEZN L TERZIC T 7R ATE 3+ LEDR
¥ SMF 7 — Z BRRETT,

zSecure Audit for RACF ¥, SMF A X b « La— FIZRACF 7 — & + YV —ZDIFERD LW EIZ, SMF
ARV La—RZOBEREMELE T, ZDXIICT 32T, SMF L a— F®d Jobname % RACF
2—HF—ID DFERITHTIE L TWRWEETH, 2/0SARY b« La—F (XA F14BIUL15 1Y) %
RACF 2 —H# — ID IZJBXH 3 Z LA R[REIC 2 D £3,

A—YHY-DEEZ1T

& B0l

TP — ARV FEFEPERTAICE. 3. SMFF—XREZENTVWARANT—X « by FZERT
LRBENRDNET, ZDH. RORT v TEEITLET,

FIE

1. A4 R=2—IZREDY F7,

2.7 a Yy TEVU] (U RV P, 2—HF— - AXRVP) BZFERLET, 102 R—TY DX 102 1Z/~”F User
Selection ] 2SR ADBFRINF T,

% 10 B SMF 57— X & 101



ZDNRANME, 1O EORE L —Y —DEFIMHOMES, NEDXA DL —HF—I12Xk>TH| &
BZEINZARY FOBREITWVET,

Menu Options Info Commands Setup

zSecure Admin+Audit for RACF - Events - User Selection
Command ===> _ start panel

Show records that fit all of the following criteria:
Userid . . . . . . (userid or EGN mask)

Owned by . . . . . ________ (group or userid, or EGN mask)

System ... (system name or EGN mask)

Name . . . . . . . (name/part of name, no filter)
Installation data . (scan of data, no filter)
Jobname . . . . . . ___ (job name or EGN mask)

Terminal . . . . . ________ (Terminal id or EGN mask)

Advanced selection criteria

/ User actions _  User attributes _  Date and time

_  Data set selection _ HFS selection _  Resource selection

_ DB2 selection _ CICS selection _ Omegamon selection

IP selection

Output/run options

Include detail _  Summarize _  Specify scope
Output in print format Customize title Send as e-mail
Run in background Sort differently

102. TEV.U User Selection] INFIL

3. 'Advanced selection criteria) 2 > = > C lUser actions] %Z3&{R L. Enter ZH# L £ 7,
BRSO E, BMINTVWET7 7> ay « RATHRRRINET,

4. 817 & N7z RACF/CKGRACF 2= > ROHi{iC / Z AJ1L. TSuccessfull OFICSH / Z AN LET, X
2. Enter 213 ¥, 102 R—Y DK 103 127”3 RACF a~ > FEIE 3 L& 5,

ORI, THHOS AT ATRITEIN, EHICSET L RACF a~ Yy FAFRRINE T, PF1
PEHATZ AR 70—V TEET,

Event log record detail information 1 s elapsed, 0.7 s CPU
Command ===> Scroll===> CSR_
4Apr05 09:17 to 4Apr05 09:21

Date Time Description

04Apr2005 09:17:16 RACF PERMIT success for IBMUSER: PERMIT FACILITY $C2R.OPT
04Apr2005 09:17:32 RACF PERMIT success for IBMUSER: PERMIT FACILITY $C2R.OPT
04Apr2005 09:17:46 RACF PERMIT success for IBMUSER: PERMIT FACILITY $C2R.OPT
04Apr2005 09:17:53 RACF SETROPTS success for IBMUSER

04Apr2005 09:21:22 RACF PERMIT success for IBMUSER: PERMIT FACILITY $C2R.OPT
04Apr2005 09:21:30 RACF PERMIT success for IBMUSER: PERMIT FACILITY $C2R.OPT
04Apr2005 09:21:49 RACF PERMIT success for IBMUSER: PERMIT FACILITY $C2R.OPT
__ 04Apr2005 09:21:55 RACF SETROPTS success for IBMUSER
*hkkhkhhkhkhkhkhkkkkkkkkkkkkkikikhkhkkxxxx BOTTOM OF DATA *kkkkkkkhkhkhhhhhkhkhkhkhkhkhkhkhkkhhhhhhhkhk

X 103. RACFAR Y R « ARV k- O4 + LO— RDIEE

5.La—FdH7%D 1TOEN LD A ERZ ZRT 51213, 102 R—Y DK 102 ITTRE N/ 801D
fOutput/runoptions| £ 27> 2> DA 7> 3> lInclude detail ] %#ERL T, MEEHEFEITLET,

6.RACF A XY b - B ZOMENSIXILT, La— REFERLT, 103 R=Y DX 104 ITRENTz L%
FEEERCN

T, FlER (2~ FEEP, 2P —Z#HlT2 71 -V FRE) BRREINE T,

102 RX—+7v 7S - HA4 K



Event log record detail information Line 1 of 43
Command ===> Scroll===> CSR_
4Apr05 09:17 to 4Apr05 09:21

Description
RACF PERMIT success for IBMUSER: PERMIT FACILITY $C2R.OPTION.HD.8

Record identification
Jobname + id: IBMUSER
SMF date/time: Wed 4 Apr 2005 09:17:46.59

_ SMF system: DEMO record type: 80 record no: CKR1SMO1l 3013
Event identification
RACF event description Permit command (Success:No violations detected)
RACF event qualifier 0
RACF descriptor for event Success
RACF reason for logging Class Special

SAF authority used Special
Audit/message logstring

RACF command
PERMIT '$C2R.OPTION.HD.8' ACCESS(READ) CLASS(FACILITY) ID(IBMUSER)

X 104. RACF AR Y RDAARY k- O% « L O— REEM/SRIL

173 )—EERH

¥ = OREBELE zSecure Audit for RACF TO A AIHET 3,

WENLRFHET 1S4 TFV—EERH) WeELEH T 212, »2REOE L RESHETT, DT
DI Z AR T, FHEDOFRIC Z OMBEZ T 2085 02 REL TLZE WV, ZOKEEICDOW
T#E L <&, TIBM Security zSecure Admin and Audit for RACF: 2 —H%#— « V)7 7L VA « <=2 7)) D
T94720)-8&E) 7> aryesRLTIEIWN,

SATSV—EERBHBET, A7 7V —FHL A+ 2REHELET, ZhF, B—F - EYa—Lh
BB X UAN—FRIEXTT—&X 2y FPDY—Z « TXFAMIMTE2EHEEZBEB LUERT A
FHLES, ALy 7 ABEEB XU SMS EHEREE T, 5 DASD LS4 75V —% BT o0y
I PRAAENTVE T, EAKER, T=4-—HNRTHE2IXRTDIATITV—ICTENDETRNTDX
Y N—=IZB8$ % zSecure Collect 77— X IZEH DO WTHEINTVE T, IRNTDIRT L » 7477 =0
EFEFNTVWET, L. ZO6Z2RAT28dTEE T, /o, EoX -T2 475 %48
ETHZHTEET, zSecure Collect forz/0S 1, TNEHDTA T TV —DEX N=FFHFHR, AN
—NDOTF—ZDTFIRXNVEBHEEHLEST, 20T IXILVEHIX, zSecure Collect for z/0S 12 & D ERLX
% CKFREEZE 77— & + £ v MIEHIN T T,

S4 75 ) —LEBHIE. NEEEBICE o THRIIOEEETT, ST SV —TERBEEET. Bl
BEHBIC s CXIEFICEm IRy —r ek 3, BEEEX. 7T —XEHBMEIXERMTHE TS 2
2T, ZOHIBMNICEEINZZITRNTO TR I L 2RETEET, 7741 YV—RA-a—FKEk
Be—F P2 lDEBELNTT, ZOHEEIX, SATL - 9477 ) —KZREXNEVA, 77V
r—=ay G477 —bERXR—TEET,

77 #)L b D CKFREEZE 7—X& -t v b BITATIE Y FDIERERHCER L7z DR E) i, 24770
— BB T —ZREENRTVERA, 9477V — XA nN—F—XBINET 21213, BlD zSecure
Collectforz/OS P a 7%H 7 I v VA3 ENRDHDET, ZOHEERTHEEIE. 104 =Y DK 1051
RENTWBERNLT (Freeze] 7> a > (F7>a> 0) ZHHL X,

DX T avEFERTIE, RTIA—XR—DATIDRD LI, DERD a TRFEITHRETE=ET, BZ
5 <. 'system Libraries] % ERT 2 L HAREDA T a vy EBEZONETTH, FEDOIATI7V—%
BETZZdTEEd, MIFDOCKFREEZE 77— & « kv P 2HEAHA T2 23BN TE X3, HA
CKFREEZE ¥—& + £ v MZiE. VIOC, VDS, # X kEnbDdbDTIERL, 2/0S T—T 6D
FTARTDT 7 AL « T=EPEENET, i IAT IV =« XN— - T2 EFFENET, 2D
zSecure Collect for z/OS & a 7D FEITIIIE T2 D £35, BRLEZFATI7V —DE X AN—%FNT
A RED D 57-DTF,

% 10 B SMF 7 — X 8% 103



Menu Options Info Commands Setup  StartPanel

zSecure Audit for RACF - Audit - Libraries

Option ===>

0] Freeze Calculate new digital signatures

1 Lib all Overview of all libraries

2 Lib changes Overview of all libraries with changes
3 Status Show member status

4 Changes Identify members with changes

5 Scan Show members flagged by SCAN function
6 Duplicates Identify identical membezrs

7 Application Members summarized by application

8 Prefix Members summarized by member prefix (component code)
9 PTF - ZAP Members touched by PTF or ZAP

105. 1 RS54 75 —BFAH/NA=RIL

FA4 77 —EHEMHEFEITT 5121, CKFREEZE 77— X £ v N OEBOMRBILETH 2720, AN
Ly AR D 2O ERTHILENDHDET, ZOHNDZDHIZIX, 5HHE%Z7TT GDG HHT
B IEDNHAE TS, zSecure Audit for RACF 1%, X ¥ X %7 CKFREEZE 7—&X -t v FDOBHE L T
LAR=b2ERLET, 9477V —FHoHOKEEDHIZIZ, 2 DD CKFREEZE 7—X - v b ZHE
LLBEVWHDORBHDET, A7 ar 1, 3.5, 6, 7. 8, BXU9IE, 1oL ED CKFREEZE 7 — & -

ty MR TEZS, 247> a i, 9477V — - £=X—D— L THARETT, #
%13 zSecure Collect forz/OS 1Z 54 7TV — « X UN—IZDWVWT, A UAN—NIZEEDTF A FEI1T 16
EMZA NV IR H 20, TREREDEHR TS AMUTH L (SVC) Off AR R 2T TEE T,

FE, SVEREDTa I ATHEHAEINTVWE WS X HAERICH L TRET BRI ET,

INBEDATT a iz oOWTIE, [IBM Security zSecure Admin and Audit for RACF¥: 2 —%—+ 1) 7 » L
A+ 7)V ] IZHENH D £3, CKFREEZE O 7 — X DINEHIZ, 16 HEEMRMRE 2 L TR
REAAIa—=R- 777X b 2R3 dTEET, ERAXAVUAN—ZRETEIA 7> a2 v b ERTT,
CDFATTal &b, AF ¥y UHREDITRTDIA T 7)) —DHH 5, CKFREEZE 7—&X - kv hTEHE
BI2AN—ZEHEHLTERINTWE ), FREXN—ZICBERRSERE T a7 Y R HiH
LTHERENTWBEEIL, 9475 — « XUN—Z2RHETEXE3, @D 2/0S2—54 V54 —T
. NS DHEER ZMICHEITTEDIHIEDRD D TR A, 72720, RN Y 7 by = 7757 L B
WCBWT, BEEX AN —DBHIZEETT,

(54720 -8 WEEZHHT 20D AN 7 7 A VOFREFRDBID X 512740 5,

Menu Options Info Commands

zSecure Audit for RACF - Setup - Input F Row 1 from 5
Command ===> Scroll ===> CSR_

(Un)select (U/S) set of input files or work with a set (B, E, R, I, D or F)

Description Complex
_  CKFREEZE dd 4 Apr 2005 selected
_  CKFREEZE dd 8 Apr 2005 selected
_ Active primary RACF data base DEMO
_  Active backup RACF data base DEMO
_  Active backup RACF data base and live SMF data sets DEMO
*kkkkkkhkkkkkkkhkkkkkkkhkkkkkkkxxkxk Bottom of data sxkkkkkkkkkkkkkkhkkkkkkkhkkkkkkkkk

X 106. A1ty FDOEE

CHUTRRRANRANIE T T, FMECHERA T2 08 TEEd, ORI ayilid., 9477
—BBICAER SMF T — & - £y MZBETERIIEETNTVWERA, Freeze A 7> a v E AL TH
WTF—REBRINCINEL, BERY a 72EMLTH7Iv P LET, 20%. BHEHBELTHLLH LWL
F—RENELFT, BEficblzo THHT 2581, HRBIF—% - 71— (THLQ.CKFREEZE (0)
% THLQ.CKFREEZE (-1)1 &) Z{HEHL %7,

A1ty MiZiE, BYRE D SMF B X CKFREEZE 7 —& < kv +, BLU 1 DD RACF 7F—ZRX—2 %
EHDDBIENTEET, RACF T —RZNRX—21%, 727 T4 77 RACF 77— X RX—2, 7> — F X7 RACF
F—&, RACF F—&ZRX—2DaVt—., £E3MDOS AT LDT 754 77 RACF F— X R—ZADIFENH
DNET, ZOT—XR—RARBIEEOBDT—X + £y PTHKTEE T,

104 A X—+7v 7 - HA4 K



PI1LERACF YUY —ZADYYV—R + R—R + L R— b

VY=« LR—}F +F 723y RE)IF. A X =a—oEHATEET,

zSecure Admin+Audit foxr RACF - Main menu

Option ===>
SE Setup
RA RACF
AU Audit
RE Resource
C CICS
D DB2
F FIM
H Hardware
I IP stack
J JES
K Keys
M IMS
N VTAM
0 z/0S
P Programs
Q MQ
T Trusted
1] Unix
AM Access
EV Events
CR Command review
co CARLa
IN Information
LO Local
X Exit

Input complex: DAILY

107. zSecure Audit for RACF DX A > XZa1—

MUTDORACFVY —ZRDFRRBINLVEKR—b - AT a7/ ATEET,
106 R—Y D FCICSHEMB LUV YV —R « LKR—bJ

108 R—I D TDB2 B X UL Y VY —R -« LR— by

11 R=VD 774 NVREE2HDE=KY V7

Menu Options Info

Options and input data sets
RACF Administration
Audit security and system resources
Resource protection reports
CICS region and resource reports
DB2 region and resource reports
File integrity monitoring
Hardware like physical DASD volumes
TCP/IP stack reports
Job entry subsystem and started tasks
Cryptographic key information
IMS control region and resource reports

VTAM reports
z/0S options

Executable programs, especially authorized
MQ region and resource reports
Trusted users and sensitive resources reports
Unix filesystem reports
RACF Access Monitor
Event reporting from SMF and other logs
Review and run commands
Work with CARLa queries and libraries
Information and documentation
Locally defined options
Exit this panel

113 R—T D Th—F Y = 7 FRJ

113 R—IY D TP A& v 27 - LE— b (zSecure Audit T Afd FHA]HE

114 R=—ID P a T AN T AT LEBIME R )

114 R—Y 0 TEESH#IE#R (RE.K)J

115 R—Y D TIMS BB LYV —Z - LEKR— by

118 =YD IWTAM 7 XU —>a ¥ « LFE— k] (zSecure Audit T A{di AT EE

119 = D [z/0S #EJ

120 R—Y D TFEITA[EES B /' T 4 - LAR— by

121 R—I D MO fEEB LY Y —Z « LAE— b

123 R—Y 0 TEFHEBRL K — 1 (zSecure Audit TD Af# AT HE

124 =YD TUNIX 77 A )b« AT L « LR—bJ

© Copyright IBM Corp. 1989, 2019
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CICS HiEE LUV Y —X « LEK—F

AL Y RA=Za2a—DRELCHAH T a2 LT. CICSOfEE. Froo¥Friary, B mrs.057
— REBBEBRBIUOERRLETD,

LR— b+ 7 =&KX, zSecure Collect APF FFr] 21T L TYER X 417z CKFREEZE 7— & - & v b 2 LHUS
INFET,

RE.C 2R3 2 . 106 R—Y DX 108 IT/RI AR FTREINE T,
TEBXIUEP A 3 ik, zSecure Audit BF TR X N 2 HEET T,

Menu Options Info Commands Setup Startpanel
zSecure Suite - Resource - CICS

Option ===>

R Regions CICS region reports

T Transactions CICS CICS transactions selection and reports

P  Programs CICS programs selection and reports

108.CICS ')V —XR « NFIL

CICS fElELR—F

106 =Y D108 D CICS VY —R + XXV TRA TV arye#ERT 5L, 106 R—Y DK 109 ITRT
CICS FEIUER S AN DRRINE T,

ZDNRINVEFHLT LD ED 7 4 —)L FICEIRE#ERZ A S L, CICS fHIDOM T — X Z2HIR L %3
EIRFLERIEE T2 2, IRTOBIREEC KT EZ2La— FOAPHANCEENE T, —ZBOERT 4
— IV EF TR IANKXR—FFHTEZIENTEET, 74—V KR T4NX—FYR— b TI20EI0% #
NBIZE. 74— F - ~LTHERE (PFL) 2R L3,

CICS fEIBUEIR S AN T, MBIV FETA S a v 2 BIRT A2 TEXFT, Fh A7 a v riE

RURWEEIX, Enter 2T L AIFFICLAR— b -« T— MBI N E T, RBRINZE LI, E
RELME I —F(F 3 CICS Il L o — FOBEHMRFRREINE T,

Menu Options Info Commands Setup

zSecure Suite - CICS - Regions
Command ===>

Show CICS regions that fit all of the following criteria:

Jobname . . . . . . . . ____ (jobname or filter)
VTAM applid . . . . . . ________ (applid or filter)
SYSIDNT . . . . . . . . ________ (identifier or filter)
Complex . . . . . . . . ________ (complex or filter)
System . . . . . . . . o (system or filter)

Advanced selection criteria
Region security settings _ Region attributes _ Classes

Output/run options
Show differences

Print format Customize title Send as e-mail
Background run Full page form

109. CICS TEIFER/NR)L
L <&, TIBM Security zSecure Admin and Audit for RACF: 2—%— + U 7> L YR - xvx=a 7] B&X
UA Y I4 Y - ANV TEBRLTLEIN,

CICS k¥ ay .« LIR—F

106 R—Y D108 D CICS YUYV —R « RFINLTT A ST ary2&E RT3 L, 107 R—Y DX 110 ITR-F
CICS b T ¥ T v a ViEIRANSINANBERRINE T,

106 A X—+7v 7« HA K



ZONRINVEHEHLTLIOMU ED 7 4 = RICEREEZ AL, CICS b H o> ay - T2 %R
LEd, BREERIEET S 2. IRTOHEEIZ—-HTI2ENOLDOL - FOADBHNIEENE T, —
HDFIRT7 4 — LR TREI7A4NE—% HHT 2R TEET, 74—V KB T74LE—%HYR—1+F3
MEIMEFRDBIZIE. 74— F - ~NLTHEEE (PFL) 2EHAL 9,

¥Ialb—1b - LR=PFEZERTZIZE LER=b - X4 7 -+ 7> a > [Simulate access for specified
resource| ZEHL E3,

CICS b ¥ I a ViEIRASRXNLTIE, HAOBXUEITA T a v 2B RT222dTEEd, T2 4
T a vEFERLZWESIX. Enter ZH T FEIRFICLAR— b « T— XD XN F T, BRI NDHES
FZNE, EIREMEI T B CICS b v HF o vay - La— FOBERLIFRREINE T,

zSecure Suite - CICS - Transactions
Command ===>

Show CICS transactions that fit all of the following criteria:

Transaction . . . . . . o (transaction or filter)
Program . . . . . . . . ________ (program name or filter)
Jobname . . . . . . . . ___ (jobname or filter)

VTAM applid . . . . . . ________ (applid or filter)
SYSIDNT . . . . . . . . o (identifier or filter)
Complex . . . . . . . . ________ (complex or filter)
System . . . . . . . . o (system or filter)

Type of report . . . . 1 1. Show resource definitions

2. Simulate access for specified resource
Advanced transaction selection criteria
Security settings _ Attributes

Output/xrun options

1 0. No summary 1. Summarize by region 2. Summarize by transaction
Show differences
Print format Customize title Send as e-mail
Background run Full page form

X 110.CICS kS >t 3 VEIR/NKIL

# L 1%, TIBM Security zSecure Admin and Audit for RACF: 2 —H%— « ) 7> L YR +<v=a 7)) BX
CAY T4y - ~AVTRBRLTLIEI N,

CICS 7AY 5L * LIR—F

106 R—Y D108 D CICS VY —R * RANLTPAZa— A7 ary2FERT2L, 108 R—JDX
111 127”5 CICS 70 7T LGEIRASANANRREINFE T,

CDOXRINVEFHLTLIOBED 7 4 —L RIGEIRFEHER AL, CICS Yur 74 - 7—X%EHIRBL %
T, BIREERIEET 2., IRTCOFEEBI-HITI2Z6DLa— ROAMHHICEENE T, —HD
BRI 4 — VL RTEIANEX—ZFHTZILDNTEES, 74—V ERT4NE—FHR-—FTEI0E
SHBFANRBIIE. 74— F - ~UVTHERE (FL) 2L X9,

YIalb—1b - LR=PFEERTZIZE LER=b - X4 7 - F 7> 3 > [Simulate access for specified
resource] AL ¥,

CICS 7u 2o ABINARX N TR, HHWBLIUETA T a v2BIRTZ2Z2HTEET, T/ A7 a
VEREIRLLZ WA, Enter ZF T2 RIFFICLAR—F - T— XD XNF T, FRINDME AL NIT
. GBEIRFMEIC T B CICS 7u T4 - La— ROBENLRFRRINE T,

FTALBERACFUY —ZADY Y —RZ + R—Z » LR—} 107



zSecure Suite - CICS - Programs
Command ===>

Show CICS programs that fit all of the following criteria:

Program . e e e e e (program name or filter)

Program type . . . . . 4 1. Program 2. Mapset 3. Partitionset 4. All
Jobname . . . . . . . . ___ (jobname or filter)

VTAM applid . e (applid or filter)

SYSIDNT . . . . . . . . ____ (identifier or filter)

Complex . . . . . . . . ________ (complex or filter)

System o (system or filter)

Type of Ieport . . . .1 1. Show resource definitions
2. Simulate access for specified resource
Advanced transaction selection criteria

Security settings _ Attributes
Output/run options
_ 0. No summary 1. Summarize by region 2. Summarize by program
Show differences
Print format Customize title Send as e-mail
Background run Full page form

111. CICS 70T T LEIR/IN=RIL

# L 1%, TIBM Security zSecure Admin and Audit for RACF: 2 —H%— « V) 7> L YR +<v=a 7] BX
UF> o4y « NLVTESIRLUTLEE W,

DB2 Bl B LTV —X « LIK—F

XAV RXR=Za—DREDFA S a yZHHLT, DB2HEEBBINI Y —Z - F—XZRINLTRRLET,
108 R—TY DX 112 IT/RT DB2 U Y — R « NRFADBFRREINTE T,

Menu Options Info Commands Setup Startpanel
zSecure Suite - Resource - DB2
Option ===>
R Regions Region overview and system privileges (DSNADM, MDSNSM)
BP Buffer pools Memory areas that can hold data pages
CL Collections Groups of packages with the same qualifier
DB Databases Sets of tables, indexes, and table spaces
GV Variables Global variables (session scope named memory variables)
JR Java archives Sets of files comprising Java applications
PK  Packages Packages (pre-bound SQL statements)
PN Plans Plans (control structures created during BIND)
SC  Schemas Logical classifications of database objects
SG  Storage groups Sets of storage objects (volumes)
SP  Stored procs Stored procedure and user function routines
SQ Sequences User defined objects defining a numerical sequence
TB Tables/views Tables and views
TS Table spaces Table spaces (data set name space for storing tables)

uT User data types Distinct types

112.DB2 ') —X « )NZRIL
T : zSecure Admin Tl. ML R— b DADEHATEET T,

DB2 fElE L 7R— bk
RAZa— 47> ar%FERL, LR-TIVHIADDB2 7—XZ2HIRT 27 DRMELIEEL £ 3,

108 R—Y DX 112 DDB2 VY —Z * NFI)LTRA=Za— I ary28RTAE, 109 R—Y DX
113 1Z7/RS DB2 THIBUEIR S A AR R EINFE T,

108 A X—+7v 7S - HA K



zSecure Suite - DB2
Command ===>

Show DB2 regions that fit all of the following criteria:

Jobname . . . . . . . . ________ (jobname or filter)
Local LU name . . . . . ________ (Luname or filter)
Local site name . . . . (name or filter)

DB2ID . . . . . . . . . o (identifier or filter)
Group attachment name o (name or filter)
Complex . . . . . . . . ________ (complex or filter)
System . . . . . . . . o (system or filter)

Advanced selection criteria
Region security settings _ Classes used by DB2

Output/run options
Show differences
Print format Customize title Send as e-mail
Background run Full page form

113. DB2 TEIEHEIR /NI

COFRASINBHEHLTLIOUED 7 4 — L FIGERFEERZ AN L., T—XEHIBL 3, BIREAES
BETZ L., TRTOBIREE KT Z2La—FOABHNCEENE T, —HDOFEIRT7 1 —L FTIZ
TANR—"FHTZIENTEET, 74—V EBRTANER—FFR-FTINEINE FAXNBIZIE.
74 =R« ~NLVTHEEE (PFL) 2L 35,

DB2 FHIEGER S LTI, mﬁbiﬁﬁﬁﬁfya/%ﬁmﬁé Z%T%i?oit\ﬁf/a/%L
RLUWEGEIX, Enter 23 L RIFFICLR—F « T— XM XN §, BRI NDZHE F LTI,
ﬁﬁEL—W?%V:—F®E%#%TéﬂE?O

AL, A I4 Y - AT B XY TIBM Security zSecure Admin and Audit for RACF: 2 —%#— - V) 7 »
LYR == a7l) ZBRLTLIEEW,

DB2 VY —X « LR—F
DB2 tH 17— 2 % HlfR T 272D DHEMELIRET 2II BEL THA T a v 2 RT 2 XTFEERLET,

108 R—=Y DX 112 DDB2 VYV —ADRFINVT, BB TEF T a 2RI 2XTFEERLE T, #
RT2L, FEDERASKNADPFREINET, HlZIE. DB2 Xy 77—« T—ILDEFEIE. KD XDk

D%X3,

Menu Options Info Commands Setup
zSecure Suite - DB2 - Buffer pools

Command ===>

Show DB2 bufferpools that fit all of the following criteria:
Bufferpool name (name or filter)

DB2ID . . . . . . . . o (identifier or filter)

Complex . . . . . . . ________ (complex or filter)

System . . . . . . . . o (system or filter)

Advanced selection criteria
SAF settings _ Further selection

Output/xrun options

_ 0. No summary 1. Summary by region 2. Summary by bufferpool
Show differences
Print format _  Customize title _ Send as e-mail

Background run _  Full page form

114.DB2 )Ny 77— + T—ILOZFER/N=I)L

ZOXRINVEFHLTLIOUED 7 4 =V RIEREELZ AL, 7—2%2HIBLEST, 74— FDE
MEHRERRT I, TED 74—V R ETFIF—%2#LET, ZD74 =L FIKFEDANL THERET
W, BIRRAALEDOED 7 4 — LR TI74NR—%HR— b T 20 IZOVWTHHHINET, £/, [IBM
Security zSecure CARLa 2= > K = ) 7 7 L > & | @ "SELECT/LIST Fields"C. &7 4 —/ K A DFHHE S
B3szdTEFET,

FALBERACFUY —ZADY Y —X + R—Z » LR—} 109



BREMERIEET 2. TRTOBIREMEIC KT 3L a—- FOAPHNCEETRE T, BRI K
S>TIE. KD XD BILRINIEIRFLED N ODPEFTNTWEHDHH D FT,

SAF settings
[SAF settings] %i#IR3 2% &, SAF REFERASINDPERREINE T, BHlZIE. DB2 Ny 77—« F—
NDOEEZ, RD XSk D 5,

Menu Options Info Commands Setup

zSecure Suite - DB2 - Buffer pools
Command ===>

Show DB2 bufferpool records that fit all of the following criteria:
SAF resource class . . (class or filter)

SAF resource name

115.DB2 )Ny 77— « T— )LD SAF F"HEFER/NRIL

Further selection
lFurther selection] %#3#RT % &, FEMIER AR ADBERRINE T, HlZIZX. DB2 AF—~<DEHE
Z. RO XS5k ET,

Menu Options Info Commands Setup

zSecure Suite - DB2 - Schemas
Command ===>

Show DB2 schemas that fit all of the following criteria:

Number of Datatypes o (operator+number)
Number of Indexes . . __ _____ (operator+number)
Number of JARs . . . . __ (operator+number)
Number of Routines . . __ _ (operator+number)
Number of Sequences o (operator+number)
Number of Tables . . . __ (operator+number)
Number of Triggers . . __ _____ (operator+number)
Number of Views . . . __ _____ (operator+number)

116. DB2 X F —< DFEEMAER/NRIL

Other settings
lOther settings] ZiERT 2. ZORDFBIRAXNAPFRRENET, HlZIE, DB2 T —XRN—ZAD
BElE. ROXH2D T,

Menu Options Info Commands Setup

zSecure Suite - DB2 - Databases
Command ===>

Show DB2 databases that fit all of the following criteria:
Authid of owner
Authid of creator

Creation date . . . . __ (operator+yyyy-mm-dd or
Alter date . . . . . . __ ddMMMyyyy + hh:mm:ss or
hh:mm)

Select flag fields (Y/N/blank)
Implicitly created

X 117.DB2 T—AR—XADtxa!) T4 —FHEER/NNRIL
WA T a v BIUOFETA TS a v B BIRTEET, A7 arve2F o EIRLARVWI LB AET
T, LE—F - F—XiZ. Enter ¥— 2T T I INFE T, RICFERINBME CRILICIT, 2B

REEIC—HT 2L a—-FOBENPFRRINE T, HlZiX, DB2Java 77— 4 7 - La—F (JAR) DIGHE
F. RO K512k 5,

110 A X—+7v 7S « HA4 K



7

7

DB2 jars display Line 1 of 5

Command ===> Scroll===> CSR
All DB2 jar records 3 Jan 2013 07:18
JAR name Complex DB2I Schema  Owner 0 Created

__ DS_20110622080035 ADCDPL DBAG DPACK DPACK 22Jun2011 08:06
__ DS_20110801131621 ADCDPL  DBAG DPACK DPACK 1Aug2011 13:18
__ DS_20110822105345 ADCDPL DBAG DPACK DPACK 22Aug2011 10:59
__ DS_20110822110830 ADCDPL DBAG DPACK DPACK 22Aug2011 11:09
__ DS_20110920131946 ADCDPL  DBAG DPACK DPACK 20Sep2011 13:21

""""""""""""""""""" Bottom of Data skkkskskskskhhkskskskkhhk ks dkkhkkkkkh

X 118. DB2 JAR DIERRL R— b

ZDF—X%YAPNTESZDIX, zSecure Collect (CKFCOLL 7’1 2" 5 4) D APF #Fr] % 3213 7= 791
CKFREEZE 7 7 A WIMER S NGB DA TS, Z D& 57 CKFREEZE 7 7 4 VDIERIZDOWTIX, [IBM
Security zSecure Admin and Audit for RACF: 2. —H%— + ) 77> L VX + =2 7))L | D"zSecure Collect for
z/0S"ZZIR L TLZ& W,

COMBERRARFLTIE, 727>ay - avxy REFHATEZS, X, ROLS5RDET,
R

FHIBIERER R L E T,
S

EMEREFRRLET,
VY —Z + LKR—b, BEULE= - AT OFHTES 77 ay - avy ROERKRY X M
DOWTEFH LW, Y74 - AT (F1) B XU TIBM Security zSecure Admin and Audit for RACF: 1. —
HF— e Y T7L YR a7 HD"Z/OSDY Y —Z « LE—F'EZSHELTL I,

TILREEDE=Z2V Y

XA X=a2a—®D IREF) A7 avZFHLT, 774 VEE2EDE=L2Y V7 - F—22ERBIU
FRLET,

TR DARINDBERENET,

Menu Options Info Commands Setup Startpanel
zSecure Suite - Resource - FIM

Option ===>

M Members Members

D Data sets Data sets

X 119. 7 71 ILIREMEZZV VI DA Za2—
0%y a yOBERIDEMRERICOVWTIX, ¥ I 4 Y - NLTE XU zSecure Audit for ACF2
= VT 7L VR - aT BB TIEI N,

X2 /\— (RE.F.M)

T 7 ANMREEEDE=ZXR V) VDR =a—T, M X=a— - F7>aruERNLET, T3, BID
F—& « v bD Members| EIRINADBFRRENE T,

FTALBERACFUY —ZADY Y —Z «+ R—Z » LE—F 111



zSecure Suite - FIM - Members
Command ===>

Show records that fit all of the following criteria

Data set member . . . . _________ (member name or EGN mask)
Data set name . . . . .
Volume serial . . . . . ___ (volser or EGN mask)
System . . . . . . . . o (system name or EGN mask)
Sensitivity . . . . . . ___________ (sensitivity, no masking)
Fingerprint . . . . . . _ (Y/N/blank)
Program members . . . . _ (Y/N/blank)
Additional selection criteria
Other fields _  Program attributes _  PDF statistics
Output/run options
Summarize by _ 1. Complex 3. Volser 5. Member 7. Duplicates
2. System 4. DSN 6. Application 8. TTR
Show differences
Print format Send as e-mail
Background run Full detail form Narrow print

X 120. TMembers] FER/INZIL

CORINAEFEHALT, 129U ED 7 4 =L FIGEIRFEAEZ AL, BRENEZT—K kv b XN —
F—ZEHIRLE T, BIREERZIEET 2., TRTOEREE I —-HT3La—-FoaBRHENCEEH
T3, ~HOBERZ4 =V FTEIANKR—ZFHTEIENTEET, 74—V BT 4 X —%HR
— FIBREILEFANRBIZIE. 74— F - ~NLTHERE (PFL) 2L 9,

Members| BRI TIX. HAHLETOLF TS a VBEIRTEFET, F/20 A7 a3 V2 FEREFIC
Enter ¥ —%2#3 2, LAR—b « T—XOMENT CICEHITENTE T, FREINBZMIE IUITIT, EIRE
T DX N—DBENIRENE T, TOTTL « XAN—IETT T T L « X UN—ITEIZHT
TIN—TENBZ Z2ICERLTL XN,

F—4 + vk (RE.F.D)

T 7 ANVREHDE=ZXRY VDR =2 —T, D) X=a— - FF>arZFERLET, $5¢. Data
sets] ERAFXIUDBEREINE T,

Menu Options Info Commands Setup Startpanel

zSecure Suite - FIM - Data sets
Command ===>

Show data sets that fit all of the following criteria:
Data set name

Volume serial . . . ______ (volser or EGN mask)
System . . . . . . . . (system or EGN mask)
Encryption key label _

Sensitivity . . . . ___________

Select flag fields (Y/N/blank)
AND _ Fingerprint _  Encrypted

Output/run options
Summarize by _ 1. Complex 3. Volser 5. Key label 7. Sensitivity

2. System 4. DSN 6. HLQ
Show differences _ Only duplicates
Print format _ Send as e-mail
Background run _ Full detail form _  Narrow print

121. TData sets) ZEIR/N=xIL

@)\Z\ﬂ/%@ﬁﬁ LT 12 ED7 4 =L RICEIREEZ AL, RENEZT—& -y FVHEFHIBRLZE

T, BIREERIEET ., IRTOBREEIC-HTE2La—-FOAPHENCEENET, —HDER
T4 =V ERTEIANE—ZFHTEIENTEES, 74—V RB T4 VR —%2HR—=- 1T 2050
BIFNBIIE. T4 =R - ALTRERE (PFL) 2L E 3

112 RX—+7v 7S - HA4 K



Data sets | #EIR St L TlE, [Output/runoptions) HBIRTEE T, T/, A7 a3 V& FERETI
Enter ¥ — %232, LAR—1 - T—XOUHEN T CIZETEINE T, I IWE < OUTIE, EIRE
BIE—HT 27— -y VADV R I PRREINET,

N—=FOT7RT

XA VRXZa—DREHA T a2 fHHALT, "—FUx7HFKRYYV—R - NPV EBRBIUFRL F
7,

REH 2RI 2 2, 113 R—Y DX 122 IS RINFADBFREINE T,

Menu Options Info Commands Setup Startpanel
zSecure Admin+Audit for RACF - Resource - Hardware

Option ===>

C CEC Systems by CEC and LPAR

D DASD Physical disk volumes

122. N\— Rz T7FRRIYV =R « NI

CH7>arTid,. TR~ VT, KITLPAR £7213 z/VM £ X — 2T, HFZICHYE T E (CEC)
DCPUT VTN EZSTIRATL%EIZN—TL L ET, RE.O.S LIXXBINIC, TDFRRTIE, YRTLDHE
R T R =R —DABRREINE T, ZOXRRDHWEK, MENLR TN RELTWS ZETY A1
KT BAREMED D 25 %, IREE~> I E 70 2R £ 7213 LPAR ICE /= 2R TR RT 2 Z 2T,

D & 7> a »id. CKFREEZE 7 7 A L THH L7=DASD RV 2 — 24 ¥ RACF F— X R—X%Z £ RT3
DASD RV 2 — A REB X UHE )] NPV EFRRTH7-DIEIRLET, ZOFRE. AUS H T3 —
MVS $558 D DASDVOL /R 2 AU TF, LR— FOHIRIA 7S a izonTid, AUSICEEIL TL 72X
W,

IPXARAwY « LIK— bk
TCP/IP HER E Gt DT — X B #IR L THRRT 51213, REIA T a Vv EHL T,

ZDF—&IE, TCPIP=YES /85 X — & —%Z$57E L T zSecure Collect APF #Fr] % 5T L TER X 7=
CKFREEZE ¥ —& « v F BB EINET, EVIRX =2 — - I a v HHALT, IPEKFT—&I12H
HTZSMFARYFDLULAR—FRERTZ2ZHTEET,

XAV RA=Z2—55 REIZEIRNTAE, 113 R—Y DM 123 IZRTNFIADBERINF T,

zSecure Suite - Resource - IP stack Selection
Command ===> _ start panel

Show TCP/IP stack configuration data that fit all of the following criteria:
Stack name . . . . . . (name or filter)

System . . . . . . . . ________ (system or filter)

Sysplex . . . . . . . ________ (sysplex or filter)

Output/xrun options
Ports / Rules _ VIPA
Interfaces _  Routes _  Netaccess
AUTOLOG Resolver _  FTP daemon

Telnet server/ports

Show differences

Output in print format Customize title Send as e-mail
Run in background

X 123. TIP X% w238k X2l
MIP 2 &y 738N R 5, BIREEL AN L TTCP/IP A& v 7T — %% 12 kD74 —L F

WHIRT=£9, BIREERIEET A, IRTOHEBII-HITI2La—-FosBIHEHCEETRET, —
HOBEIRT 4 — LV RTWEIANE—ZFHITAZIENTEET, BIR74 — L FOFHHAZRER R LD, 7

FTIALBERACFUY —ZADY Y —Z «+ R—Z « LFE—F 113



4=V RTIANANR=DYR—- b ZNZ0ESI2HFNITZITE. 74— F - ~NVTHERE (PFL) 2R L
TLEEW,

BIRARALTI, HAOBLUFEITA Y a Vb iEETET T, ETA7ary2#HHLT, REDXA S
DIP MW T — X DFEIRFEMERL X SIIRETEE T, HAFETA T a v E2MEHLT, LR—F - 7=
VBIVHRIA S a v EIIRBELET, THOLDF T arOVnWThaArEEIRTA L, [IP A& v 738N
28K IV T Enter ZF L 728 BTG T 28R IADRERREINE T,

HOFEREFETA T a VB BER LA 72581, TIP A X v 75EIR) 4L T Enter 232 3 IF
— AP XN F T, HESIADT CIWCHRREN, IBELUBIREEIC L2 IPHEKL 2 — FOEY
DRENE T,

INBEDLAR— MIOWTFE L L&, [IBM Security zSecure Admin and Audit for RACF: 2 —H%— « ) 7 »
VYR s==a7l) ZZRLTIEEWN,

JaTANYITRTLEHRERYD

XA URZa—DREIFT TS arvZHHLT, DaTANY IS AT L BBR R - LER— F2EIREB
FUERRLET,

REJ ZEINT 3L, 114 R—S D 124 ISR T ANADBETREINE T,

Option ===>

J Jobclass Job class definition

N NJE nodes Network job entry node protection
S STC Started task protection

124.JES ')V —R « NFIL

IFFTarTld, IES2V a7 - ZS5REWET—TINE, ZOF—IU 6 REL. BET 3 RACF LR
NBIORECHEELEBICHTAZEEHEL LHICHRRTIRIES2Va T - 75X+ RFTRX—&— X
FADHEIPNET, ZOFRIE. AUS T TVY — MVS 7—710D JOBCLASS FHmrne —H L £,

NAT7>a ZHHTE2DX REIDTDAT, BEIRLEMET 4 —1 F%FRT 2 NIE_NODE Eiy<
INDEPNE T, (ZHUTFEREFE CARLa 227 V) 7+ CKADQIN T )

SATa T, BRR A DR RiEEFRRT 2 THHIBEX A7 OME) 3 hfrhE T, Z0FR
RlE. AU.S H T3V —RACF U Y —ZD STCLH— e —HLFT,

LA - FOHIRIER A=Y 3 Yi2oWTIiE, AUSIZBEIL TL X0,

a5 #15R (RE.K)
XA U RX=Za—DREKA T a2 FHLT. BESHIERE2ERBLOCERLET,
REK Z# RT3 ¢, 115 R—Y DK 125 IR T NANANERREINE T,

114 RX—+7 v 7~ HAR



zSecure Admin+Audit for RACF - Resource - Keys

Option ===>

c CF structures Coupling facility structures

D Data sets Data sets under encryption policy or encrypted

P Public Public key data set (ICSF PKDS)

S Symmetric Symmetric keys (pervasive encryption and ICSF CKDS)
T Tokens Work with PKCS11 tokens (ICSF TKDS)

125. BESH) Y —X « X)L
i¥: Datasets) L K— FiE. zSecure Admin TIXEHTX XA,

Coupling facility structure encryption

'RE.K.C] TWE. CFRM(A vy TV Y7+ 773 VT4 — VY =R I3 =V v —)T—X kv T
EBEINET T4 7 - RIVS—DhHy TV T« 7730574 —DRENRFREINE T, T/ BE
LB S OIERH R Y, vy TV T - 772074 —HADINLDRA T 7F ¥ —DHITIRM
SRREINET, 77747 « KV —THEBIDBDBETH 2 L REINTVWIREE, Ay VT -7
7V T4 —OEOH DR DR, ZoEsEEbEIh 3, BELEHIEHEARY > —TEHEX
NG EE. BHENR) S —2BMB LT, AN 2Fy—2HEADRDTIDENRDD T,
'RE.K.C) THrE SN 2HMERICIE. BRI ESROREFOLEENGZENTVET,

Data sets under encryption policy or encrypted
'RE.K.DJ T, BEHEtxhz7—%- -ty b, ZNOHD I BHEFIZT AT L L THE(LHERTE 2T
—X -ty b, BEUBEBLRY O —DEELZTE2T7—X -ty MORRINFET, BELRY > —
¥, DATASET 7’1 7 7 £ )L ®D DATAKEY 7 4 —/V RICANIDIH A DFP 7 X ¥ M KXo TREINZE
T, TRty FOPEEBICEETHIIUE, ZDT—X -ty ME, EXIAAL (FRIEHEZIAAR) O
BichES{bX g3, /RE.K.D) LKR—FTlE, FHEOEIT LR —DRET LI N E
\3—0

Public key data set (ICSF PKDS)
'RE.K.PJ T, ICSF D NFERIFTRINE T, HOFMPLEHENT 2720, BROHET—% - &
v FTH—® RSA ¥ A X —PMBEE X — > (MKVP) 2B L TWAEERH D £3, MKVP Ik, #ER
PEHLET, ROBEHLUE, YT —X -2y PRI ATLATYT, La— FEEEL LI
F. RNBHETANLE KED SO RT 4 —DRERREINET (AL EHIRAIZa—LLET), TrX74
—2E, BEA T, T—HA TR, AL COETALT) LB LIUHOEX, B (ERH. &KE
HH, &ESEH, BfAH. & TH). #8710 RACF REXEENE T,

Symmetric keys (pervasive encryption and ICSF CKDS)

'RE.K.S) Tld. ICSF NOMIMEERYL., HEDI AT A 2o REBEDREY — 2 6 MRS
AADBBPERINT VWIS T REINET, BORPZEELMT 220, BHOHHF— % -
v FTR—® AES ¥ X X —§REF X — > (MKVP) B L TWAEEDRH D 3, MKVP I, #E
EEENLE T, ROBEHL L, VHET—&Z -2y AR ATLTT, La— FEEL~L
W, RS L KED T 0T 4 —RRRENFT (AN ZHIZRAZa =LV L ET), Fa7
4 —IZiE, XA T T—H A4 TR, RACF 225 DB (TESMdk %), SMS F—& « 725 215
DSIRE (TSMS)), EBEDT—X - v v 25 DSHE ((Datasets)), XA YOFET7 LT ZLB XN
HoEX, Hf (EH. REELEH, ®RESIRH. FthH. 8 TH)., #8710 RACF REDIZEN
£9,

Work with PKCS11 tokens (ICSF TKDS)

bt ar28R—y0 FGFHE, VY7, 7408 — BESL =2 DU @ TRA.5.7 Tokens
- Work with tokensg ZZH L TL 72 & W,

IMS fEiE LUV =X « LIR—F

XA YVRZ2a—DREM AT arrEMHALT, IMSOFEEB., Foo¥riay, B urs 2,057
— REPERBLIOERLEST, LAE—TF « F—&IX. zSecure Collect APF FFr] # 1T L TIER X L7z
CKFREEZE ¥—X& « kv F o EEEINFE T,

FTIALBERACFUYY —RXADYY —X + R—Z » LR— b 115



RE.M Z3E#IRT 32, 116 R—Y DK 126 IZRTIMS U Y — R « I DBFERINFET,
TBXUOP AT aid. zSecure Audit BTt X W A HRECT T,

Menu Options Info Commands Setup Startpanel
zSecure Suite - Resource - IMS

Option ===>

R Regions IMS control region reports

T Transactions IMS transactions reports

P  PSBs IMS program specification blocks

126.IMS 1)V —X « X=X

IMS falsi L R— b~

IMS

RA=a— A7 ar2BRL T, IMSHROMKT — X 2HIR S 2720 DFPEEEZIEL £,

116 R—J D126 DIMS VY — R + X)L TRAZa— + T2 a VEBEIRT B2, 116 R—Y DK
127 1235 IMS FEEGEIR SRR I NE T,

ZOXRFNVEMFHLTLIOUED 7 4 =0 RICEREMERL AT L, IMS HIBOMK T — 2 Z2HIR L £ 3,
EIRMERIEE T2, IRTOBREEI KT E2La— FOADPHNIEENE T, —GBDHEIR7 4
— IV ERF TR TIANR—FFHTEZIENTEET, 74—V R T4NX—FYR—bTI0ESI0% #H
RBIWE 74 =LK - ~LTRERE (FL) 2R L £ 3

IMS FEBGEIR S AL T, BABIUVETE S a VR BIRTA3Z B TEET, Fh A7V av%5E
RLRWIEEE, Enter 2T RIFFICLAR— b - T— XX NEF T, FTREINDIME KR ITIT, 1B
REMEIC—FT 2 IMSHEIKL a— FOEMNBRREINE T,

zSecure Suite - IMS - Regions
Command ===>

Show IMS control regions that fit all of the following criteria:

Jobname . . . . . . . . ___ (jobname or filter)
VTAM applid . . . . . . ________ (applid or filter)
IMSID . . . . . . . . ________ (identifier or filter)
Complex . . . . . . . . ________ (complex or filter)
System . . . . . . . . o (system or filter)

Advanced selection criteria
Region security settings

Output/run options
Show differences
Print format Customize title Send as e-mail
Background run Full page form

127. IMS TEIEEIR /NI

# L 1%, TIBM Security zSecure Admin and Audit for RACF: 2 —H%— « V7> L YA +<v=a 7] BX
UF> o4y « NLVTESIRLUTLEE W,

FSoYoo 3> LE-F

116 R—Y D126 DIMS YV —R « XFILTTRA=a— I a vy RT3, 117 —Y DN
128 W CRTIMS F I U7 S a VBRI DRERINE T,

ZONRINVEFHHLTLIOMUED 7 4 =V RICEIREEEZ AL, IMS VU ¥ 7> ay - 7—XEHIR
LET, BREEZIEETZ 2, IRNTOREI—HITZ2ZEN6DLa— ROADBHENICEENE T, —
HOFIRT7 4 — LR TR I74NEX—% FHTZIDNTEET, 74—V BT LEX—%RPR—1+F3
MEIDEFARDIZIE, 74—V F - ~NLVTHEEE FL) 2L X3,

YIalb—1bF - LR=PMEERTZIZIE LER=b X477 -+ 7> 3> [Simulate access for specified
resource| ZfEAHL 3,

116 AX—+7v 7S « HA4 K



IMS F S V¥ 7y a VIEIRAARATIE, BABIUEGTA S a v 2@ RT22dTExFEd, T2 4
T a vEBERLZWESIX. Enter ZH T FEIFFICLAR— b « T— XD XN F T, BRI NZIHES
FOIE, EIREME T B3 IMS F o U H T ay - La— FOENRERINE T,

Menu Options Info Commands Setup

zSecure Suite - IMS - Transactions
Command ===>

Show IMS transactions that fit all of the following criteria:

Transaction . . . . . . ________ (transaction or filter)
Transaction class . . . ____ (class number or filter)
Program specif. block ________ (PSB or filter)

Jobname . . . . . . . . ________ (jobname or filter)

VTAM applid . . . . ________ (applid or filter)

IMSID . . . . . . . . . o (identifier or filter)
Complex . . . . . . . . ________ (complex or filter)
System . . . . . . . . o (system or filter)

Type of report . . . . 1 1. Show resource definitions

2. Simulate access for specified resource

Advanced transaction selection criteria
_  Security settings
Output/xrun options
0 0. No summary 1. Summarize by region 2. Summarize by transaction
Show differences
Print format Customize title Send as e-mail
Background run / Full page form

X 128.IMS kS >H U 3 U&EIR/INRIL

L 1%, TIBM Security zSecure Admin and Audit for RACF: 2 —H%— +« )7 > L YR +<v=a 7] BX
CAY T4y - AT EBRLTLIZI N,

IMSPSB L7R— |k

116 R—Y D126 DIMS VY —R « KXV TP AZa— + F 7 ary2FERT2L, 118 R—J DX
129 1Z/” 3 IMS PSB JBHR SR AR R ENF T,

CDARINEFERLTLOMED 7 4 —L MICEREHEZ AN L, IMS 077 aftiimny 7 - 7—%
ZHIRL 3, BIFRHEEZIEET 22, IRNTORBI—KRITE2ZENODL a— RFOAPHONCEENZE
T, —EDFEIR T 4 — NV F TR IANKX—F HHTZ2ZNTEET, 74—V ERT4 LR —FFR—
FEADLEIDLERNRBIIE. 74— F - ALTHERE (FL) 2L $95,

YIalb—1bF - LR=PMEERTZIZE LER—=b X477 - F 7> 3> [Simulate access for specified
resource| ZHFHL 7,

IMS PSBi#E IR X L TIE, HHBIPEFA TS a v B BINT 2223 TEET, /- A7V a v a2 iE
RUBWEEIX, Enter ZH T FRIFFICL R — b - T— XM XN T §, RRSINBWE R, E
REHAE ) Z—FF 5 IMSPSB L a— FOBEHBERRINE T,

FALERACFUY —ZADY Y —Z + R—RZ » LR—} 117



zSecure Suite - IMS - PSBs
Command ===>

Show IMS PSBs that fit all of the following criteria:
Program specif. block (PSB or filter)

Jobname . . . . . . . . ________ (jobname or filter)
VTAM applid . . . . ________ (applid or filter)

IMSID . . . . . . . . . o (identifier or filter)
Complex . . . . . . . . ________ (complex or filter)
System . . . . . . . . o (system or filter)
Type of report . . . . 1 1. Show resource definitions

2. Simulate access for specified resource

Advanced PSB selection criteria
Security settings

Output/run options

0 0. No summary 1. Summarize by region 2. Summarize by transaction
Show differences
Print format Customize title Send as e-mail

Background run / Full page form

129. IMS PSB ZER /X)L

L <&, TIBM Security zSecure Admin and Audit for RACF: 2—%— + U 7L YR - xv=a27/] B&X
OAY T4y -~V TEBBLTLEI N,

VIAM 7TV =32 « LiR—F
RENA 7> a2 ERLT. VIAM7Z7 U —>ay - F—X2EIRT 200 BIREELIEEL 5,

XA RX=2—0 REVTAMreports| + 7> a V2 AL T, VIAMBELERBIUERRLET, X
A YA =a2—m5 RENZERLT, 118 R—Y DX 130 D VIAM 7 7V 7 — a > @ FER ROV E TR

LEJ,

Menu Options Info Commands Setup
zSecure Suite - VTAM - Applications

Command ===>

Show VTAM applications that fit all of the following criteria:
Logical Unit name (name or filter)

ACB name . . . . . ________ (name or filter)
Current state . . . __ (code like ACTIV, CONCT, etc, or hex value)
Conv.lvl.security _ 1. ALREADYV 2. PERSISTV 3. CONV 4. AVPV 5. NONE
Complex . . . . . . ________ (complex or filter)
System . . . . . . o (system or filter)
Output/run options
_ 1. Summary by system 2. Summary by major node 3. Summary by jobname
Show differences
Print format _  Customize title _ Send as e-mail
Background run _  Full page form

130. VTAM 7 )7 —< 3 Y DFRIN=IL

ZORINVEFHLTLIOUED 7 4 =V RIEREEZ AL, 7—2%2HIBLEST, 74—V D
MEHRERRT 21, EED 74—V K ETF1IF—%2#LET, ZD74—IL FKFOANLTHERET
W, BRIV EDOED 7 4 — LR TI74NR—% Y R— b T 20 IZOVWTHHHINET, £/, [IBM
Security zSecureCARLa 2~ > K + ) 7 7 L > X | @ "SELECT/LIST Fields"C., &7 1 —/L K L DFHHE S
B2y TEET,

HIOA T a v BEOFETA T a VR BEIRTEEZ T, A 77a 2 F o= GEBRLRWI 2 HE[EET
J, LER—F - F—&iZ, Enter X— 2T I I XNE T, TRINBZMWE 3L, GERE
WIZ—HTBAVIAM 7 UV —> 3y - La— R BHBRERRINET,

FELIE, A IA4 Y ~LTB XY TIBM Security zSecure Admin and Audit for RACF: 2 —#— + 1) 7 >
LYAR =27 ZBRLTIIEE W,

118 A &X—+7v 7S « HA4 K



119 R—=Y DX 131 1. TVTAM application display | L R— b DBERRASAINLDH > TV ERLTOVE

K
VTAM application display Line 462 of 465

Command ===> Scroll===> CSR
All VTAM application recozrds 1 May 2014 23:42

LUname ACBname Major System CurSt DesSt VerifylU Pre Acq CPa PPO SPO
__ TS00149 TS00049 AQG1MVS IPO1 CONCT CONCT NONE CPa
__ TS00150 TS00050 AO1IMVS  IPO1 CONCT CONCT NONE CPa
__ TVT5004 TVT5004 VTAMSEG IPO1 ACTIV ACTIV NONE Acq
__ WUINCMO1 WUINCMO1 AG1CICS 1IPO1 CONCT CONCT NONE Acq CPa

*hkkkkkkhkkkhkkkhkkkkkkkkkkkxkkkxk*x Bottom of Data **kkkkkkkkkkkhkkkhkkkhkkkhkhkkkhkkkkkkx

131. VTAM 7 ) 4r—> 3 Y O FERT

ZDLR—bDF— ZBERHAIREIZ 7 % DI, zSecure Collect (CKFCOLL 71 275 4) d APF #Fr] %5213 7=
FZATHIZ CKFREEZE 7 7 A ADMERE N2 5B DA TS, CKFREEZE 7 7 4 VDIERICOWTEEL < 13,
[IBM Security zSecure Admin and Audit for RACF: —#%#—-1) 7 » L VA <=2 7L | D"zSecure Collect
forz/OS" 2SR L T 72X\,

z/0S 5% 7E
XAV RAZa2a—DREOAT>aryEMHLT, z/0SKEEZFERBIUOFRRLET,
RE.O Z3#IRT 2 L, 119 R—Y DX 132 ISRINRNIIADBERRINE T,

Menu Options Info Commands Setup Startpanel
zSecure Admin+Audit for RACF - Resourxce - z/0S

Option ===>

A Address space Active address spaces and their DD name allocations

Cc Common stg Common storage protection

D DMS CA-Disk (DMS) systemwide security settings

I IPL IPL parameters

L Logging SMF recording options and exits per SMF subsystem

M MPF Message processing facility intercepts

0 Consoles Operator console authority and protection

R Ranges Virtual storage ranges

T Tape System-level tape protection settings

S System System-level z/0S security settings (not ESM specific)

Vv Variables System variables

132.z/0SEBEVY —X « XL
¥ : zSecure Admin Tlx. ¥ X7 2 (RE.0.S) L K — F DAMMERHATEET T,

TIOT4ATRT RLRA « AR—ZAL, ZODDHKEDIRY EFRRTBINE, AF>ay - TuaryS A%
ANLET, (ZHIZFERTERR CARLa 227V 7 b CKADQES T )

CHFYa vk, BEBENSOEBOIERA N —Y vy P2 HRRT S [0 —r L EXAAARER
WA PL—2) $FAH»rNET, ZHiE. AUS Z 5T Y — MVS 7 —71D WRITABLE L E— £ [A
LT

DA 7> a»Tld. DMS B XU DMSAUDIT DL E— FaFRENFT, ZHid. AUSDODMS LE— 1B
X ' DMSAUDIT L K— F 2RI LT,

1A a v BRI, MRS ATALAIPLATIA—&Z— ] LAE—HZFET, ZHhik. AUS BT
oY — MVS F—71D IPLPARM R —H L £,

LATF>arTld, SMFH 7Y RATLARELRZTRTT S ISMF 372 27 AMRTERE )] AL H»NE T,
ZDLR—ME, AUS I TIY— MVST—71D SMFSUBOP L 7 K— MZXIEL 3,

Xyt —IEEREER v —IRIT2ME] LR—FERRTICWE. MA T a v 2HHLES, o
iZ. AUS 773U — MVS 7—7LD MPFMSG L E— F 2[RI TH D, MPF B 573V —TRERZED %
WATTbHBE Xy tb—Y IDEERRLET,

FTALBERACFUY —RADYY —X + R—Z » LR— b} 119



FRL—R— e AV — N HEFRTIITNE. OF T a R LET, ZOLFR— NI, AUS ATV
— MVS 5 —7/LD CONSOLE L E— + 2[RI LT,

RAT>a Tk, MREER L —Y -~y 7] DE»PNET, ZHIE. AUS I T3V — MVS T—71LD
VSM LR — MZHIGL 95,

T REREEFRRT AN, TA S a vy 2FEHLEST, 2. AUS Z 73V — MVS T—71D
TAPE L K— F 2 RIL T,

SAT a T, tF a2V 74 —LDINDI AT LAHEPRREINET, UL AU.S H 73V — MVS 7
— 7LD SYSTEM L E— F B LI SYSTEMAU L A— F 2[RI LT,

VAFSa vz HHTES2DIE. RE.OX=a2—HNDAT, MVS S RATFLALEEERRT S
[SYSTEM_VARIABLEJ E¥ L KR— r2BINE T, BAIDRRLNNUIE, EBHOENTHD, ZOERK
PMEHINTVWA S AT ABDRERINT T, XA FTEL, SRATLZ DA DEIERINE
T, (ZHIFHRTER CARLa 227 VU 7+ CKADQMV TF,)

LAE— FOHIRTER A=Y 3 Yi22oW0TiE, AUSITBEIL T X0,

R{TRIEETAT F L - LE—F

RE.P 23 INT 2L, 120 R—Y DM 133 IR T AADBETRINE T,

Menu Options Info Commands Setup Startpanel
zSecure Admin+Audit for RACF - Resource - Programs

Option ===>

A Appendages I/0 appendages

c PC Program Call routines

D Dynexit Dynamic exit routines

E Exits Exit routines

P Programs Program objects and load modules

S Subsys Sybsystem definitions and function routines

T PPT Program property table (system key / bypass DS security)

Vv SvC Supervisor calls

133. EfTRIge7OT S L - UY—X « )N2IL

FLAYDRRII. AUS D FTOERREFLTT,

AT 7> arTlE. ANL—YRNT—IIIVTERINTWVWS, FajXN-AHBIIL—F 0 BERREN
3, ZOHFRRE. AUS ZTTY — MVS T —7L D IOAPPD Rk [E U T,

CAHT>arTlE, ul I MUK LEREMUHINZL—F U E2FRRTE 70T L0 LES
For) BEIPNFET, ZHUE. PCIAAUTH 7 FL R + AR—ZANDEZRICES X% T, ZHhICHET 5 AU.S
HFaY — MVS F—T L ADFERIFZ. PCTT,

FHOERERRTAI1IE, DA T a2 AN LET, Z4Uuk, AUS H 73V — MVS JEERD
DYNEXITS £/RE AU TS (X 7> a > EXITS D—ETF), EA 7> a > Tld, TSO. RACF, ACF2.
JES2. WTO. MPF, CA-1. DMS, HSM. BXUSMFO&HIOr F—71 ., BLUBNHOESE»ZRT
2 THOBXUT7 =710 E L AR—M2E»NE T, ZHITHIES % AU.S NDFE R IX, EXITS T,

PA 7> aTld. RACF Z[i T A R[REMAH 20— F - TV 2 — L DRE#ERZFRTE £V 2 — L1318
O 2»PNZE T, AUS H 72U —RACF U Y —XTlE,. PA 7> a vy TERRINBZDIZAC=1 DA
T35, REP Tl. APFAC=0 EY 2 — L HBRINF T,

SAHS aryTld. ANV —YTRENEY ITVAT LR FRTE (TR TFA a3Iar—ay:
RZ Ve T—=T0N ] B, YT RATALAZTLIZ LSSCTH N E S, ZHARHIST 2 AUS I 7TV — MVS
T —7 IV HNDERIEZ. SUBSYS T,

TAT>arTl&, By ro6 - 7axXs4— - T7—7NVIHERERTS (T rIn - a7,
— - T—I0 ) PErNET, ZHE. AUS ATV — MVS T—T71D PPTFRLEI LTI,

120 A X—+7v 7S - HA4 K



VAT arTik, BT 77 AU HLT =701, ZOTFPHEZNINEBIUL 2 20@EN-Va

Y (AIRERIGE) 2 HHi 7T — I A0S UTHRRT 2 R0 7o A0 LEERR] BE»I»NET,
ZUZlE. Extended Service Router (ESR) 77— & b &N ¥, ZHE. AUS HTTV) — MVS 7—7 L
D SVC X REF LTI,

L= FOHIFIN— 3 2oV Tid, AUS ICEEIL T X0,

MQ iR LTV —X « LIR—F
A4 YRA=2—DREQATS 2 Y EMALT, MQEBBXUY Y =2 « F— X EBRLTRALET,
REQ A 7> arvZERTZL, 121 R—Y D134 ITRTMQ VY —R « RRADPFRENET,

Menu Options Info Commands Setup Startpanel

zSecure Suite - Resource - MQ

Option ===>

R Regions MQ region level settings (MxADMIN)

CH Channels Channel definitions

CO Connections Applications connected to Queue Manager

IN Initiators Channel initiator overview and settings

NL Namelists Lists of names

PR  Processes Process definitions and settings

QU Queues Queue definitions and settings

TO Topics Topics for Publish/Subscribe usage

134. MOV —R « XZa—
¥ : zSecure Admin Tl. ML R— b DADEHAIEET T,
MQ fEiZ L R— b

RAZa— A7 ar2#ERL T, MQEBOMKT —X Z2HliRS 57D DEIREHELEE L 7,

121 R—IJ D134 DMQ U Y —R + X)L T, RXZa— « F 7> ary2ERT2L, 121 R—Y DK
135 129 MQ THIBGEIR S XA LR RENF T,

Menu Options Info Commands Setup

zSecure Suite - MQ - Regions
Command ===>

Show MQ regions that fit all of the following criteria:

Jobname . . . . . . . . ________ (jobname or filter)
Region userid . . . . . ________ (userid or filter)
MQ QMGR name/subsystem _ (name or filter)
Complex . . . . . . . . ________ (complex or filter)
System . . . . . . . . o (system or filter)

Output/run options
Show differences
Print format Customize title Send as e-mail
Background run Full page form

135. MQ TEIFHEIR /N I)L

ZONRINVEFHLTLOM ED 7 4 —)L FIGERFEEEZ AT L. MQ SO T — X ZHIBRL £3,
EIRERIEE T2, IRTOBREEI KT E2La— FOADPHNIEENE T, —HBDHER7 4
— IV ETRETANR—FFHTEZZIENTEET, 74—V EDRT4NE—2FRK—1+TE530E50% i
RBIWE. 74 =LK - ~LTRERE (FL) 2ER L £ 3,

MQ TEIRDIBIR A AN TIX, HAOA T a v BIUOFEITA T a v e BIRTExE S, A7 aveEol
CFEIRLEWZ L HAEETT, LAR— b « T—XiZ Enter 2T I I EINF T, BRINHME
PRAINTIE, BRI —ET 2 MQ fE L a— F o BB ERINE T,

AL o4 v - AT B X TIBM Security zSecure Admin and Audit for RACF: 2—%'— « ) 7 >
LYR == a7h ZZRLTLIEEN,

FTALBERACFUY —ZADY Y —Z «+ R—Z « LR— b 121



MQUY—X -« LE—F
MQUY—XLAR—-—IADY =R + T—RZHIRFT 272012, BELTEX=a—- - F S ariERT
EE3
121 =YD IMQEBBLLRY V=R - LAR—F] ITIRTMQ VY —R - NFNT, BRELTEA=a
— AT arEERLET, ERT L. MET2RIRAFIANKRENT T, HIZE MOQFa2—D
HEd. RDEXS1ITkD T,

zSecure Suite - MQ - Queues
Command ===>

Show MQ queues that fit all of the following criteria:
Queue name . . . . . .

Queue type . . . . . . _ 1. Alias 2. Local 3. Model 4. Remote
MQ QMGR name/subsystem o (name or filter)
Complex . . . . . . . . ________ (complex or filter)
System . . . . . . . . o (system or filter)
Advanced selection criteria
SAF/RACF settings _ Further selection
Output/xrun options
0. No summary 1. Summary by region 2. Summary by queue
Show differences
Print format _  Customize title _ Send as e-mail
Background run _  Full page form

136. MQ F 2 — FR/N\xIL

ZOXRINVEFHLTLIOUED 7 4 =V RICEREELZ AL, 7—2%2HIBLEST, 74—V FDE
MEHRERRT 21, EED 74—V R ETF1IF—%2#LET, ZD74—IL FKFOANLTHERET
W, BRIV EDOED 7 4 — VR TI74NR—%HR—b T 20 IZOVWTHHHINET, £/, [IBM
Security zSecureCARLa 2~ > K + ) 7 7 L > X | @ "SELECT/LIST Fields"C., &7 1 —/L K DFHHE S
B2y TEED,

ERBEHEZIET 2 &, TRNTOBREEC KT 2L a - FOAMBENCEENE T, EFSXUTE
o> T, RD XS BRINRSNIGERBEEN G I TV DHHD 7,

SAF/RACF settings
TSAF/RACF settings| % #IR 3 2 &, SAF REFBIRASAFANFREINE T, Hl21E, MO F 2 —DFE
. XD K52k ET,

zSecure Suite - MQ - Queues
Command ===>

Show MQ queue records that fit all of the following criteria:
SAF resource class . . (class or filter)

SAF resource name . . .

RACF Universal access 6 1. None 3. Update 5. Alter
2. Read 4. Control 6. Ignore
RACF ID * access . . . 6 1. None 3. Update 5. Alter
2. Read 4. Control 6. Ignore
Failure audit access 6 1. None 3. Update 5. Alter
2. Read 4. Control 6. Ignore
Success audit access 6 1. None 3. Update 5. Alter
2. Read 4. Control 6. Ignore
(operator: < <= > >= = <> A=)

137. MQ % 21— SAF ZER/N=%IL
Further selection

Further selection] %Z3&IRNT 2 &, FHHREIRASIADEREINE T, HlZIE. MO F ¥ 2 LDEE
F. RO X512k 5,

122 ZAX—+7v 7S - HA K



zSecure Suite - MQ - Channels
Command ===>

Show MQ channels that fit all of the following criteria:
Transmit queue name
Userid for channel . . ___ (userid or filter)

Alter date . . . . . . (operator+yyyy-mm-dd)

Select flag fields (Y/N/blank)
OR (AND or OR relationship)
Password set for channel _ SSL Client auth required

138. MQ F ¥ )L DEEMAZAEIR /NI

HMhA T avBIUOFETA T a v BIRTEET, A7 arve2F o EIRLRWZ L BAET
T, LAR—F -« T—&XIZ, Enter F—Z2#H T I ICMEINE T, RICERSINLIME LXK, E#
FREEIC—H T 2L a— FOEMLPERRINE T, FlIZIEX MOQEHOGEIIRD X512k D 3,

MQ connections display Line 1 of 1
Command ===> Scroll===> CSR
All MQ connection recozrds 23 Jun 2014 14:23
Connect identification ExtConn in C_ID Complex M
__ C3E2D8C3D8F7C7F14040404040404040CD57AD5515600001 CSQCQ7G1 PLEX1 Q

"""""""""""""""" Bottom of Data xkkkkkkkkkhkkhhkkhhkkhhdhhhkhrkkrk

X 139. MO EH DT

TDOF—XEYZAMTE2DIE. zSecure Collect (CKFCOLL 71 25 4) @ APF ZFrl % 321} 7= E{7H12
CKFREEZE 7 7 A AHMEM I NGB EDATT, ZD &K 5% CKFREEZE 7 7 4 L DERIZDOWTIX, [IBM
Security zSecure Admin and Audit for RACF: 2.—#%— + ) 77> L VX + =27 )| D"zSecure Collect for
z/OS"ZZH L TLZE W,

COMEFRRARIINLTIE, 727¥ay -axy F2FEHATEET, flzi. Roks512kh £9,

R

TEIIERER R L E T,
S

BIMERERRLE T,
VY =R+ LR=F, BEULEKR—}F - AT DfFHTES 7723y - avx >y FOELKZV XM
OVWTHFHLLIWZ, A F4 > - AT (FL) B X TIBM Security zSecure Admin and Audit for RACF: 2. —
HF— VT 7L VR a7 ND"ZIOSDY Y —Z « LE—-F'ZBHELTL I,

EHEEARLE—F
RE.T 47> a v %2 ERL T, [GHEEMROERLEZIEEL. La—-FHEOZHIRL 7,
AL Y RAZ2a—DRET A7 ary2HLT, EHEAGREZERBIOERRLET,
RE.T Zi#ERT 2L, 124 R—=Y DK 140I1Z7RT [ FFRT v B NAADBERINE T,

ORIV LU CEEBROEREEZ AL, La— FHEAOZFHIBRL 3, EREEZX 1S ED
T4 —IVRICANTEET, INTOFEREEI KT E2La—- FOARIHENCEETNE T, ER XL
TSV IDEFICTEE, ITRTOLa— FAERENE T, —HOFERI4 — VL R TI74 X —% fifi
HTEET, 74— EDR T4 NEZ—BFR—-bTEINEI % HRBIZIE. 74—V F - ~LTHERE
(PF1) 2fEHL £3,
EHEEZROEIRASINVTIEIRNIBEICETA S a v 2 BIRTAZITEET, HDAVIA S arw
BIRLZWEGEA, LAR—bF - 77— XX Enter 2T T QW EINE T, FRENDZME LTI,
HEREMEIC BT A EHEBRL 2 — FOERLERINE T,

FTALBERACFUY —RADY Y —RZ + R—Z » LR—} 123



zSecure Suite - Trusted
Command ===>

Show trust relations that fit all of the following criteria:
Complex . . . . . . . . (complex or filter)

Trust level . . . . . . (operator: < <= > >= = <> A= |, number 1-10)

Selection criteria
Select/exclude users and access types
Select resources

Output/xrun options

1. Summarize by resource 2. Summarize by user

Show differences

Print format Customize title Send as e-mail
Background run

140. TS ZXFT v Rl R

# L 1%, TIBM Security zSecure Admin and Audit for RACF: 2 —H%— « )7 7L YR +<v=a 7] BX
UF> o4y « NLVTESIRLTL XN,

UNIX 771l s RXFL « LERK—F

F 7> a Y REUZERNTAIE, 124R—TVDHIALITTRENTWS )Y —Z -UNIXJ S L%

E

Menu Options Info Commands Setup

zSecure Suite - Resource - Unix

Option ===>
F Filesystem Unix filesystem selection
M Mounts Unix mount points
P Processes Unix processes and their parameters
R Reports Unix audit reports

X 141. TYY—X -UNIX] XZa—

¥ : TProcesses] L E— k&, zSecure Admin TIXfEHTZEXR A,
774N« ATFTAL-UNIX 72740V« SAFL » LER—b

TDFTTavid. UNIX 77400« SRATLDLI— FZERLTERTIZICHHLET, %28
7% CKFREEZE 7 — & « £ v FinAE D MR DA EET, CKFREEZE 57— & + £ v F A3 UNIX=Y 8T X —
2 —ZIELTERINTOAREDRDH D £3, zSecure Collect DESTH APF ZFR] TH - LS. 34

MBS AFRRINE T,
I 7T ar FRERTBRL, 125 R—JDX 142 ITRENTWSB TU Y —Z - UNIXEIR | L0
E I

124 A X—+7v 7S - HA4 K



zSecure Suite - Resource - Unix Selection
Command ===> _ start panel

Show Unix files that fit all of the following criteria:

Path name
(name or filter) 2 1. Resolve symlinks
2. EGN mask
File name . (name or filter)
Complex . . ________ (complex or filter)

Advanced selection criteria
File attributes _  File system _  File ACL

Output/xrun options
Show differences
Summary on sensitivity
Output in print format _ Customize title _ Send as e-mail
Run in background

142. 1)) — X UNIXZIR/N =)L

BIRSRAINE TS0 7DFFICTEE, TRTDOUNIX 7 7 A ADFHRINE T, TR Y LA
T51DODEDT7 4=V RIZANTEZI2ED, BRNFDUNIX 77 A L ZHIR T2 e BN TEF
To TNRNTOHEY —HT25La— FOAMERINET, —HOER7 4 — L FTRE 74 VE—%
FHT2Z2T=%3, [Advanced selection criteria] @ 1 D%E IR LT, UNIX 7 7 A L2 HIRL
THRRTIDIEDDIANE—FRET IR TEET, HERFRIZ . MELREEEZIETETE S
}Q?\}Li)i‘sﬁg‘ij—o

fOutput/Run) 47> a »ZHLT, VRA—-MNETEHNERDT-DDOREEZNIAZTAXLET,
FBELZREX., ISPF 707 > A MITRIFEE R, 72 a VEIEMHT 2 TXRTO UNIX SR ILDTF 7
AV FEREBIZHED 5,

#F L <&, TIBM Security zSecure Admin and Audit for RACF: 2—% — + V7 7 LY A X =a 7/l | B
FOAY ALY - ANTESIBLTLIEI N,

EINTBIREUEL(H U 7- CKFREEZE 7 7 A LV OMEENE T T 5 £, 125 R—J DX 143 ITRT
TUNIX B ) S E, MRNIFRINE T,

IBM Security zSecure UNIX summary Line 1 of 26
Command ===> Scroll===> CSR_
All Unix files 28 Aug 2008 00:07
Complex System Count
EEND EEND 70562
Count FS mount point
24
2 /home
2 /home/crmbhgl
205 /u
5 /u/automount
1713 /u/automount/c2eaudit
3105 /u/automount/c2rnew
446 /u/automount/smpe
730 /u/automount/smpe/smpnts/STP82890/SMPPTFIN
1434 /u/automount/C2RSRViP
283 /u/automount/C2RSRVi#P/PZ00350
1 /u/automount2
1 /u/zosmapper
11 /EEND

B 143. TUNIX B#)) DR~

125 R=Y QR 143 [TIREN TV B BRSNS A P ENTVEI T b - KA ¥ FOonThn
NGB L. 126 R—V DK 144 1TRENTWB L ST UNIX 7 7 A VDY R b DIFRRENE T,

FTIALBERACFUY —RADYY —X + R—Z » LR— b 125



IBM Security zSecure UNIX summary Line 1 of 446

Command ===> Scroll===> CSR_
All Unix files 28 Aug 2008 00:07
Complex System Count
EEND EEND 70562

Count FS mount point
446 /u/automount/smpe

T FileMode + apsl AuF Owner Group Relative pathname (within FS)
__d rwx------ fff CRMBHJ1 ZSECUR
__d rwx------ fff CRMBHJ1 LDAP smpnts
__1 fff CRMBHJ1 LDAP smpnts/zo0s19jpn
__d rwx------ fff CRMBHJ1 LDAP smpnts/STP82890
__ © iffjeccseoss --s- fff CRMBHJ1 LDAP smpnts/STP82890/GIMPAF . XML
__ ©° feecccos --s- fff CRMBHJ1 LDAP smpnts/STP82890/GIMPAF . XSL
__d rwx------ fff CRMBHJ1 LDAP smpnts/STP82890/SMPHOLD
__ © dffjeccscoos --s- fff CRMBHJ1 LDAP smpnts/STP82890/SMPHOLD/S0004 . ESMCP
__ d rwx------ fff CRMBHJ1 ZSECUR smpnts/STP82890/SMPPTFIN
__d rwx------ fff CRMBHJ1 LDAP smpnts/STP82890/SMPRELF
__ © iffjeccseoss --s- fff CRMBHJ1 LDAP smpnts/STP82890/SMPRELF/CPPCACHE.IB
__ ©° feecccos --s- fff CRMBHJ1 LDAP smpnts/STP82890/SMPRELF/CPPCACHE. IB
__ © Heces=ce --s- fff CRMBHJ1 LDAP smpnts/STP82890/SMPRELF/CPPCACHE. IB
__ © iffjeccseoss --s- fff CRMBHJ1 LDAP smpnts/STP82890/SMPRELF/CPPCACHE.IB
__ ©° feecccos --s- fff CRMBHJ1 LDAP smpnts/STP82890/SMPRELF/CPPCACHE. IB
__ © Heces=ce --s- fff CRMBHJ1 LDAP smpnts/STP82890/SMPRELF/CPPCACHE. IB

B 144. TUNIX BH#3) INRIL -BIRLIEYIOV R« RAVEDUNIX 77 A0)L« URX B+
CDRINAPOELUTDT7 7S a v RZITTCEET,

c BEDIZ7 7 ANESRTZICNE. 77 AVFERETALIZ ) — -2 b —DFER7 4 —L RIZB
CANLETS,

¢« 77 ANERLIEFTFTALZ FU IR LTUNIX AT L « H—VE R ISPF & 2 V2SR I2IX. #
DI 7ANEREZTALZ MY —DFIRT7 4 — L FIZTI AN LET,

e TA4LZ MY —IZHLTZ/OSUNIX T4 LZ b — YR b 2—FT4 VT4 —% BT 21213 Z
DF4 L7 MY —DEIR74—LRICUEANLET,

126 R=Y D 144 1TTRENTWVWEBRINIME T 7 A N EFRRTEIERERTZ L, 127 R—ID
K145 I RENTWVERFADHEE T, DKL DT 7 A VDONEBERZFRT 3121, [Absolute

pathname| 7 ¢ —JL FDOHENZS E AT L E 3,

126 A X—+7v 7 - HA4 K



IBM Security zSecure UNIX summary
Command ===>

Line 1 of 57
Scroll===> CSR_

All Unix files

System view of file
Complex name
Sysplex name
System name

_ Absolute pathname

FS mounted with SECURITY
FS mounted with SETUID

FS mounted READ/WRITE
Stickysug property profile
File access attributes
Security label

Extended file attributes
Effective audit flags

_ Owner name
_ Owner name

28 Aug 2008 00:07

EEND

NLDLPPLX

EEND
/u/automount/smpe/smpnts/STP82890/GIMPAF . XML
Yes

No

Yes

go=, u=xw

+s -apl

=f

CRMBHJ1 CRMQA097 HZSUSER LDAPSRV OMVS RCCSLO1
SKRBKDC STRCONS STRTASK TCPSRV

_ Group name LDAP SMPE
Home Directory for Users
Device 1648

Relative audit priority
Audit concezrn

Physical file attributes

Complex that owns file system EEND

System that owns file system EEND

File system data set name CRMBOMVS .U.SMPE.HFS
Volume serial for file system SMPNTS

File system DASD serial + id IBM-68-000000065892-0062
Relative pathname within FS  smpnts/STP82890/GIMPAF .XML
File type -

Physical access attributes 0=, Uu=IWw, g=r

Physical extended attributes +s -apl

User-requested audit flags =f

Auditor-specified audit flags =

User id 0

Group id 3

Inode number 98

File audit id 01E2D4D7D5E3E2000F05000000620000

Number of hard links 1

Link target

User TOxrwx ACL id UID/GID Name InstData

CRMBHJ1 urw- CRMBHJ1 0 JOHN FRANK

CRMQAG97 urw- CRMQAG97 0O TEST QUOTED FORMAT  OMVS HOME TO TEST $QU
HZSUSER urw- HZSUSER 0 Z/0S HEALTH CHECKER
LDAPSRV urw- LDAPSRV 0 LDAP SERVER USER

0MVS urw- OMVS 0

RCCSLO1 urw- RCCSLO1 © JOHN SMEDLINE SPEC.

SKRBKDC urw- SKRBKDC 0 KERBEROS STARTEDTASK NETW AUTH KERBEROS
STRCONS  urw- STRCONS 0 STC VOOR TSO CONSOLE

STRTASK urw- STRTASK 0 DIV STARTED TASK USR

TCPSRV urw- TCPSRV (0] TCPIP STARTED TASK

-group- gr-- LDAP 3

-group- gr-- SMPE 3

- any - o--- -other- n/a

*hkkkkkhkkkhkkrkhkkrkhkkrkhkkrkkkrkkkrxkkx Bottom of Data *rkkkkkkkkhkkkhkhkkrkhkkrkhkkrkhkkrkhkkrkhkkx

145. UNIX SRR
INBDLAR— MZOWTEL L 1X. [IBM Security zSecure Admin and Audit for RACF: . —— + 1) 7
7LUYR =27V BRUEA VIV - AVTEBRLUTLIZE N,

Mounts - Unix mount points reports

FFar MBEERTZE, THHRUNIX Y b - BA Y M RFADPEEXFET, ZOERICIE.
B~ b« RA VIR ZORMEL L DICFRREINET, TOLKR—ME AUS T2V — MVS
LR D MOUNT L R— F e —H L 9,

FTALBERACFUY —ZADY Y —RX + R—Z » LR— b+ 127



Processes - Unix processes and their parameters

F 7 ary PEERTZ L, TUNIX_PS) B SR EE T, Z4UE. ¥ a 704, UNIX 7
Ot 2D ID, BEUXA YD UNIX 70277 LD ZUNRETREINE T, PA T arTlk, R
Fv S ay VTV T4 7 Ta ARFRREINET,

LAR—b - HAiER UNIX BB L B— FOFELT
zSecure CIEHAIRELR AT ER UNIX BB L R— F2AERTA3ICE. TVR—bM I A7 a2 FHLE
To ZDATTariEIRTL e, RIADFHAE, BRUTRL K- FDY A NDPRREINET, 128 R

—IJDX 146 ZBIRLTL XV, FEDLR— MCHT 35EME2MHERET 2123, LE— MNERT 4
— LV RIZH=IY NV EELETCFLZMLEST, AU 742 « NAVTBRERRENE T,

zSecure Suite Display Selection 3 s elapsed, 0.8 s CPU
Command ===> Scroll===> PAGE
Name Summary Records Title
_ MOUNT 0 0 Effective UNIX mount points
_ UNIXAPF 0 O UNIX files with APF authorization
_ UNIXCTL 0 0 UNIX files that are program controlled (daemons etc)
_ UNIXSUID 0 © UNIX files with SETUID authorization
_ UNIXSGID 0 O UNIX files with SETGID authorization
_ GLBWUNIX 0 0 UNIX files vulnerable to trojan horse & back door at
_ UIDNOUSR 0 0 UIDs not defined in the complex
_ GIDNOGRP 0 0 GIDs not defined in the complex
_ SHRDUIDS 1 196 OMVS UIDs shared between RACF users
_ OMVSNUID 1 21 RACF users with OMVS segment but no UID
_ SHRDGIDS 1 42 OMVS GIDs shared between RACF groups
OMVSNGID 1 2 RACF groups with OMVS segment but no GID

;****************************** Bottom of Data xkkkkkkkkkkkkkkkhkhkhkhkhhkhkkkkkkk

146. UNIX LAR—k « UX b+

128 XA X—+7v 7S - HA4 K



i 12 ¥ CARLa &

zSecure Admin and Audit for RACF ISPF 233 LTI, T2 KD THRMICEEFE I N2 MR ER I E T,
INHDOWEITE, AT L - Tu I~ —m)OEF7 Y —)LTH % CARLa Auditing and Reporting
Language (CARLa) DM XL £ 3,

BEAER o 2EHER L —F —CRBEBERINTEAD., Tak 7 MEREE ANy F « E— FTHEHAT 2
SEWFEREICRDE T, KIS, WEEE—RTH, Ny F - E—FTdH, A—DCARLafEE A T a v %
ffHTEE S, Hlzi1E, AL T a>D1O5THS C0.C(CARLa A 7> a ) ZH LT, CARLa A%
FEHBEEETEE T,

LY bF:=C0.CEANTADbDIC, $FxrDa~vwy - Fary M THREAI~<Y FCARLAZ AN LT
CARLa B %ZIEET A HTEE T,

FZIZZ K D CARLa Y U E N TVWE T, FEDRH 2 XY TN E T VR LT TITX
LT, BEZE5[{a—F - FUINEBETLTLEZW, CKASINDX KRG A UN—2 BT T
F9, T2WE. CARLa 94 757U —HNDTRTDOA Y N—DV R b & BHEZHAREENATVET, %
72. SCKRCARL 74 77V —%2ZBRIT B DTXET, ZDI7A4 771 =ik, =—AZE&HLETHEH
FGABTE AR ISPFLAR— M BLUNYF - LR-IDEFNTVWET, CARLaB XU
SCKRCARL 74 77V —1iZOWT#EL &, zSecure Admin and Audit for RACF 22— % — ) 7 7 LV & »
~=a7) BEBELTLEEWN,

B> b :SCKRCARL 74 72V —% BT 51213, UTOFIEEZEITLET, 130 R—I D [SCKRCARL
ATV —DT TR
<=2 7MINA T, IBM TRUTOERZIZELTVE T,

« zSecure Admin & X U zSecure Audit for RACF Z8HEICfEH§ 2 21— — %05 ¥ L7 CARLa 71 ' 5
IVITBIUOHIARY— + A x—TN KX b - a—2R, developerWorks® (http://www.ibm.com/
developerworks/forums/forum.jspa?forumID=1255) iZ13 zSecure h A X< — -+ 7+ — 7 LA AR INT
WES,

« developerWorks® £ [Hands-on exercises for understanding the basics of the zSecure CARLa Auditing
and Reporting Language |, developerWorks® (http://www.ibm.com/developerworks/wikis/display/
tivolidoccentral/Home) T zSecure CARLa training M= L 7,

c ZD7 =T LBIIZDOMDY Y —ZAADY ¥ 712DV TIX, zSecure IBM Knowledge Center
(www.ibm.com/support/knowledgecenter/SS2RWS 2.4.0/com.ibm.zsecure.doc_2.4.0/welcome.html)
O HBNMEHL 2722 TLFE W,

CARLa ZMHHLTHARL - LAR— b2 ERBIUEARETCEET, 21—V —2H5ELLRHL 8175
AEMFHL T, RACFBXUSMFIEMEINTWBEED 74—V FEMHL I, RENRMERBIE L
T, 22—V —DBEHZIZIEH 2. FINHER SNSRI RELIFLR— P E2EELE T, 72, CARLA
EREALT, HER] SAALSFRRELFLR— b 2AERT 272D $ % CARLa ZHU D JAA THRIF
LEd, DERNEDEMICEREINS EOICEETLZI BN TEE T, zSecure Admin and Audit for
RACF TlX. %> 7LD CARLa BRIDER T4 771 —TdH 3 SCKRCARL 74 77 ) =23t xiTw
3, TDIAT TV —IZHBRXON—2BIML=D, HEOIA 75V —%2ERK LD TEZS, 74
771 —DBEFED X =%, BFONFERMEREIC X > THEAIN 120, ZHHDX U N—%2ZEHELKX
WTLZX W,

SCKRCARL 74 77V =D X U N—=DW\WINh%E EITT 5121, 130 R—I D ISCKRCARL 74 77 1) —
DA N—DELT) WKEHENTVWBFIEDO L B IZITWET,

CARLa 7u 275 L% hHRAEX<A RT 3121, 132 =D TCARLa U0 X5 L DAHARRTA R ITEHHTHX
NTWAFEIED L BHIITVWET,

H#> 7L CARLa 70 27 F ARMERRT 3121E, 133 X—T D > 7))L CARLa 71 25 LA DIERRY WCat#l &
NTWAFEIED L BHITITVWET,

CARLa 7u 275 AR EFELTHETHEHT 3 X, 2o ulsrra—VF—EHHDF—& vy MZal
_Lij—o

© Copyright IBM Corp. 1989, 2019 129


http://www.ibm.com/developerworks/forums/forum.jspa?forumID=1255
http://www.ibm.com/developerworks/forums/forum.jspa?forumID=1255
http://www.ibm.com/developerworks/wikis/display/tivolidoccentral/Home
http://www.ibm.com/developerworks/wikis/display/tivolidoccentral/Home
https://www.ibm.com/support/knowledgecenter/SS2RWS_2.4.0/com.ibm.zsecure.doc_2.4.0/welcome.html

Tur o L% aA—3 512E. mHID CARLaITDITHES 74 — /L RIZa~v> R C9999 Z AN L E T, X
12, <Y FEUZ CREATEZ AN LE S, ZHT. PDSITX U N—ZAEN (X713 EH) 27008 ED
ISPF fREEMBER I TE 2 X 51k h %3,

fRFE L7 CARLa 70 75 AR HETT I L X3, 133 =Y MEFEX N/ CARLa 125 A DFELTI 1T
AN TVWAFIEDO L BHIITVWET,

SCKRCARL 5175V —DT>0X
SCKRCARL A4 751V —% 759X LT, ISPFLR—bFENYTF « LR—-FEHERICRRTEET, M
BOBEMHFICINE T, ThHDLR—FRHHBIOFTHEL T X,

FIE

1. ISPF O % & T, BEANH S TSO ISRDDN 2= FEFEITLF T,

2.F SCKRCARL ¥ AZILT. 72754 772 SCKRCARL 94 75V —%#HEL 7,
3.TB) (79U X)#REZ L C. SCKRCARL 54 75V —%B =%,

I EFRIC® 5 CKASINDX X > N—Tlik, FHRIRER X ON— ZDHEEEN Y A P EINE T,

SCKRCARL 5175 —DAIN—DELT
MTFDRAZ%FEFTLUT, SCKRCARLAY Y K« A4 753V —=nHD X UN—% FoR, HE. BIUOET
TZ%9,

CDRRIICDOWVWT

ISPF TlX. BfTSCKRCARL 2<% Y K« 54 753U —MBD A U N—% TR, RE. BIUEITTEET,
DD % CKRCARLA /"L T7 7 AL ¥,

FIE

1. A4V RA=a—bFFay [€O0) (CARLaxA 7> a ) #EIRL £3, Enter 243 ¥, 130 R—
PO 147 WTTREINT WA SR ILD B &= £ T,

CDRINMIFTAT IV — - ax Y FEETTLLDIHHEINET,

Menu Options Info Commands Setup Startpanel
zSecure Admin+Audit for RACF - CARLa options
Option ===>
1 Libraries Select and maintain CARLa library
2 Members Work with members from current CARLa library
g Edit Edit member from current CARLa library
4 Run Run member from current CARLa library
5 Submit Run member from current CARLa library in background
© Command Type in any CARLa command
L Last query Work with last interactive CARLa query
Member name . . . . _____ (If 3, 4 or 5 selected)
Two pass query . . N (Y/N, option 4 only)
Current library . . DD:CKRCARLA
Input complex . . . Input set created 8 Apr 2005

Current mask type . EGN

147. 24735V —+« ARV RORTICEBRINDS CARLa 3> (CO)

2.7 ay 2(X =) BEIR L TEnter 2L TAUN—%EBIRT 20, EfTTE2AUN—DYLHI%Z
I—HF— YT 7L YR a7 LDOHRRSREOITET,

130 AX— b7 7 « HAF



ZOFITIX, X > oN— CKRLMTX3 ZfHH L £ 3,

X UN—MEBER T 258, XoN— c VA FRHEXUN—4 (CKRLMTX3 £/213V 7 7L VA -+ <
ZaTADEEBINLEX AN B RO 50, a2y R 21D T XUN—2] 74 —I)LFITX
UN—ZEB AN LET,

CAUN— c YZRI5, FHT S X N— (CKRLMTX3 72 ¥) ORI T ia~ Y FEZFEITLE T, law
YR RXXVT, A7 ar 3(HRE) ZASILTEnter 2L £ 3

131 R—TJ DX 148 1T L D12, BIRX N/ CARLa X U N —Z RIVSKRIADBRREINE T,

EDIT CKR.SCKRCARL (CKRLMTX3) - 01.00 Columns 00001 00080
Command ===> Scroll ===> CSR
hhkkkkk  hhkkkkhhhrkkkhhkhkkkhhkhhkxkkhhkrkxxkkk TOp 0F Data ,kkkkkhhrhkhdkhhhrshkhkhhrkhkkhhrkkkrk
=NOTE= Enter GO or RUN to execute commands, SUB or SUBMIT to generate batch job

Q0000L /s koo sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ook ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kBe g inModul ek kkkkkx

000002 * LICENSED MATERIALS - PROPERTY OF IBM

00003 * 5655-TO1

000004 * Copyright IBM Corp. 1989, 2007

000005 * All Rights Reserved

000006 * US Government Users Restricted Rights - Use, duplication or
000007 * disclosure restricted by GSA ADP Schedule Contract with IBM Corp.
000008 * File-stamp: <050621 MR 12:44:08 CKRLMTX3.SCKRCARL>

000009 * FMID: HCKRA1CO RMID: HCKR1CO IBM Security zSecure Base 1.12.0
000010 * Purpose:

000011 * List ACL matrix

000012 * Notes:

000013 =* Imbed this member after a selection newlist RACFSEL, e.g.:
000014 *

000015 =* n name=racfsel outlim=0

000016 * select c=dataset s=base qual=SYS1

000017 * sortlist qual

000018 =* i m=ckrlmtx3

000019 *

000020 * History:

000021 * 011015 1.2.0 SDG ERZ120: Created

000022 * 050621 1.7.0 MR EZ0506016: Added execute & RACFSEL

000023  *kkkkkkkkkhkkkkkkhkkkkkhhkkkkkkhkkkkkhkkkkkkkkrkxkkkkxEndModulex*kxxxx*/
000024

000025 n type=racf title='Data set access matrix'
000026  def alter(aclid,8, 'Alter')

000027 subselect acl(access=alter and missing(whenpzrof))
000028 def control(aclid,8, 'Control')

000029 subselect acl(access=control and missing(whenprof))
000030 def update(aclid,8, 'Update’)

000031 subselect acl(access=update and missing(whenprof))
000032  def read(aclid,8, 'Read')

000033 subselect acl(access=read and missing(whenpzrof))
000034 def exec(aclid,8, 'Execute')

000035 subselect acl(access=execute and missing(whenprof))

000036 def condacc(aclaccess,1,'C')

000037 subselect acl(exists(whenprof))

000038 def hdr_o('o',1,hdr$blank) true where((key='~')) /x always FALSE =x/

000039 def cond(aclid, 'nditional')

000040 subselect acl(exists(whenprof))

000041

000042 select c=dataset s=base likelist=racfsel

000043 sortlist key(35) uacc alter control update read exec condacc,

000044 | hdr_o | cond

*hkkkhk Khkkhkkkkhkkhkhkhkkhkkkkhkkkkkkkkkkkxxxkx Bottom Of Data **kkkkkkkkhkkkkhkkhkhkkhkkhkkhkhkhkkkkkkx

148. CKCARLA 4 75 1) —MD X > /)\— CKRLMTX3

VIMNT 2752807 =& £y POBEFIZ. £ VA F—LHFBIMRFIZOARIToTLEX WV, B R
A A RENTZAN—DRRBEREEE. FOXAN—ZHTOTF—X bty MEELET, IhdH
DF—& vy FREHT 31X, B X —& — WPREFIX £ 7213 UPREFIX ZfH L £ 3,

RDERY

BIRX N/ CARLa 70 75 AZE, 12l ka7 > A VoW Tt5EN2 7 7 AERD~< MU v
IAMBRENE T, LR=PEIERT 2707 7 A VEHEIRT 572012, CARLa 702 J L%k —EH R
RIARTERENRDDET, DX N—DEHEZEIF 572012, 132 =D [CARLa BT Z7 24D
HRZAR<A R OFIETCII—Ravr—2EET 2 HE2RLET,

% 12 = CARLa €2 131



CARLa 7O S LDAHREAIALX

a8 BHEiIC
130 R—I®D [TSCKRCARL 74 77 V) —DX U NN—D FEf7) Z5%E T LET,

FIE

1.
2.

XUN—F B TEBRFTICHELY > a VEEFICK T 357212, CANCEL a~ Y REFEITLE T,
F T ar AEFET)EANLETS,

HARIA R ERETINTORWED, 204 T a rvEHT2 2, IELL %W LIKELIST 2B
TEHIMYLS —pHENET,

PR3 EMT Y THER) “x 0 fZ %3, la<wY P TORNCE 2 AL T, Enter 2L £3,

ZIZh5iE. CARLa a2 g a0—lav—%RELE T,

TV LB ARIAALET,

HARZTARIE, Ny X—D Notes £ 2> a VICRBEINTWES, Z07ar 74 liormrs
LPOHBATHNTHERINTOES, 07025 LEMAINIE, B nenlist (151775
174T) ZFGRL, 7025 Kk Z Ok 18 17) IHBALET,

4R newlist % CARLa 7’0272 ADJMEHEIEML TS, FUHERIEOLNE T,

5.1511Hh 5 17 17% 23 fTOEKICAY—LET, (x ZHIFRLTax>y vz LET,)
6. HRTZ70T7 74 NMIC—HT 2 L5112, 77 (c=data set) BLUHLQ (qual=sysl) €% ZH

L&,

ARy R 72 Go £ Run E ANLT, 207/ ar o628 7L ET,

132 R—=Y DK 149 IR TLR— MU LV R— 2 E %3,

BROWSE - IBMUSER.C2R10FE.REPORT -----—------------- LINE 0000 0.5 s CPU, RC=0
COMMAND ===> SCROLL ===> CSR
""""""""""""""""""""" Top of Data kkkkkkkkkkkkkkkkkkhkkhhkhkhkkkkkk
PROFILE LISTINSG 4 Apr 2005 00:50

Access matrix

Profile key UACC Alter Control Update Read
SYS1.%. %% READ SYS1 C#EMA
SYSPROG
P390
SYS1.%.MAN%. %% NONE SYSPROG STRTASK C#IMBRACF
C{#IMARACF
C#MBDSCT
SYS1.BRODCAST NONE SYSPROG *
CAMBWTK
CHEMBWT 3
SYS1.CMDLIB READ SYS1 C#MA
SYSPROG
SYS1.C4#M.LINKLIB READ SYS1 C4EMA
SYSPROG
SYS1.CSSLIB READ SYS1 C#EMA

X 149. CARLA77€X + X b w IR

RDERY

BHEDOY > v Ei7 52800, MED CARLa 70 279 A2 ERTX £9, 133 =T 7L
CARLa 71 27 5 LA DAER] Tld. /NEWCARLa 7R 7T A% FEITL T, CARLa 7 u /o I V7 DOEKE M

mLE9,

132 AX—+7v 7S - HA4 K



> 7))L CARLa 70045 S5 LD 1ERK

a8 BHEiIC
130 R—Y D FSCKRCARL 54 75V —D R N—DFEF7) BIU 132 —ID [CARLa B 75 LD

ARIA R ZBHAL LI,

FIE

#> 7L CARLa 7R 27T ARMER T 2121E. UTORTy FRETLET,
1. XA YR =a—»5A4A 7> ay COCARLa A 7> ay) 238 IR, 130 R—Y DX 147 IZRENTWVS

RNRINVEHE, G477V — - a~x Y FE2FETTEXLXO1CLET,

2. A7 aryC(@~xrR) BERL T, PDF=F4 XR—%2 &9,

LT R— e T — T ZAR—ZAT, MU TFDOCARLaRAT— AV MR ANLET, c#mbid. = —¥—1ID

PAEST A AT LANDRACEF VL —FI2ZEH L9,

newlist type=racf file=ckrcmd nopage
select class=user owner=c#mb segment=base
list 'alu' key(8) 'owner(newowner)'

150. CARLa > IV - FOJ 5 L

ZD/NEWVWCARLa 7B 7T M2 ko T, FTEERZZEE T % RACF a~x Y FOEREINE T, c#mb OB
HEEL TV IRTOLI—F — - Fn 7 7 L UERE N, FTEE 7 4 —/L Fid newowner (ICZH X
NEd, HSI(RACF 2= F)IZCKRCMD 7 7 A MICEZAEHN, RUN 2= RTUHTE 3 X5 1Ick
DET, 66 X=YD [THER ) 31y ZBELTIEI W,

HE. 133 =YD 151 IR EN 5 K5 R HNTR b £5,

/* CKRCMD file CKRACMD complex DEMO NJE JES2DEMO generated 27
alu C#MBHEN owner(newowner)
alu C#MBERT owner(newowner)
alu C#MBJVO owner(newowner)

151.CARLa Y > )L - FOJ S LDHAN

RESIN-CARLa 7OJ S LDET

YT
133 =D TH > 7 CARLa a7 5 LA DIERR) 25ATEBXE 9,

FIE
A7 L7 CARLa 70 7' L %2573 2121k, RDOFIETITVWE T,

1.
2.
AEEOAMITTI A fTa~ Yy K2 AL, Enter 2L TIT2HAL £,

CEHHSA TSV &R AN LES, RESC TR EZHEH L %9, Enter 2L £3,
L TAT TV —=%{Tav Y NS TEIRL, Enter 2L 3,

PE3EFILT Ta<xy Ry NAVIED £9,

o 01 M W

XA RXR=a2—TCOASIL., Enter Z#L £ 3,
CARLaFA > ay «- XANLTL(FA4 77V =) % AJSIL., Enter 2L F3,

FA4 77 —DEFIN BUTIA4 79V —] 74—V RICERREINET,

.CARLa 7B 27" LDRX v N—%% [ RUN—Z] 74 —ILFICANLET,

%5 12 ¥ CARLa 82 133



8.7 a4 (G B ERLET,
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5 13 B BEHER R EMB X UOEBE X R Y

IFoD ¥y 7T, zSecure Admin and Audit for RACF TOIEMEN BB B X VR X R 7 2 FITT 3/
HFIZOWTHHAL E3,

+ 135 R—=TD

r2—3— DHlkR

- 135 R—YD

Floa—Y -7 7t R0[RERT—X - £y FDFERIRJ

- 135 R—Y D

Fa— k- 5475y — Bty

136 R—TD

IR D T — X DHIFS

¢ 136 R—T D TR ICEHS L a7 7> A ILOKER]
¢ 136 =D MTIRTIFH#E | HREHEAE
¢ 136 R—T D Fa< > FHERE)
O ——DHIR
CDRARXIIZDWVWT

»H 321 —H—0DRACF 7 7t ZBMIEREHIFRT 2 0EDH > T, 2—H — ID 23597 5 WA, zSecure
Audit for RACFRA.UBSRER I CX %3, HATMBEARX -V 2 AN L T2 - —ID ZMEL, 2—¥—
M7 7EATELTFT—X 2y b2HFILET, Z20%. HRT22—%— - Jur> L2 EIRTx %

ER

FIIE

1.Ta< Y K] fTICTRA.U 2 AJZIL T, TRACF 2—¥— ] XL EHEE T,

2. [lProgrammer Name] 7 1 —/L FiZ. ProgrammerName] 7 1 —/L FOHKFID Y ZPI—HT 3T
NTDL—Y—+ TR I 7 A NVERRTIDDL—F - FERIIHA AR -V AT LET,

3.Enter 2L T, F#EREERLZE T,
4. RACF 2> 62— —2HIET 3121k, 2—F— - T 77 L LOFHIZD 2 ASI LT, Enter 2 L %75,

A—Y—BT7 I/ XAGRET—F - Y FORT

FIIE

FEL—Y—MN7 72 RAA[RERTRTDOTF—& - £y b2 YR T 3I121E. RACF LKR— MEFR] /B %hEEE

Bee (7> a3

RA.3.4) ZFHL 3,

O—F: 5175 —&&

zSecure Audit for RACF O 5 75 ) —DEEWRAE (X 7> a » AU.L) 2T 2 &, FHED z/0S v —)L
¥ 7213 RACF Y — L TIIMR 238 L WK Z L IC i T2 % 7,

CHEDRM (A=K - 477V =V =X + 7477 —DMi5)IZE, UTOHONHH F3,

e B— R SATFY—BI ) —nEID FHIZ AT A « 5475V —BXKAPF 54751 —),

s BV 2 —ADPEBEET 2050 BlOAHTT. BZLLBOFEE 07 > A L EFHLT),
cFACEY 2= ADEDTA T IV —ICTFIET 20 DD

H:1o0av—EIEINZbDTHII2H0rbod. 9477 —BRIEFENERT, fM5r0Y
a Lo THIL T IO EIN S &, ERLMEDRRICKES Z2H D F3,
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RKRENRILDT—2DEIRY
PRT a2~ > F2HL T, REJNOMRERICT —Z2HRIL F3,
FTREREOHE N EMRE T2 &, T—XOHIRIDBXREIZR 25808 DET, ZOL5RGEIEPRT a<
REFHALET, HAFISPFLISTF—& - vy MZHEIAE T, I hEHLL E— MZOoWTIZ,

RESULTS a~ > FZ2FHAL T, BMEDKAEIC L > TERINZITRTDO 7 7 A NVEBHERLE T, ZD %
A5 HHIRITE £3,

BREREEICESILSTO7 7 1ILOEER
—BUHSREIIIEE I OGEN D D £, ORI, fREX N 2T —X -y bERIE—RY Y —RE
AN=FTZFTRTOTR 7 7 AV ERKELET,
COREBERLI T ORI H D 5,
« T—X kv b TIuTFrA N AT ay TRAD] 7—X kv b
e VY —R - Turr A A TS>ar IRAR] VY —R
« RACFLKR—+—E: 47> 2> TRA3.7]
RA.D] BXLU TRA.R] DHEEIWFRDESITHRD ET,

« [3Matchy TlX, o774« 74—V FERY Y -2 LTHDON, 2OV Y —XHHED L —
Bz 77> A AEIRINE T, [IBM Security zSecure Admin and Audit for RACF: —#— « J 7
7L YA +x=27)] OBESTMATCH T X — X —% S L T ZEX W,

« l4 Anymatch) TiX, v 7740« 74 =L EFRY Y —=2%r LTHbDI, 2OV Y —R%{ e —HT
ZAHREMDH 2T XTD T 7 7 A WHEIRI N E T, [IBM Security zSecure Admin and Audit for
RACF: 2—%#—+ V77 L YR +3=27)] ODMATCH X7 X =X —Z2ZHL T L&V,

'RA.3.7) !X TAnymatch) Y [REMRICEIEL £ 3, RACFICKk > TEHXNS 707 7 4 VIIBRAIDITICH
DET, PO TR 77 ANADHIRENZ 2, Z2ofioT v 7y A ARHEHINE T, FHEF I 3EHL
RHDTHo5E8. 727C8ZA - VA FBEUWUACC DESELZ2EBD T 7 7 A AP 1LDODTF—X +
ty hEAIN—FTIHERICED ET,

MRTIRE) REHEE

I RCIRE REOHHEZME T 2HE8PE LT, ZLOEERMESIAREEDRHZ2DDD, IZLAYD
z/0S 4 Y A b =V IEABRBETIXZ OB DITONE T, [TRNTHE) OMBEMIEZIL TATL IV,
SMS. HSM, 71X ABR 23 2154, TIRTIRE KEEDY 7 X =2 —D MIGRAT RV = — L %Rt
ITRGENRHVET, D772 a ilEh, AEXvb—YOEKIBICHIR S 2 Z e TEx T, &
2. PROTECT ALL Zffiffl L72\  RACFBREEIT. Z ORERAEIIZ I B T3, TOREETIE. TFRTHE
) T 27017 RED D ZIEROMME 2 /R L. RACFREL R /2R VWIRTDT—X -ty bOD
—ErREMLET,

> Fise
HANRINLDLA TS 2> COTHSCARLa T a2 iRITLE 9,
129 R—Y D [ 12 # CARLalBE) #BMWELTL X W,
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ek A X < D2 E

DOt rTarTi, X BH2EMLEMREZEOY X M RRMEL £5,
K13 KL< HZDEM
Q: XA VXA PZEHLDIZ R TT?

A: XFACILIT 7 92D CKR.** 727 7 A LT 2 READ 7 7 & AMER W AET T, CKR.%*x 717
7 A NTIX, BREDOFHZFF /38Tt % 3,

Q: ¥ DHEHEDS zSecure Admin DB DT, ¥ DFEREDY zSecure Audit for RACF D b D03 b £8 A,
INSDEREIZ YD XS ICXBITE FTh?

A: TIBM Security zSecure Admin and Audit for RACF: 2 —H#— - ) 77 L YR - v=a 7L ZHERLT
(I, a7, BEEN OB I DI R— NI E2RTF v Z Ry ZADRL
THHFF, LIMIT FOCUS=AUDITRACF # 7V 7> 7)L SETUP PREAMBLE (SE.3) IZ:EHIL T, fHFHA]
HEZRBEAHE % zSecure Audit DFERED AICHIRT 2 Z e TEE T,

Q: COPY USER 727 ¥ a D —#fx L TDEFINE ALIAS Z D X S IZERT 2D TITH?

A: 2o ZE#RIZ CKFREEZE 7— & - £y MCHERL X T, LAdoT, HHTZ2AN 774 D€y
MIZ CKFREEZE 77— & « £ v b2 EDZHENH D 3, CKFREEZE 7—& + v M R/ERT 51213,
RAIND S F T a > SETUP NEWFILES Z{#fH L C. ICL Z2EM T 20 E DY £3, 2D ICL Z1RF
L. IBM Workload Scheduler % 72133082 #HH LT, ICL ZEHH {12537 L ¥£3, CKFREEZE 7
—X by MIKELBREZ3ZBH B0, SYSIN ST X—X—FFHLTHA XZ2HIBL ET, RO
K Z 72 CKFREEZE Z{ERK L. APF 2L C, NI X —X—%{EERTICINEFITLET,

Z @ CKFREEZE % E T®D zSecure Admin DEITHET X355, UTONRIX—X—%BMLET,

VTOC=NO,CAT=MCAT,BCD=NO,CICS=NO,MCD=NO, TMC=NO,RMM=NO,UNIX=NO,DB2=NO,MQ=NO, L —H—
BIUOZDOTF—% -y bRHIBRT 2REND 25E1F. 51 24X KX\ CKFREEZE R EICR D 5,
F7. RARLUF T a > Da—F— - a7 4 LDOFNZ, {Ta~<> FMT(TSO OEM) 2 Ah$32 ¢t
HTEFT, ZORT, BFOL—F—DDDRI%E ISPF a7 7 AL« T —&X £y hEERTE

T3, L. 20RO DHETIEK, 2—F—DRI%EEMNT 220 7041 > TEL BEND
h%3,

Q: DT RAF 4 ED7>m— FiEA RACF 3B XN CKFREEZE 7 7 A L DIEMRZIE L T, Z DIERE R
EDIATLIZERBLTRRBLUDNTEEITN?

A: TRTDIRT LD IA L VAN Z2Z T 25D THIUIATHET T, ZHUE. zSecure Admin and
Audit for RACF O BRI 72 i LT,

Q:fTa~> KL oDHIIA, zSecure Admin 3 & U zSecure Audit for RACF IZ X o TLKR— ki /z1E
e —HLEEA, MHBHERDTTH?

A:RACFDANT—& « V—ABMER L TLFFE W, BZELHL, 7va— FEN= RACF 5 LR—+ %
ERLTWE T, —H. . LIfTa~>Y Fid. 7774 77 RACF 7 — XA R—2A0 5 DIEREHICERL I,

Q: £ JES2 A F— L BEHE (1 DD RACF ¥ — ZR—Z L D 2/0S 4 X =) 1ZED LS5/ S DTF
n?
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K13 K< HB2EM Fix)

A: 747 RACF 77— Z2fHT 258 %RVT, IRTDOIATL25 RACF7>u—R%E 1EFETLE
T, FRENDI AT L ETLOF D, HBED zSecure Collect ¥ a 72 FEITLEF, 2 HHUKD
zSecure Collect for z/0S ¥ = 712%t L C SHARED=NO /S5 X — X — Z I T& £, SHARED=NO ~< 5 X
—X—ZffHT 2 fENE N2 CKFREEZE 7 — & + v DY A XDBWO 5, D77 av2ET
TE 23013, HHERER EMEICKME 272912, UCB2SHARED & 7> a V2L TIEL K ERINT
WABHIZRONE T, #5THRWES. zSecure Collect forz/OS IZFTARTHMHE L F3, Zh oD
D CKFREEZE 7— & + v FVEFR I NIz INPUT SET 2AERL £3

Q: zSecure Admin 3 X U} zSecure Audit for RACF OFREE T, #@+H D RACF ¥ — ZR—X WO i Th
BEXWTL I 7ye— RENT—XIEWOFHALETHM HVTFT—EZXR—2Da ¥ —id\Wo i
LE92?

A: BfEH D RACF 7 — & X — 1%, B EERE 2BIUOHENL— ?/@RMTm@k@%Li
¥, RACF 7¥— &«—2®7/D—Féht:t %@%?é@@ JRWHIFH D D EEZIT O HE L.
RMFT RETCIERT IEMPEVEGETT, THESR Bt fH T 2 TEDEA. 7/D~P
T &«—Xkdn%?—b#aih{hﬁht@\%fémr BR—Z « A= 5HETLT
{72&WV, RACF 7 —RZRHIDS R T L0 5 81ET 555 COF—REF7rue—FREInEd, L.
%@%@yx%AwRMT?~&N—xﬁﬁﬁDMDLK%D\Eﬁ@?~&-kyhtbfﬁ%7?%
ZXINTWEEHAR 7Y — RENFHA, HITHEICERE T i@%j¢ﬁiﬁ@¢®RMT?
—&«—X%@%L\ma BEE., Trya—REhab—2FHT20wS ik bh %9,

QLAR-IPEINZITRTDOTE 7 7 A VIOV T 2ITREEFNTVELR— IDPERINE LT, 2D
RREIAHR K 72 DT § 52

A: ZORJEDFEIIE 2 OB Z 6NE T, NIV EHFHLTZOBMERZERLIGE, 1T EITERX
NEFEREE LTl SETUP 7 7V 5 —>a Y T2 2ODRACF F—& « YV —XZER L -2 e EZ HNE
3, CARLa Zf#f L7=354&. SELECT X T*—7 — F SEGMENT=BASE Z{§E L sl/zZ ICk->TH =
NEFRCMERRET Z2EENDD F5,

Q:SETUP INPUT A /> a Y% HHLTANLY bEERL T L7, zSecure Admin 3B X U8 zSecure
Audit for RACF Z X[l T 2 & X, vy b7y 7EMREINTVERATLL, ZRUIRETITD?

A: 2 [AHIZHID TSO 22— — ID 2 L/=r[REMDH D £ 3, £y b7y F1ERITHEHD ISPF 7'n
77 AMSFEN, FTSO 2—HF— IDIFMADISPF 7077 4 )b - =X - &y b 2o TLET,
T REBECHEALEZANZ 7 AL EBFEHATASETUP A 72 a s HhEd, ZOF T a vDOKREK
DWTHHNR B2, SETUP RUN 2SR L TL 2 &0,

Q: zSecure Admin and Audit for RACF 1&, X FXERL K- bDZL D z/OSHIHEZREL 3, BiHX
IS DFIHE VD Z/0OS A L —IU 6B T 3D TT D, £/, CKFREEZE F—& - kv F B \W\WOff
HALETH»?

A: SR F = v 7 DA, zSecure Admin and Audit for RACF 1%, CKFREEZE ¥ — & -t v MiZat—3h
72 z/OSHIH 7 ay 22 FEHLET, ZHud. R FL—YHND z/0S F— X 2T 2 LD & EHET T
IO —BHOBEVERIESLNE T, FEERIE CKFREEZE F—XDUINEIN-X A4 I VI TEKIDH D £
To TDD TATAMERIZO— FEINTHRD 7V T4 77 &IZ CKFREEZE 7 — X ZIVE L 7= 5 H
BOWEESLHDET, VE—F 2/0S AT LIZOVWTHRZZENTEXBZI L EKRLET, VE—

b e AT ATHERR E N7z CKFREEZE 7 7 A VB XU RACF 7o —F « F— X ZHHL £,

Q: 7> u— FEN/ RACF 77— AR—=ZXE SEEICHEH L TWE T, BIEPKLELRERE RO 5L,
zSecure Admin B X U zSecure Audit for RACF 12 X o THER XN 2 RACF a~ Y FEBEFIXFEAL 3,
BaELoTik, Zhopavwy FERELTHERZBETSZ2Z2dHDET, 72/2L, 7yu—FEh
72 RACF 7= ZRN—R 3BT — 2 2R L TVE T, BEFOD RACF 7 —&XX—X T UCREN X124
CTWAh YY) hERT 212iE,. ¥ T nwTTne

A: K7 ZEH %2 RACF IZEET 3RS, Ty b7y 7 RRATHIOAT £y +2#H Lﬁ%@ﬂj@
RACF 77— X RX—21IY)h &2 %5, MEERHELERREEDRLET, MENREDFEET 258,
RACF OZEHEZFEITLF 3,
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K13 < HZER T x)

Q: TAUDIT STATUS) SR ED—F D /SR INVTIX, 5827 CKFREEZE 7 —& « v b 2l & 4 7
D CKFREEZE 7—& - v FZRXAILFE T, ZHERETIN?

A: ZOFHIiH A FOFREFRALUTHRASN 77 AV EER L, BHYa 72 FEITTd L, TR
CKFREEZE 7— & - v " IMEM SN E T, KB TH 2 0 JLHBIZHELTzA Y R b —ILIEARKET
¥, CKFREEZE 7—& + vy "D REL QI[N DD £3, BEB XSO HWTHEED
CKFREEZE 7— X -t v " 2R 1F3 2553 H D £3, zSecure Collect for z/0S 121%. EIERI
CKFREEZE F— X D—#DAZINET B LTS a b b 5, HED CKFREEZE ¥—& + kv M %&1f#
A2 efrbE2d, Hl2E, 7V —XEEERHH LTI IR IA T 7V —DEFNEERHT 2
BEP, BEEPREDERINLRBETOIRATAL « AF vy Foay VBB TA3EE8ICHEHTT,

Q: RACF/MASS UPDATE/COPY USERI(REX AL T2 —V—%2 @B L EITH, X—F v + FiH—y
—)DBLCERINTVE T, ZOMEZ YD X5 I TIUE I VT TH?

ABIFEOR =7y b - 2=V —D—OMR 2 /EFT 255, AE—MKREZHH L. "Generate RACF
commands when the target user exists | DH({IZ / Z AL E T, TDT7 72 ayilih,. =5y bO
BFOMERIE, V—R - 22—V —DMHREFELRWIRD, ZOEFIIhD 3, FEMLRETIHAE.
AL MERRIZ, <=2 KM CTH 20 CBIMEZIFEE) ITREFEL T, Y —R - =P —F I X—7rv
b e 2—F—ICEoTREENE T, V—R + =F—DHRL KN E, Z—F v} 2—F—0D
BFOMEIRL XA —EET T2 dHD ET,

Q: fFOa—¥F—IDICav—%2ikfT Lz &, X v+t—3 CKRO536 Z3ZIFTHLD £3,

A:TRERBGT 2 THEffie LTa~vy Foty PEHAELES 2 LTW5 & X%, [Generate RACF
commands when the target user exists | DRI / ZIEET ST, Avt—Y%2ETEET, 12—
F—@lze~—r 3 2EEDEIZ. MERGE 2T 22T,

Q:HRDEF2) T4 —EHEEITTILENHDET, YORACFT—& « V—RA%ZHHL 327

A:HRDOEX 274 —EHOEGE., BHiDRACF F—ZR—ZAZFHLET, ZOF—&ZRX—IZ,

7754 7% T 54— RACF F—XR—RATH 77 T4 717Ny 277 RACF 7 —ZRX—ZXTd

DEVWERA, 72747 BTI4<Y — « F—EAR—ZAANOLHEIHEICT 7 T4 ThNw 77y 7
RACF 77— X RX—RICEBINE T, 7774 TR N7 T T —RZR=RI7 7t A MBI fE
HaXtlwizd, ThEANT—&% - VR LTHHAT2Z2BEHLET, I EEMETLL

T, LER—=FDOETHIC, SATLOMDZ—H —D7=DIZ7 7 AMBUHE2EiT3 % =%, RACF 7
— AR—ZADNR T —<VABEFLERA.
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i ]

ARFIZKE IBM BT 28 B IS — L RIZOWTER L2 DTT,

AEBWCHHOBG., Y—E R, FREEEPHACBOTIIREEI A TOWARWVEELRD D £5, HATH]
FrRER &G, —E A, BLUOHREICOWTIX, HAIBM OEEHELYBICESZFRL XV, AFTIBM
B, Tar I a, FREY-VPRZERLTVWTS, ZOIBMES, a4, £RE I —ELRADA
WEARETH L L 2EBERTIHDOTED D FHA, TNHIRZ T, IBMOHINFTEHZREEST S Z
ok, BEEICEE 8. Ta s oA, FREY - ARERATI N TEE T, 277l IBM
DSBSy 7025 AOBIEE 7213V — ¥ 20 FH-illiB X CMGEE, BEHOBELTIToTWEEEE T,

IBM X, AFICHEH SN TOEHNFICE L CFREME RarHEF 0 b 02 80) EREL TWAIEELRH D
F3, AEORMI., BRGNS DEIHICOWT EfiEr T T2 2ERTI25DTIEHD F
H Ao EMHEIZOWTOBBWEDLEIX, EMEICTFEZELICEED L X W,

T 103-8510

FEHARH R X HARRFEIRHT 19 % 21 5
HA74 - v— - ZakA &t

95 - HIRIRAPE
FIRIAPEME 5 4 & > R PB4t

UToffGEE. HxZZRoEficnbhuwaild, SHIh A,

IBM 5 X U2 QR 7SO TR, ARERENY LTRGT 2 3 2 ORETHREL, Btk
(AL, FrE FEATEO RIS & Ok LORMERIITE AU T TOMR b U < SR R H %
BDRVBDL LET.

FFHIIC & o TE, EROBITHEIC LD RAEBEEOHIRY £ T oh 255, MITHEDHIRZ
RO LET,

ZOBEBRICIE, R REY LR R E0G AR D D T, AFREHNCREIR, HERE
HIFAEOKICHAAETNE T, IBMIETER LIS, FER., ZoxE I Ttws#gxrzii o
IR LT, WEREREBEER(TO>ZI LD T,

RKEWZBWTIBMEUAD Web ¥4 MZEMRLTWBIEERD D £, FHODEHEH LZIFTHD.,
HLTENSD Web ¥ A F2ERTI2HDODTE DN ERA, ZNHDWeb VA4 MTHZERNI. 2D
IBMEIFOBRO—ETIE DD FEA. ZRHD Web ¥4 M. BEHOBETIHHLI I W,

IBME, BERPIEMET 20022 HHRS. BERIIH L TRALEHBOAS 20k, HHEYIE(E
FBHIET, HHBLRBEMAT LI TELHDELET,

KI5 6D 4 2 BFHET. )V HBIER L2707 o088 Zobo T o6 (K Ta 7o A
1) L O TOBERZE, BXO (i) RBXNEROMEEFHEZTREICT 2 e 2HNE LT, A
0279 AT 3ERELEL T, FEIGEHBEL TN,

IBM Corporation
2Z4A/101

11400 Burnet Road
Austin, TX 78758 U.S.A.

K777 2T 3 EEOBERIZ. BEURFRASEO T THEHAT 22 T30, BEOEELH
hEI,
AKETHHEINTWEF5A VR - a5 L5FREZF20MDIT4 2 2 & FHE. IBMATED 05 A
FHIOZRZIE, IBM 70275 A0 THASMH. FREERERIFOLKIEICHE SOWT, IBM X higdtxh
3 B
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CDOXEIZEENDODRENNT =T VA T =D, BHRE T TRESINZBDTT, ZD7D,
OBRIERE CTHE O NIRRT, BAR20[0EMERH D T3, —HOHED., BHFELNLDT AT LA TITD
NATEEDIH D £33, ZOWEMD, —fICHIHRIRER S AT Db DL R LU THARIEEH D 8
Ao BT, —HOWPEMED, HEMETHIUHEMEDLD D £, EEOMERIT, BRZUHEELD D %
T, BEMHII. BEHOREDREICHE LT — R EHEIPDIZDENRDD T,

IBM DI ORI BE§ 2 B, 2B OMEE. HERY. b L AIEZ oMo HATRER Y — 25
LBAFLEZHDTT, IBMIZ, ZA5DHFDT A MEIT-oTEY EBA. LizdoT, i3y
LIATME, B, FE 2 oMOERICOVWTIIHAE CE $8 A, IBM LA ORGEOHREICEI S 2 E R
Z. Eh s 0B FoMEEICBEVWL £,

IBM OFFRD A F L FZEMCET 20ROV TIiE. PERLCEEEZIEME SN2 580D, H
WHEZRLTWSHDTT,

AEIE. HEOEBUHE THWON S T —2lEZEDHINRETNTOET, LD EAKEEEZ 2729
W2, FRHofNciE. A, R¥E. 75U F. HDAVWEERREOARIDBEENTWEEERDH D £7,
INHLDHNITARTHREDHDTH Y, LIHCEFPELT 2 EENEEL TR LTH, ZHUIE
RICTEZFHA,

& VEMERE IR

AEBIIE, BARARL—T4 V7« TI9 I+ —LTOTRT S IV FER2HRTEZS TN - 7
TV —ray - Al LNV —ASETERINLTVWET, BERIX. o7 - Tu T anE,
NTWBRFARL—T 4 VT - T v I3 —LD7 TV —ay - Tals3Iv7 - A VR —Tx2—2A
WHELL /=7 TV r—>ay - urJ 203, A, k5. Az HNE LT, whrksFERicBn
Td, IBMIOMHiizXiAS Ze B ZheBERL, ZEL, BT TEEIT, ZOoHr I -7
0703 HOWAEZETICBIZ2RERTAMNERTVWERA, > TIBMIZ, 2P T -
07T M OWTETENE, FIEED U IIMEEDS 2 2 21201 LD, FEET2 223 TEE
HA,. BEHI. IBMOT7 V5 —>ay - Iurlo30 7 A= —RAEW LT 7 7)) r—
ay - 7ass 0%, EH. e, BEfAEHNE LT, Whk3ERICBWTH, IBM IZHHliZ A
SR INEHBL, EL., AT LI TEET,

COEREY 7 rab—TIEIIR > TWAEEIE BEXH 7 —DOREBIT FREINLWEEEH D F5,

g5

IBM, IBM eI, BXFibm.com®iZ, tHFRDZ { DETEEK X 417z International Business Machines
Corporation DFHET T, MO FHE LS — L RLFE X, ZNFNIBM /21384t OREHETH 2550
HHFEFT, BIRFETO IBM DRGEY 2 MZOWTIX, http://www.ibm.com/legal/copytrade.shtml % Z %
7Z&E W,

Adobe, Adobe & =, PostScript, PostScript @ =&, Adobe Systems Incorporated ®DKEEB L rZ Dfthd
ENC BT 2 EREE £ 7 3RS T T,

IT Infrastructure Library {Z AXELOS Limited DB &RFEIE TS,

4 >, Intel, Intel @ =, Intel Inside. Intel Inside & =2, Intel Centrino. Intel Centrino & =, Celeron,
Intel Xeon, Intel SpeedStep. Itanium, ¥ XU Pentium (. Intel Corporation £ 721X FEtDKEB L f
ZDMDOENC BT 5 R £ 7T ERAAEE TS,
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